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2007, p 233; Olga Lustsik, Can e-banking services be Profitable?,
Tartu University press, 2004, p 18; Everett Durante Cordy, The
legal regulation of e-commerce transactions, Journal of American
Academy of Business, Cambridge; Mar 2003, p 400.

(1) Sofia Giannakoudi, Internet banking: The digital voyage of
banking and money in cyberspace, Information & Communications
Technology law, vol.8, No.3, 1999, p 205; Jennifer Iser, Across
country analysis of the effects of E-banking and financial
infrastructure on financial sector competition, Dissertation, School
of business-Nova Southeaster university, 2008, p 62; Rexnold
Elias Byers, Structuring service delivery processes: An
examination of problems in retail banking and telephone center
design, Dissertation, School of business administration, University
of Rochester, 2000, p 9.
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(1) Jeanette Taft; Op, Cit, p. 1; Yoonhee Tina Chang, Dynamics of
internet banking adoption, ESRC centre for competition policy-
Untversity of East Anglia, ISSN 1745-9648, October 2005, p
4. Money laundering: A banker’s guide to avoiding problems,
(OCC),Second edition, 2002, p 15;Reserve Bank of Australia,
Council of financial regulators annual report,2001,p14, available
at:http://www.rba.gov.au/PublicationsAndResearch/CFR AnnualRe
ports/2001/Pdf/cfr_annual report 2001.pdf

(2) Anita K. Pennathur, Clicks and bricks: E-Risk management for
banks in the age of the internet, Journal of internet banking and
commerce (2001), p. 2105.
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(1) Olga Lustsik, Op. Cit, p. 19; Gita Radhakrishna, Liability issues in
internet banking in Malaysia, International business information mana-
gement association (IBIMA), 2009, p 1

(2) Paola Garrone- Massimo G. Colombo; Op. Cit, p. 539.
(3) G C Chalikias; Op. Cit, p. 2.
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(5) Ibid., p. 15.

(6) Jeanette Taft, An examination of the antecedents of electronic

banking technology acceptance and use, Dissertation, Faculty of
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(1) (While the Bank will make reasonable efforts to provide the Ser-
vice, the Bank will not be liable for any failure to provide the Ser-
vice or any part of the Service for any cause that is beyond the
Bank’s reasonable control including, in particular, any suspension
of the Service resulting from maintenance and up grades to the
Bank’s systems or those of any other party used to provide the

Service).
JYSKE BANK, Jbpb, Net Bank user agreement, (EN)-2007,
available at: http://www.jyskebank.ch/files/netbank/JBS-

NetbankUseAgreement-EN.pdf
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1. Datarealm will not sell or. knowingly disclose its customer lists or
customer email or listserv address lists. We will attempt to protect
the privacy of our customers and their information that is stored on
our network. Datarealm will only access and disclose information
as necessary to comply with applicable laws and government re-
quests, to Operate and maintain our systems and services, or to pro-
tect ourselves or our customers.

2. Datarealm will not monitor or disclose a customer’s private email
messages unless required by court order or law. We will coOperate
with the authorities and will notify such authorities if it suspects
that a customer is engaged in illegal activities.
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Unfair terms - some terms are made unfair by legislation and will
not be enforced by the courts and may even be interpreted against
the person who included them in the contract. The legislation
mainly protects consumers, but can also apply where there is a
business-to-business contract in which one party is significantly
more powerful than the other Business contracts legal terms and
definitions glossary, business balls, available at;
http://www.businessballs.com/businesscontractstermsdefinitions
glossary. htm. |
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Net Bank, Open an  account,  available  at:
https://Secure. netbank.com/cgi-bin/universe?LM=56

- 1.2 (The terms may be accepted on line by the following instruc-
tions set out on the relevant screen page .in addition you agree that
any use by you of the internet Banking Service shall constitute
your acceptance of the terms. We recommend that you store or
print off a copy of the terms for your records).

HSBC, Internet banking terms and conditions. available at: http:
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com/public/meregional/bahrain_hom/pOpups/en/bah_pib_terms.jhtml
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(1) Laura Darden , Charles Thorpe, Forming contracts over the
internet: Click-wrap and browse-wrap agreements, Georgia state
university, Law and the internet-summer 2003, p 8.
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Ross Cranston; Op. Cit, p. 134;Interagency council issues guid-
ance on electronic financial services and consumer compli-
ance; Op. Cit, p. 3.
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http://en.wikipedia.org/wiki/Authentication
Sofia Giannakoudi; Op. Cit, p. 220. William Gram; Op. Cit, p. 2;
Chris Reed; Op, Cit, p. 36.
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(4) Alain Hiltgen. Thorsten kramp. Thomas, Secure internet bank-
ing authentication, published by IEEL security & privacy, 2005, p.
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27;.Jon M. PEHA, Electronic Commerce with verifiable audit
trails, Carnegiec @ Mellon  university USA, available
at:http://www.chicagofed.org/consumerinformation/what_you_sho
uld know_about internet banking.cfm

- Authentication in an Internet Banking Environment, Federal fi-
nancial institutions examination council, p5. available at:
http://www.{fiec.gov/pdf/authentication_ guidance.pdf
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(1) M. Sklira. A. S. pomportsis. M. S. Obaidat; Op, Cit, p1780 -

(2) Tips for Safe Banking Over the Internet, Federal deposit insur-
ance corporation, September 2000, p 1.

(3) M.Sklira. A. S. pomportsis. M.S. Obaidat; Op, Cit, p. 1780.
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analysis of law, 2004, p. 4 www. colum-

bia.edu/~ak472/papers/Electronic%20Contracting. pdf

Cala G dlia oS Al Ly e pealill A gl oy Uady J ol u_)m‘.xu(r)
S o Sy GV 13 e llia IS 13 43 Cua il glia & I ol
U 2y Al S PV e dgaiall A g

G siad) A0S ol S0 Al cu Y] e aladll OIS e ga daal Bl M (€)
A ala'f o ¥ sEJJa.a.'\AH dzals —

_“"“ o—



S Sy ie L 8 2 Sle el 35y (4 sane 2aaty A sl
(i Ciloagliall e Al ) Alell 3 oy (g3 el clgipud
K 5 ey el Y] aalia g pdlan ¢ gia o dal 13g] il slaeY) Y

el 4l

by sy i Y1 AS0a e Ay S 258l (A gl Apanl a5 LS

)l e duala

ans (sa CRl s U Luaal (e 23 Las 3 e B 2sfall 2da o 1 oY)

o g Cililacall 5 Jaall dxgeh g c28laiall daadid Jie Aol dleell (il 5o

el gl 05 Gl Baal on bee el e ) AT

B Al Aadal Al il sl (e el A SSIYY 0 giedl adaae (e (LG

Jals Lyl 5y cgady 480 e A zUa0 Lad aSldl Slaiall Leoe i ¥

Y ] (e pliey pai e sl

el o Al Cla A0 Gl sda S adidlh e a2 i Je g Y

Y Ll V) ciaala 5 ) geay A g S 2 gall g dale 5 ) geay 2 gl b (i sl

Y1 A% e 3 peaad 3giad Gagead 8 el G lil dlead (s

= Al Gl el

¥ S A Al e led aailh Bl Loy 48 paadl Sllead) dapka ()
Lle J 2y Cum cdaanll y 5o SN il Co Siliia glie 3 g 9 e

LY GL}ILHQAJA (ke i dadea (\)
OV e @bl QAJA\ (T)

—¥1-



A paldll adsall o ailend papm il Gl Al s Gl
Lis s JS ety il Ly laiad) dial) gl et daad JS Galy o e
sl Jams ¥ s e ((type  contract A gaill 3 ggall) o355 5 2l
Take- it-) 41S duad y o 41S Sl Ly o W) e pal anl (5 s Jraall
1l Jag yd aada s Sl 2y L sale AU Cleaslld (or-leave-it
Jaall oy e iyl Al o dadse o Blie ddanay g dalsd
o3 o UYL asty o A yead daaill oda e Jgeaall o L1y
daxdll ol o d}u;n e G 1 -l el lased g —da gl
I ) il o asiil pe 2 Al Y o el o8 Doy il 03gn
Y & e Alen dud yd el by s e Gil g Yl (agree, T accept

Mgl 2

A3 e Llard 5355 Qo Ay S0 g LY Gt Ciagd O (Y
Lei agd A jrae Gledd w8 DA e eShanll o jpdll sa Cu iyl
sl A agdal o e B F Y1 S g Dy oy s oy ol IS
in e Jabal iy A ey chale i Y1 ASS e i SN
e s aa ol GBI Y L a o ) ala 5 ey 382
) Gl e Al ke il slia 8 J A

V) Agig SN gl (A el dplead A2 Ll (e ai e 4l (T

(1) Michael Chissick, Alistair Kelman; Op, Cit, p. 99; Laura Dar-
den, Charles Thorpe; Op, Cit, p. 5.
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(1) (If the court as a matter of law finds the contract or any clause of
the contract to have been unconscionable at the time it was made
the court may refuse to enforce the contract, or it may enforce the
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avoid any unconscionable result).; Uniform Commercial Code,
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HSBC, Internet banking terms and conditions,Processing your in-
structions, Op. Cit.
(We may suspend any service provided to you under the internet
Banking Service without notice where we consider it necessary or
advisable to do so...).
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The Internet < ayl 4<us Ao cbill Sy SSY adsall saall 8o 2ay
I iy e eall 5 i)y want & 538 A8e 5} Service Agreement
Cleadll o Al giaal lugad 5 5STY1 Axdge o Jsaal Ga (SO 4o e
O3S J—a gl Lliay ged @dgall 1 A (0 Loty (A 48 ol
alaill 5 ailend (al et 5 el afge = gy (A Aol Ao A g Jreall
FCR UG VA PP TR AT 15 FRVRYI CPITE L [P DRLE DREY IS
i ) Jsaall 4y (peals Password Jsss dak, LIPIN Gy
gn Jalailly Aualall ol Y g Clagdeill A8 Joaall 138 3 50 Liag el
(gasy A 4yl el (g 32EY) LS 5 o8 sal 120

_J.k.l‘ .r\..‘.;:l.uaj‘ M?M?GJ\“ wlu\L»uc-BJLlc- _,A_’(\)
Internet Banking; Op. Cit, p. 79.

(2) First Utahbank, Internet access agreement, p | Available at:
http://www. Firstutahbank . com/internet_access.htmi
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Bank of internet USA, Website agreement, available at:
http://www. bankofinternet.com/website-usage-legal-policy.aspx
Gy A A e Al @il aaly Aatall Jsaall 2gie sl (aad 3 (V)
3 gally iyl A4S e 5 jle Lol cclial) Gy Sall RS pualing 3 gociall gepin i
A e Al e Jaladll Lo adiey )y Slidl a8 ga o 3350 5l
shaay Qi g alall g ST O aadl el A ladl A Jia o Y
(S5 sl Leaad o) eoliall o2 s Al lae sanl) e
Jyske bank, JBPB, Net Bank, user agreement, (EN)-2007, avail-
able at: http://www.jyskebank.ch/files/netbank/JBS-
NetbankUseA greement-EN.pdf
(2) Alain Hiltgen. Thorsten kramp. Thomas; Op, Cit, p. 27.

(3) Apostolos Ath. Gkoutzinis; Op, Cit, p. 37.
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(1) E-Banking, Federal financial institutions examination council; Op.
Cit, p. 5; Apostolos Ath. Gkoutzinis; Op, Cit, p36

(2) (The OCC has long held that national banks have an incidental au-
thority to provide electronic products or services that can be
used for both banking and non- banking functions as part of a
package of banking related products or services where the full
function products or services are not an excessive amount of the to-
tal package);
OCC Interpretive Letter No 742(August 19, 1996), Internet ac-
cess service; Internet Banking Op, Cit, p. 1.
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(1) (In the event of a conflict between these terms and conditions and
the Bank’s standard terms and conditions relating to any account,
the standard terms and conditions shall prevail)

(The Bank reserves the right to amend, vary, supplement or replace

these terms and conditions of the User Agreement)

(If the User Agreement is amended, the revised User Agreement

will be sent to you. You must accept the revised agreement by

signing and returning the revised User Agreement. If you do not

accept the agreement, you will not be allowed to access JBPB Net-

bank)

-Jyske bank, JBPB, Net Bank user agreement, (EN)-2007; Op.
Cit.

-Bank of Internet USA, Website agreement, available at:

http://www.bankofinternet.com/website-usage-legal-policy.aspx
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(1) Firest Utahbank, Internet access agreement, p 1 Available at:
http://www . firstutahbank.com/internet_access.html

(2) Uniform computer information transaction ACT,(on uniform
state laws), annual conference,Colorado,July23-30,1999.p48.

available at:
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http://www.law.upenn.edwbil/archives/ulc/uecicta/uetast84. htm
( 1) Apostolos Ath. Gkoutzinis; Op, Cit, p. 36.
feddl) Ay K ad sl e mlie i G (e Jsda dial p3gei kit (¥)
http://arabic.procom.dz/abonnement.htm
(3) OCC interpretive letter, No 742, Op, Cit, p. 37.
(4) Firest Utahbank, Intemnet access agreement, p 5; Available at:
http://www.firstutahbank.com/internet access.html
(5) Apostolos Ath. Gkeutzinis; Op, Cit, p. 37.
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(1) Julien le Clainche, 1'adaptation des droits du paiement frangais et

ameéricain aux nouvelles technologies, p. 15, provident du site:
www.droit-ntic.com
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- peter spencer, Regulation of the payments market and the prospect
for digital money, BIS papers, No. 7, p. 69.
- Haibo Huang; Op, Cit, p. [;Simon Newman and others; Op. Cit,
p. 238
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Report on electronic money; Op. Cit, p. 7.
(1) Julien le Clainche; Op. Cit, p. 15.
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(3)Report on electronic money; Op. Cit, p. 7

(4) Gennady Medvinsky, B. Clifford Neuman, Net Cash: A design
for practical electronic currency on the internet, Information Sci-
ences Institute, University of Southern California, 1993, p. 1: Re-
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http://www.pavcashwallet.com/consumer/TermsAndConditions.ht
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(1) Avaliable at:
www.rand.org/pubs/monograph reports/MR1005MR1005.ch4.pd
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ol o3l e JS gy o) IV i) e (m  Leg il o3 Jae als
s A Al Jalail e Jaandl Sl Lo JY e slaa g geal s 3 g
(August 19 1996) 81, aiy Sise¥! Il eyl a8 sasl L taa
| o
o sdl Bam 2l g S il Gl 138 e Jrand) (85 A s g
Pl sl
il s g Jyaty @y ol LG 3 5<Y i aay Gl (I
A e WS J Jaady el (i el By glna 3y 550 2405 Y il
oChan ol 2343 adall slaf iy LAY
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Ot (Sdimy (o iy ( Electronic  Purse) 483 aday o (wallet

f

(1) Fed. Banking L. Rep. (CCH) 81, 101 (August 19, 1996) (where a
national bank was providing a closed stored value system to an in-
stitutional customer, the bank could as part of that service also
provide system participants with certain hardware and software to
be used for the stored value functions ; the equipment was not
viewed as a separate product or service), available at:

www.occ.treas.gov/integg/ dec99/cal339.pdf
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Sandl S0 A3l JLul il oL Pl (e oy o (S WS 4y
31l aluty (ye A (ga Sy Fiady of il oy Ale s sea Ll

) ABaa gl s Jaaall ¥ Lgabuy ¥ Cumy cadal

sl Jlaxi ) A DU Sl g 23S Joand) by o} 5 S Sl e (2
Jay Y Ul )l (adal sl aludy o V) 48 low o VY 138 Jad gy adal
Wle ailala) a3 13 WY adall a0d Jlasial (3o Jraall (S Y Cup ¢35 30
G g 812V 038 lastiuly d3laial 4 &y uiaY! o Aud) il sl A3lS,

il al Gl 3 ga Liadf s 41 VY o @ui‘:;ﬂl@.ﬁx Lall daaf .3 (V)

cdall 3ol Jlaxind (e 4S5 AN G gAY Jaandl g Fiy iy _aSTY
NetBank, How NetBank help to protect you, Available at:
http://www netbank.com/about _security_how_protect.htm

(2) Ir. A. A. P. Schudelaro, Electronic payment, Computer law & se-
curity report, Vol.17. No. 2. 2001, p 106.
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ot et Lo P 4piaYt il V) A4S Liad y . g5ill oign Jalacl
&e 4B e A8IUN A5 ey 0l N A Wle Jrendl Alals)  alaYy)
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e Jalad) Sl ol 3 Gy Gl g geand gild) MLl s Y Jie
@l pimally 5SS a8 Jaladl (e Alee K40 g gl A<08

Ce Nlal (1) i) am il Gai 28 (gAY Slay 2l ea e U

Mg 5y 2 iill il o) sl o guads Ulle 6 (538 ) el

gl el VYV e o) wa el alid daa iyl .3 (1)
Benjamin Geva, Recent intemnational developments in the law of
negotiable instruments and Payment and Settlement Systems,
Texas international law journal, vOL. 42:685, 2007, p 716.

(2) (b) "a description of the holder’s and issuer’s respective obligations
and liabilities; this is to include a description of the reasonable
steps that the holder must take to keep safe the electronic payment
instrument and the means(such as a personal identification number
or other code) which enable it to be used”

Central bank of Malta, Electronic payment services, Central
bank of Malta Act (Cap. 204), Directive No 4 January 2008, p 3.
available at:
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&Meﬂ\ew\;hﬂ\@m_ﬂlﬁ mmgwyum
A ookl sl (DA die duagall A_J_,J.\.ul\ G B A ey ellall o2a
OF Cadl g cdial) 3 gh Gava Jadll A N 134 3g8all any Caen i Ny 10
1a Al G cadall sl slasiul Aalall Gl AS; aliee elidl Al
Client approval of program JJ—seadl 438 5o e olill Jgan 5 4 pia

www.centralbankmalta.ore/site/retail payment services.html - 17

(1) Basel committee on banking supervision, Management and su-
pervision of cross-border electronic banking activities, July 2003,
P 7. www.occ.treas. cov/ftp/release/ 2001-42a.pdf

(2) Commission recommendation,Transactions by electronic
payment instruments and in particular the relationship between
issuer and holder, of 30 July 1997;

http://www legaltext ce/text/en/T70030.htm
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(1) (All changes to programs used to process CLIENT's data affecting
input, output, control, audit, or accounting procedures of CLIENT
shall be made only with the approval of CLIENT).Available at:
http://www.techagreements.com/agreement-
preview.aspx?num=3 ] 6688&title=Americorp%20-

%20Data%20Processing%20A greement
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i e oy dall S 1y o Jua i Yy o Jpand) (g 52 50 A5 STy
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(1) (During the Wallet installation process you will create your per-
sonal Cyphermint Account and you may select a password for your
Cyphermint Wallet. The password is essential in protecting your
Cyphermint money. Cyphermint does not collect or maintain
passwords. Cyphermint is not responsible for the safe keeping of
your password or for any losses you may incur as a result of the
misuse of your password).

PayCash Term s & Conditions, Right/Responsibilities of cy-
phermint . users, Available at:
http://www.paycashwallet.com/consumer/TermsAndConditions.ht
ml
S350y Jasd um sale 3ga g L ol (A il ol S8 o s ske Ay (Y)
2 O3l s Sl e i e Lgae Jaladll Sy o BV A0S e Lolaa
e VL Jad¥Y (3 ks (o Gl dilide 38 jas Bhlia
Internet banking, Comptroller handbook, Op. Cit, p. 89.
AV o Gbaadt aa o) ol diadl Jaal L3 (Y)
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(1) Jyske bank, JBPB, Net Bank user agreement, (EN)-2007, Op.
Cit.

(2) Gennady Medvinsky, B.Clifford Neuman; Op. Cit, p. 1; Haibo
Huang; Op, Cit, p. 17; James E Backhouse; Op. Cit, p. 30; Direc-
tive 2000/46/EC, Official Journal of the European Communities,
Article (7).

Pginall Gai (8 OB YTV @il aa el aUR deane Gy pdi L2 (¥)
Ir.A.A.P. Schudelaro; Op. Cit, p. 106.
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(1) Commission recommendation 97/489/EC, concerning
transactions by electronic payment instruments and in particular
the relationship between issuer and holder, 30 July 1997, (Article
8/1).
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(1) Ir.A.A.P.Schudelaro; Op. Cit, p. 108.
(2) Commission recommendation; 97/489/EC, 8/4
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(1) (12): "you may close your Account at any time by clicking on the
"Remove Funds" tab in your Wallet" PayCash Terms & Condi-
tions, Right and Responsibilities of cyperment users, provision
Available at : http://www.paycashwallet.com/consumer/ _Term-
sAndConditions.html
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(1) Jyske bank, JBPB, Net Bank user agreement, (EN)-2007; Op.Cit.
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Paragraph (11) you agree to protect the confidentiality of your ac-
counts and account number, your user ID and password and the se-

curity codes.
United overseas bank, E-statement service Application form,
Terms and conditions, Available at ;

http://www].uob.com.my/webpages/app_form.htm
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(2) (a) use the electronic payment instrument in accordance with the
terms governing the issuing and use of a payment instrument;
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a personal identification number or other code)

(c) "not record his personal identification number or other code in
any easily recognisable form, in particular on the electronic
payment instrument or on any item which he keeps or carries
with the electronic payment instrument".

Central bank of Malta, Directive No 4, electronic payment ser-
vices, Op, Cit, p. 4.
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