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There is a widely held belief in the imminent probability of nuclear, chemical or
biological weapons of mass destruction being used by terrorists against civilian
targets. This edited volume critically assesses the suggestion that one safeguard
against this possibility would be to strengthen existing international prohibitions
against state-level acquisition of such weapons.

A glimpse of the possible potential of terrorist use of weapons of mass
destruction has been seen through the actions of the Tokyo Aum group, and
through the use of chlorine by insurgents in Iraq. However, the extent of the real
threat posed is as yet unclear, and safeguarding against it in developing coun-
tries will not be easy. This book assembles specialists in each category of WMD
in order to examine the potential of expanding the three ‘classical’ arms control
treaties in order to combat the threat posed by smaller terrorist groups, and
draws conclusions as to the strengths and weaknesses of this suggestion.
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Introduction

It is difficult to find anyone who takes a close interest in such things who does
not believe that a terrorist group will sooner or later use weapons of mass
destruction (chemical, biological, nuclear or radiological) in pursuit of casualties
on a par with those of ‘9/11°. So far this has not quite happened, but there are
straws in the wind. In 1995 the Japanese Aum group used a few kilograms of a
very sophisticated poison gas (sarin) in a very amateurish way to produce only a
handful of deaths. In 2007 one of the Iraqi insurgent groups exploded a road
tanker carrying ten tonnes of chlorine — a very crude gas — and again produced
only a handful of deaths. In both instances, however, there were hundreds of
injuries — casualties involving persons who may or may not have been exposed
to sub-lethal doses of the gas. So it is possible that the actual psychological
impact of the two identified uses on their intended targets may have been much
greater than the simple death totals imply. But sooner or later, it is widely
believed, a terrorist group will be able to match its competence in acquiring the
weapon of mass destruction with competence in its employment, pushing death
totals into the hundreds or thousands and creating numbers of casualties perhaps
fiftyfold greater than that.

The thrust of the present volume is critically to assess the suggestion that
one thing that may be done to head off such an eventuality is to enlarge the
footprint of the three existing arms control treaties restricting state-level
access to weapons of mass destruction, to cover sub-state actors. There are
three such ‘classical’ arms control treaties, in order of signature: the Nuclear
Non-proliferation Treaty (NPT); the Biological Weapons Convention (BWC);
and the Chemical Weapons Convention (CWC). It is fair to say that contribu-
tors take a position of qualified scepticism on the footprint issue largely on the
basis that, whatever the practical considerations might be, and these would
seem to be clearly positive at least in the case of the NPT, the fly in the oint-
ment is the US political position. Since the end of the Cold War the unchal-
lenged military and economic strength of that country has tempted it away
from multilateral approaches to security problems, such as classical arms
control, towards unilateral action. Even if this were to prove temporary, some
feel, like the lady whose honour has been impugned in public, classical arms
control may not be able to recover its reputation.
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This summary of course tramples on the nuances characteristic of the chapters
that follow, the most important perhaps being discussions of the updating of the
BWC — a problem originally quite distinct from the terrorism issue.

The book is divided into three sections. The first is general with a general
chapter, and a detailed case study of Aum where the particular must stand for
the general. The second deals with chemical and biological weapons together,
but with the troubled process of updating the BWC never far off centre stage.
And the third deals with nuclear weapons and less directly radiological weapons
(e.g. ‘dirty bomb’), with a focus on the question of inspection, including a
formal discussion of the process of inspection which in itself shows that extend-
ing the footprint even of the NPT is not a purely mechanical matter.

In his general chapter Bellany attempts, using a variety of techniques from
data analysis to the exploration of analogies, to say something about terrorist use
of weapons of mass destruction ahead of any significant actual history of use.
This is swimming against the tide, but the example of insightful scholarly treat-
ment of nuclear weapons and their impact on international relations against a
similar background of almost no actual use is encouraging.

Whilst the chapter is in many ways introductory, especially in the section
exploring the kinds of weapons of mass destruction (WMD) probably attractive
to terrorists, and their relative ease of manufacture/acquisition and use, it
nonetheless reaches a number of conclusions.

First it suggests that at least as large an obstacle to terrorist use of WMD as
actually obtaining the weapon in question is devising a satisfactory means of
disseminating it against the target. The only exception to this rule or rather the
second part of it (obtaining a nuclear weapon is difficult) is a nuclear weapon,
even a badly designed nuclear weapon with a very low yield.

Second an examination of trends in international terrorist use of conventional
weapons demonstrates that the new terrorism thesis as usually stated that terror-
ists are going in for more casualties is incorrect. The average number of casual-
ties per lethal terrorist incident has remained remarkably steady at around five
dead for almost 40 years. But what has changed over time is a growing prefer-
ence for death-dealing incidents over, for instance, hijackings or bombings with
warnings attached. In addition it transpires that the proportion of death-dealing
incidents killing more than a certain number of people is fixed, so as the number
of these incidents accumulates, the number of very lethal incidents will increase
too. Moreover the sorts of terrorist groups associated with very lethal incidents
tend, as far as may be imperfectly judged, to be of a religious kind. Extrapolat-
ing from particularly destructive conventional modes of attack to weapons of
mass destruction is not a very large step.

Finally and more tentatively it seems possible that predicting what sorts of
WMD may be attractive to the terrorist depends on a principle of least effort.
A great deal of effort would normally be necessary to come up with a working
nuclear weapon but very little would be involved in stealing a road tanker car-
rying ten tonnes of chlorine. The latter is therefore more probable than the
former. Maintaining the proportionality between a high degree of effort and the
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destructive potential of the WMD in question can then be a guiding principle
for counterterrorism political action. Thus an extension of the remit of the
Nuclear Non-proliferation Treaty to reduce the chances of simple transfer of a
nuclear weapon from a pariah state to a terrorist group makes sense. Similarly
the Chemical Weapons Convention and the Biological Weapons Convention by
eradicating at least in principle all state stocks of weapons (but see Manley’s
chapter) reduces the chances of theft or transfer short-circuiting the principle of
least effort.

But it is easy to underestimate the political difficulties of any formal move to
extend the remits of existing arms control treaties negotiated at state level to
help tackle the terrorist problem, as subsequent chapters show.

Reader raises a number of points that need serious consideration. The first
relates to the interesting question whether the Aum experience taken as a whole
indicates the ease or the difficulty of a terrorist group making and using WMD,
and chemical and biological weapons in particular (they had some interest in
nuclear weapons but this was never pushed very far). Aum was well funded and
by the peculiarity of its circumstances remarkably free from the attentions of the
authorities. It also attracted to its ranks well-educated followers some of whom
had more or less relevant university-level training in chemistry and biology. The
choice of sarin as the agent with which they eventually hoped to make a big
impact seems quite logical, and some of their earlier planning on how to dissem-
inate it (always the hardest part according to Bellany) showed thoughtfulness.
On the other hand there was a tendency not to concentrate effort but to flirt with
other possibilities such as botulism and even the ebola virus, to say nothing of
their eccentric interest in Tesla’s ideas on artificially produced earthquakes. This
might have been some sort of safeguard against the sarin plans going wrong, but
in view of the restricted amount of scientific expertise at their disposal looks
more like a mistake. Reader moreover makes it clear that simple incompetence
was never very far below the surface so that sufficient attention was not always
paid to the purity of the sarin produced, for instance, and the dissemination
method chosen for the attack on the Tokyo underground, perhaps done in too
much of a hurry, breaks every law in the book, not least the fact that sarin evap-
orates at about the same rate as water, making large shallow pools infinitely
more dangerous to those exposed than plastic bags with small holes punched
in them.

In normal circumstances of alert authorities unafraid to act, this tendency to
incompetence might have meant that Aum’s plans would have been thwarted at
a very early stage. The unusually permissive circumstances under which Aum
operated makes it particularly hard to generalise from their experience with
regard to the question posed above about the difficulties facing terrorist groups
in general in acquiring and using WMD.

Reader makes the further point with regard to Aum and to certain other groups
concerning a tendency to use WMD as soon as the weapons have become avail-
able. This makes sense in the context of millenarian groups who like Aum are not
interested in deterrence (do not do it — or else) or compellence (do it — or else) but
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more in punishing the evil doers that are seen to be pressing in around it. This
corresponds roughly too with findings reported by Bellany correlating particu-
larly severe incidents of terrorism with religious groups. A group interested in
compellence for example might use limited amounts of violence to signal a capa-
bility for greater use later if its demands were not met.

But matters are not quite so straightforward. Certainly in the case of sarin,
Aum’s main weapon, there may be practical reasons for using it immediately,
especially if the chemical is impure. Even with sarin of professional levels of
purity, so to say, its keeping qualities are not always to be relied on, which is one
reason why US forces during the Cold War increasingly stockpiled nerve gases
not in the form of the finished article but as so-called binary chemical components
which reacted to produce the gas only at the moment of actual use in war.

Whilst Al Qaeda may be a religious group and perhaps comparable with Aum
both in the scale of resources available to them and in their skill at finding safe
havens remote from the attention of the authorities, in other respects the fit is not
good. For one thing, according to Bellany, Al Qaeda have expressed an interest
in deterrence as far as WMD are concerned. And second although they are also
interested in causing large casualties fout court — even if the numbers killed in
the World Trade Center attack may have exceeded their private expectations —
they have a characteristic of patience, willing to trade an interval between
attacks for an effective blow when it comes. It would be more in keeping with
their style in a matter such as sarin to spend time perfecting the production
process so as to give the product an appreciable lifetime or in setting up parallel
laboratories so as to permit multiple near simultaneous attacks to be made.

Whilst not a recommendation to read his chapter from back to front, Spiers’s
references are an education in themselves and it is hard to see how a better case
could have been made using secondary sources for the proposition that the
chances of stretching the modalities of inter-state arms control to cover the
threat of terrorist access to WMD are very slight. This is a strategic, not tactical,
matter in the sense that the USA has lost faith in non-proliferation regimes in
favour of more unilateral and hence less diplomatic approaches to the prolifera-
tion of WMD whether at the inter-state or lower levels. He acknowledges that
this may possibly be a temporary thing, and indeed most disinterested observers
must remain deeply puzzled at the refusal of the Senate to ratify the comprehen-
sive test ban treaty, but Spiers speaks of the presence of a sort of action/reaction,
where the new US attitude, reaching back since before the election of G.W.
Bush, has provoked a suspicion of the USA amongst its natural allies which
might itself prove an obstacle to a future sea change in US attitudes.

Wittingly or not Spiers also gives a very clear account of how shakily based
are most appraisals of the extent of the terrorist threat, especially with regard to
WMD. There is a strong tendency to exaggeration, which must be partly due to
an arguable underestimation of the same thing prior to ‘9/11°, partly to inade-
quate intelligence and hence resort to ‘worst case’ theorising, and partly deliber-
ate in order better to marshal a largely ignorant public opinion. For instance,
even reputable New York press accounts of what was found in Afghanistan
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relating to Al Qaeda work on WMD exaggerated its significance almost beyond
parody. Another example coming out more clearly perhaps in Feakes is the attri-
bution to terrorist groups of skills with regard to manipulating in particular bio-
logical weapons far beyond their reach. It is possible that slipping standards of
education in the sciences may have something to do with this. It is all very remi-
niscent of the Cold War and periodic US attribution of immense military
prowess to the Soviet Union on the slightest evidence.

The question is an important one since a large threat presumably calls for a
large response and in such a context the NPT, CWC and the BWC might cer-
tainly appear old fashioned and not up to the task. But if the threat is a small one
existing non-proliferation instruments may as a practical matter easily do the
job, suitably tweaked in the right direction.

But like Spiers, Feakes is doubtful that either the BWC or the CWC could be
effectively extended to cover terrorist threats. There is, he implies, a principled
and a practical case for this point of view. The principled case is that these
treaties already exist, were drawn up only with difficulty, are valuable in them-
selves at the still highly significant inter-state level, and tampering with them
formally to extend their range downwards to subsume sub-state-level threats
would risk what has already been achieved. In making this case Feakes will
seem to some to romanticise rather the origins of the BWC which rather than
being carefully thought out and argued over came about as a cynical concession
by the then Soviet government to a domestically beleaguered US administration
that had already unilaterally forsworn biological/bacteriological weapons.

The practical case is that modifying these treaties to bring terrorist access to
biological weapons (BW) or chemical weapons (CW) more within their ambit
would not be tolerated by the USA as it would mean conceding power to the
elbow of arms control treaties that for Washington inadequately reflect the
apparent new realities of power in the post-Cold War era. The strength of this
allergy to arms control treaties can be measured by the above-mentioned refusal
of the Senate to ratify the comprehensive test ban treaty, which was so worded
as to be a very advantageous document to the USA indeed. But Feakes is careful
to point out that just as arms control is a lesser form of disarmament, there is a
lesser form of arms control available, called by Sims the counter-proliferation
paradigm. Thus there is the Australia Group whose members control sensitive
CW and BW-related exports, or the Proliferation Security Initiative where
dubious transfers are actually interdicted, or the declarations of the G8 group of
states, or UNSCR 1540. What all these measures have in common is the recog-
nition they accord to the privileged military and economic position of the USA
and a frank top-down quality with a few ‘givers’ of the law, led by the USA and
many ‘takers’. Indeed there is a flavour of ‘export controls’ over most of these
measures, which sits uneasily with a globalising world, and which helps account
for the sometimes thick patina of secrecy obtaining over the functioning of some
of these counter-proliferation measures. But just as the retreat from disarmament
to arms control disclosed that arms control had virtues of its own it is possible
that the retreat from arms control might also pay dividends. It may be one of the
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ironies of a globalising world that the ‘one size fits all” of comprehensive early
post-war disarmament measures and some later measures of arms control is
indeed old fashioned.

Sims’s focus is the BWC, which he sees as a building block in an essentially
disarmament-led approach to improving international security. Like Feakes he is
nervous about tampering with it in order to give it allegedly more leverage over
sub-state actors, but at the same time recognises its weaknesses in the form of
poor institutional infrastructure and the absence of verification provisions. He is
maybe rather pessimistic about how a better BWC and a better-functioning
CWC might as disarmament treaties contribute to nuclear disarmament. Even
Baruch in 1946 opined that there never would be a chance of nuclear disarma-
ment unless states could be satisfied that chemical and biological weapons had
been ruled out of court first.

Sims’s careful account of the Sixth Review Conference of the BWC would
seem at least on the surface to hint at a possible salient bargain between the
EU-led group of member states and the USA. If the latter wants the BWC more
explicitly to target sub-state groups it should be made to pay a price, if not in the
form of a new verification protocol (too large a step, probably), at least in the
direction of repairing the ‘institutional deficit’ that so diminishes the Convention.

To the tacit question of whether the verification provisions of the CWC could
be tightened in order to bring within range the diversion of relatively small
quantities of harmful chemicals likely to be of use to terrorists, Manley’s answer
is in the negative. Or rather such tightening would bring scant returns in
exchange for the implied enormous extra burden on the legitimate chemical
industries of the world and on the CWC inspectorate.

To the question of whether any improvements to the CWC would have the
desired effect on sub-state access to chemical weapons Manley has two replies,
both it is reasonable to say in the affirmative, but of different kinds. The first
relates to ‘national implementing legislation” where Article VII of the Conven-
tion requires states to take powers to clamp down on activities by private
persons within their jurisdiction contrary to the aims of the Convention. In prac-
tice states parties have been rather slow off the mark here and an educated guess
might suggest that stronger US support for the Convention would have had an
accelerating effect. The second reply is of a different kind. Manley interestingly
cites the lawfully held stocks of tear gas at the level of states as a temptation to
terrorist groups. Stealing canisters of tear gas is unlikely to be an equally diffi-
cult task as between the different countries of the world, and tear gas let off
simultaneously with a exploding tanker of chlorine, say, could have a dispropor-
tionately damaging effect on a civilian target. The argument as to whether tear
gas should be lawfully held under the Convention is probably beyond reassess-
ment. But making lawful purchase of tear gas more difficult and tighter physical
control on stocks held by police forces and others would be a help.

Both answers rather contradict the position Spiers shows was widely taken in
the USA after the Aum outrages in Tokyo where it was claimed than an ‘in
force’ CWC would have made no difference.
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Francis’s chapter should be read in particularly close conjunction with those
of Kilgour and Bellany. It is chiefly noteworthy for two things. First it deals with
the whole business of safeguards as applied to nuclear materials via the Inter-
national Atomic Energy Agency (IAEA) in extraordinary and rare detail and,
like Manley’s, with the voice of experience.

Second and most importantly it indicates how far the IAEA has already gone
in extending its remit from the state level to offer services — such as the Physical
Protection Advisory Service — highly relevant to the task of keeping nuclear
materials out of the hands of terrorists. This is a classic instance of an inter-state
treaty aimed at restricting the spread of nuclear weapons at state level extending
its footprint to provide some assurance to states that terrorist groups will not find
it a simple matter to divert nuclear materials from civil nuclear facilities.

The first thing to be said about this is that it runs against the tendency rather
implicit in earlier chapters dealing with chemical and biological weapons that
such a footprint extension may be difficult. In turn we must ask why. It is first of
all possible that the catch-all phrase ‘weapons of mass destruction’ is misleading
here, as it can be elsewhere, in that nuclear weapons (and associated materials)
may be sui generis. Even with research reactors included there are relatively few
actual nuclear sites, globally, and such sites as there are, are at least semi-
detached from the commercial economy and often under state control.

Another reason may be that the structure of the NPT within which the IJAEA
safeguards division works is very different from that of the Chemical Weapons
Convention or the Biological Weapons Convention in that participation of the
major powers in the safeguards system is voluntary. So no great principle seems
to be at stake when as Francis points out IAEA advice on the security of nuclear
materials is taken by smaller states but regarded as intrusive by the larger
powers. A third reason may simply be time. It could be argued that a failure to
reach beyond states to keep warlike chemical or biological materials out of non-
state hands is the least of the failures of the CWC and the BWC. The latter has
no verification system at all, and the former’s system cannot be said to be
running smoothly even at the inter-state level. On the other hand the IAEA safe-
guards system has a long record of gradual reform to meet new challenges as
they arise, without actually needing to repair its extant procedures. As Francis
points out such nuclear proliferation as has occurred during the watch of the
IAEA has occurred outside the then remit of the Agency and reform in the shape
of extending the remit has become the norm.

There is one blot on the landscape for which Francis provides evidence
without taking matters further. It is the question of funding. Up to now the
taking on of new tasks by the IAEA seems to have been paid for not by fresh
funding but through economies made in the exercise of existing tasks. An
expansion of safeguards to monitor the safe keeping and safe transit of civil
nuclear materials on a large scale, even if only with the direct involvement of
smaller states would plainly add to costs. At worst this might demand new
expenditure and force the major powers as major funders into a decision whether
wholeheartedly to back the venture. Even if it were decided to meet costs
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through economies there would be a risk that this would slow down the process
below the pace of events.

Kilgour starts with the important insight that rational choice theorising about
problems of international security has always enjoyed a reflexive relationship
with the outstanding problems of the day, with the problems themselves stimu-
lating theoretical innovation. Thus, in keeping with Sims, Spiers and Feakes in
their different ways and with different degrees of emphasis, Kilgour gives novel
grounds for thinking that the smaller quantitative challenge terrorist interest in
weapons of mass destruction poses to existing arms control structures cannot be
automatically coped with by a corresponding quantitative as opposed to qualitat-
ive adjustment to these structures.

Taking probable terrorist interest in nuclear waste for nefarious purposes as
his example, although the analysis as he says could be extended to the chem-
ical industry and in particular terrorist interest in dual use or in precursor
chemicals, the contest or ‘game’ is now qualitatively different from what it was
in the case of the Nuclear Non-proliferation Treaty for instance. Under clas-
sical arms control the actor with an interest in cheating on the arms control
agreement was the same actor with whom the agreement had been reached and
the source of the threat being controlled. In the terrorist case, for Kilgour, quite
correctly, the terrorist is not an actor at all. One side is still an inspectorate —
Kilgour’s Agency — free from any bias and hence probably comprising inter-
national or at least transnational civil servants. The other side is also taken to
be politically disinterested and in Kilgour’s main example is the operator of a
nuclear installation with nuclear waste on the premises. The inspectorate wants
to ensure that the operator of the facility runs a tight ship in the sense that the
nuclear waste is physically safeguarded to such standards as may have been
agreed, perhaps by international convention. The operator of the facility is
himself now the ‘enemy’ in that he will normally in a competitive economic
environment have an incentive to cut costs by paring to the bone and perhaps
beyond his anti-terrorist safeguard procedures. He is being asked to provide a
public good of benefit to society as a whole but at the same time being asked to
pay the costs himself.

The above notwithstanding, in a pretty faithful echo of the classical arms
control situation, there is an added complication in that facility operators based
in countries with a poor public safety culture ought in an ideal world to be
inspected more often or more thoroughly than in countries where the reverse
applies. But the practical difficulties of directing inspection resources to where
they are most needed seem insurmountable: India, for instance, would never
accept that its nuclear installations should be inspected more frequently than
those of Canada, say.

Given that this obvious way of economising on the activities of the
inspectorate — which increase not only institutional costs but also burden inno-
cent operators of the facilities in question — is unavailable, economies have to be
found elsewhere. And the natural way to do this is for an inspectorate to make a
sample stand for the whole, with the chance of being inspected (and having a
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violation detected if it has occurred), along with the consequent costs (perhaps a
plant shutdown) great enough to deter the violation in the first place.

Perhaps surprisingly, Kilgour finds that the optimum procedure for the
inspectorate in such a situation has not been adequately studied and his own
modelling of the situation reaches only limited conclusions. Plainly one cannot
have both minimum costs (falling on the Agency and the innocent plant opera-
tor) and maximum assurance of compliance at the same time. Costs he finds are
the bugbear. Two routes out which he does not explore suggest themselves, one
from classical arms control and one not. The former consists in extending the
brief of unmanned sensing equipment installed by the IAEA at certain nuclear
facilities to monitor unauthorised diversion of plutonium to cover in addition the
ongoing adequacy of physical safeguards applied to nuclear waste. The latter
uses economics to fight economics, and may be pushing at an open door at least
in those countries where new nuclear installations are being planned or built to
help meet CO, emissions targets. Releasing nuclear power from a requirement to
compete with other fuels on a level commercial playing field would help reduce
the significance of plant operators having to bear inspection costs. Countries
with large existing nuclear sectors in being or in the planning stage, that Kilgour
identifies, are in no instance ideologically hostile to such ‘market interference’
(he even suggests indirectly that such countries might even include the USA,
were nuclear energy to experience a revival there). Of course, this ‘solution’ is
peculiar to the nuclear question and not applicable to the respective chemical or
biotechnology sectors.

So to the proposition that what takes care of the large can take care of the
small — that classical arms control aimed at curbing state-level interest in
weapons of mass destruction ought to be able to cope with the smaller threats
posed by terrorist groups — the answer would seem to be the Scottish verdict of
‘not proven’. The proposition seems in fact to have a declining plausibility as
one moves from nuclear through chemical to biological arms control. At the
same time there is no disagreement that terrorist interest in weapons of mass
destruction is real and the first really successful terrorist use of a WMD will
move the argument on from pre-emption to prevention with priorities deter-
mined by the class of weapon actually used. If a prediction were to be insisted
on, the prediction of the present volume is that it will be a chemical weapon of
some kind, which passes the test of economy of effort in acquisition, and which
with careful design and choice of target can skirt around most of the obstacles to
effective dissemination.
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Following the advice of P.M.S. Blackett (in his case concerning large-scale
nuclear war), the absence of any actual large-scale terrorist use of weapons of
mass destruction means that in order to make any progress in understanding the
topic some sort of theoretical approach is necessary (weapons of mass destruc-
tion are taken to mean nuclear, radiological, chemical or biological weapons).
That is to say the complexities of the world as it is have temporarily to be substi-
tuted by simple models that attempt to replicate the essentials of the real world
situation (Blackett 1961). As such, the simplifications inherent in the models do
not mean that the models are no good for drawing conclusions, but that there is a
limit to the weight of interpretation that can be put on the models. Indeed, as a
simple example, the comparative rarity with which weapons of mass destruction
have been employed in any setting means gaps in information and disagreement
between sources regarding even their warlike properties. The models in question
are quantitative and qualitative, with only the former bearing much relation to
the ‘operations research’ sort of theoretical models Blackett had in mind. The
limitations of the qualitative models will normally be self-evident, those of the
quantitative models are spelled out in the context of discussion.

Definitions

But we begin by asking what terrorism is. Blackett is probably right when he
also says that clear-cut definitions have little place in the beginnings of a
scientific subject, and if the question of terrorists and their access to WMD
qualifies as a scientific subject then it is sensible not to become too vexed
about precise definitions. But this is a large ‘if’. Vagueness about what consti-
tutes terrorism matters politically a great deal. And some sort of working defi-
nition is surely needed so that model building can begin, provided some
flexibility in application can be accepted. Terrorism, seen here, is a method of
employing organised armed force with unusually little regard for humanitarian
considerations to achieve, normally, political cum religious cum warlike ends,
and which relies for its effectiveness on creating a pressing fearfulness in the
minds of target persons for their lives or the lives of those close to them, or
their property. It will normally be more effective when directed at civilians
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who unlike the military have no special training or ready means of defence
(poorly trained military on the other hand might easily become subject to
terror attack). As a method of fighting wars declared and undeclared, open or
covert, and as an extension of politics it is part of the military repertoire of
most, possibly all, states and of both sides in internal war situations, and com-
prises virtually the entire repertoire of the terrorist, sub-state groups that are
the topic of this piece.

Second, for practical reasons that will become clear when we come to build
arguments on the foundations of data, we can at least provisionally distinguish
between two types of terrorism as practised by sub-state groups, domestic terror-
ism and international terrorism. According to the US State Department, one
source of data on terrorist activity, terrorism means premeditated, politically
motivated violence perpetrated against non-combatant targets by sub-national
groups or clandestine agents, usually intended to influence an audience. And the
term international terrorism means terrorism involving citizens or the territory of
more than one country. According to the definition of another data source, the
US consortium of the RAND Corporation and the Memorial Institute for the
Prevention of Terrorism (RAND/MIPT), domestic terrorism is defined as inci-
dents perpetrated by local nationals against a purely domestic target. Inter-
national terrorism means incidents in which terrorists go abroad to strike their
targets, select domestic targets associated with a foreign state, or create an inter-
national incident by attacking airline passengers, personnel or equipment. In
fact, slightly disconcertingly, RAND/MIPT in practice seem to treat as inter-
national all acts of terrorism that do not fall within their definition of domestic.

These definitions are spelled out simply because they are convenient for the
statistical section of this chapter. For instance, there is a not unreasonable argu-
ment to the effect that all terrorism is international to a greater or lesser extent,
or is becoming so (Falkenrath 2001: 164), and indeed this argument tacitly lay
behind some of the US Congressional criticism of the 2003 State Department
data and its analysis. The outrages of 11 September 2001 in the United States
seem to have been perpetrated chiefly by nationals of one state (Saudi Arabia)
organised by a group based in another (Afghanistan). Nearer the other, domestic,
extreme, Irish terrorist attempts to expel Britain from Northern Ireland have
been organised, and directed at targets, mainly within Northern Ireland itself,
which is a part of the United Kingdom. But some IRA (or PIRA) attacks took
place in Germany against British military targets there, and groups of US cit-
izens played an important part in keeping the terrorists in funds. And it is cer-
tainly true that terrorists whose target state is X might deliberately extend their
attacks to X-related targets in Y, where defences and other countermeasures,
say, may be weaker. Of course, more subjectively, governments facing a diffi-
cult domestic environment arising from terrorist attacks might seek political
easement by emphasising the international nature of the problem they were
facing.

But it would be a mistake to abandon statistical enquiry on such grounds
any more than data-based studies of war allow themselves to be stymied by the
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long-mooted argument that all wars are to a greater or lesser extent international,
and civil wars do not therefore exist. The distinction (domestic/international,
civil/international) is a useful one even if it cannot always be made in a hard and
fast manner, and here we are relying on the judgement of those coding the
RAND/MIPT data, whilst at the same time recognising the difficulty as another
possible source of error in the interpretation of the data.

At the inter-state level, which is not our main concern here but which we
are not quite free to ignore, there is a spectrum of terror-related activity. At
one extreme, virtually captive terrorist groupings perhaps based overseas can
be used as biddable tools to project the military power of states when targeting
foreign enemies. This may be because the state sponsor in question is too
weak along other more standard dimensions of military capability or because
the sponsor values the deniability and limitable liability inherent in this type of
force projection. One example was US intervention in Nicaragua in the 1980s
via its sponsorship of the Contras whose guerrilla methods certainly included
acts of terrorism. At the other extreme of state involvement, Britain for
instance by early 1942 was employing direct terrorism in the form of area stra-
tegic bombing against Germany, internally reasoning uneasily that a ter-
rorised, i.e. increasingly frightened and intimidated civilian population, would
withdraw their political support from the regime.' Much the same was true — in
spite of official denials — of the US air campaign against mainland Japan.
After the notorious British-led bombing raid on the German city of Dresden in
February 1945, a city virtually bereft of normal military targets, US Secretary
of State for War Henry Stimson publicly claimed that it had never been US
policy to inflict ‘terror bombing’ on civilians and that US efforts were con-
fined to military targets. But the US Army Air Force director of intelligence
General McDonald on making enquiries at Stimson’s behest found that the
USA had been ‘drawn in’ to a policy (in McDonald’s words) of ‘homicide and
destruction’ (Parker 1997: 170), exemplified presumably by the March 1945
B-29 attack on Tokyo using incendiary bombs which killed 80,000 persons
indiscriminately. Terrorism is therefore a method of fighting, directly
employed even by states but normally with some reluctance, often behind a
screen of denial, and frequently with a bad conscience at its anti-humanitarian
qualities. It is a method of war-fighting comparable in this sense to the
employment of weapons of mass destruction against places where there are
large civilian population concentrations — the dropping of the atom bombs on
Hiroshima and Nagasaki were in a sense an extension of the Tokyo raid
by other means. And everyone has heard of the ‘balance of terror’ during the
Cold War. It is not a method of war-fighting (except perhaps when poorly
trained or poorly motivated armies are the target) likely to be openly resorted
to until other methods have been found deficient. Partly of course this may be
a matter of utility — whilst the atom bombing of Japan ‘worked’, as did the
more recent ‘shock and awe’? combined land and air attacks on the feebler
units of the Iraqi army in 2003 by the US-led coalition, it is not in the least
clear that the area strategic bombing of Germany had the desired effect on
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German morale. Partly it is a matter of legitimacy. Electorates and parliaments
where they are a factor, and the publics of friendly states likewise, may with-
hold support from this type of warfare (in particular when practised against
civilians) on moral, humanitarian grounds.

Terrorists, on the other hand, or terrorist groups, of an autonomous or near
autonomous kind, which are the subject of this enquiry, resort to terrorism
without, it would seem, a bad conscience and without always having tried
other warlike methods first. This is not to insist that terrorists are interested
always in killing or maiming as many civilians as possible. Terrorists might
deliberately limit the damage they do in proportion to their fear of the longer-
term consequences of a failure on their part to do so. Excessive destruction
might forfeit such sympathy as may exist for their cause and/or stir their target
governments to unusually vigorous countermeasures. Where this is the case,
terrorists might demonstrate their strength comparatively safely by targeting
military as opposed to civilian targets, although the military targets whether
personnel or installations will normally be attacked when off-guard or stood
down in some way. It would seem to follow that terrorists conducting such
‘limited’ campaigns would have little interest in weapons of mass destruction.
Up to a point this may be true, indeed the employment of such weapons might
be seen as signalling that the terrorists had crossed the Rubicon and now
ceased to care about what damage they did. On the other hand, possessing
such weapons would allow even groups cautious about killing to carry out
impressive demonstration attacks, say after having issued a warning. It would
also allow them, especially after a convincing demonstration that they could
possess such weapons, to issue hoax warnings of attack. And demonstration
attacks would allow strategically minded terrorists to follow a policy of com-
pellence, threatening implicitly or explicitly to follow up a demonstration
attack with something more substantial unless the target showed signs of
meeting the terrorists’ demands. Incidentally there is no evidence of any trend
over time of a coarsening attitude of terrorists to their choice of target. Statisti-
cal evidence relating to international terrorism (RAND/MIPT definition) over
the period 1968 to 2006, shows the proportion of serious (death-dealing) inci-
dents involving attacks on military targets has remained fairly steady at about
12 per cent of the total.

The stated opposition on the part of many leading states to terrorism is
usually couched in high-minded language exactly comparable to that used by
Stimson and McDonald in 1945 when referring scathingly to area strategic
bombing. But underneath there is surely the more complex reason that terrorists
and especially autonomous and free-standing terrorist groups represent in the
long run a challenge in principle to the monopoly enjoyed by states over organ-
ised violence, both as between states and within them. It is arguably a feature of
democratic societies when engaging in war, even a ‘war on terrorism’, often to
line up behind a popular, not necessarily mendacious of course, version of the
reasons why for public consumption rather than the sort of underlying reason
normally discernible to historians.
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Terrorists and weapons of mass destruction

But we turn now to a superficially puzzling phenomenon. Terrorist groups have
as a matter of record, as we shall see, scarcely resorted at all in practice to
weapons of mass destruction (WMD — shorthand for non-conventional weapons,
i.e. nuclear, chemical, biological or radiological). In spite of this, apprehension
that terrorist attacks employing WMD may be just around the corner is, by 2007,
extremely high. A survey of articles in The Times (London) newspaper between
1985 and 2007 containing at least one mention of terror and any of each of the
main weapons of mass destruction (nuclear, chemical and biological) shows a
steady but unspectacular rise from the mid-1980s to the late 1990s from about
one article a month to two articles. From 2001 onwards there is a precipitous
rise to over one article a day, with some tailing off since then to about one every
two days on average (The Times 2007).

The apprehension certainly has a non-objective basis. It is easy to see how
governments anxious to brace their populations for the rigours entailed in ‘a war
on terrorism’ through defensive or offensive measures will be prone to exagger-
ate (or at least take a ‘worst case’ position on) the terroristic threat posed in
order to buy public acquiescence in what may be inconvenient countermeasures.
They will also in propaganda terms sometimes be anxious to paint the enemy in
as lurid colours as possible to lend justification to their anti-terrorist campaigns.
In addition the US government, certainly, after the terrorist outrages of 2001,
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Figure 1.1 Number of articles in any one year in The Times (London) mentioning
terror and a mass destruction weapon.



18 I Bellany

came to believe that historically there had been an underestimation of the terrorist
threat and has reacted as if determined not to repeat that particular error with the
natural consequence that some overestimation is bound to creep in. It will not be
alone in this tendency. Some British intelligence authorities (the Joint Terrorism
Analysis Centre) were surprised (strategically, not just tactically) by the 7 July
2005 attacks on London public transport (Wilkinson 2005: 45), suggesting that
some overestimation (arguably) of threat would soon creep into official British
pronouncements.

More objectively, but not entirely free from presentational and propagandist
considerations, evidence-based assessments by intelligence agencies warn of ter-
rorist interest in WMD. A reasonably detailed public warning comes from the
then CIA Director Tenet in his statement before the US Senate Committee on
Intelligence in February 2004 (Tenet 2004). He reported that Bin Laden (leader
of the Al Qaeda terrorist group and presumed responsible for the attacks on the
USA on 11 September 2001) considered the acquisition of weapons of mass
destruction by his followers as a religious obligation (see below). Tenet also said
that the Al Qaeda group continued to pursue its strategic goal of obtaining a
nuclear capability, adding for good measure that two dozen other terrorist
groups were pursuing chemical, biological, radiological and nuclear materials.

Also in 2004, a British survey of intelligence (reaching and analysed by British
agencies and collated by the Joint Intelligence Committee — JIC) relating to WMD
and pariah states (preponderantly Iraq), but including terrorist groups, is consider-
ably more detailed (Review of Intelligence on Weapons of Mass Destruction
2004). Prior to 1995 British intelligence believed that terrorist groups ‘would not
be able to acquire ... a nuclear weapon; radiological attacks are possible but
unlikely. Attacks involving chemical or biological (CB) agents are also unlikely,
though use of toxic chemical substances remains a possibility’. Reassessment
began in 1995 with the Aum Shinrikyo nerve gas (sarin) attack on the Tokyo
underground in March of that year. The Lyons G7 summit in June 1995 specifi-
cally included in its communiqué a warning that special attention should be paid
to the threat of use of nuclear, biological and chemical materials for terrorist pur-
poses. By the end of the 1990s British intelligence had become more worried,
partly because the rise of suicide bombing as a terrorist tactic had demonstrated
that the dangers employment of a WMD might present to terrorist users them-
selves had become at least in some circumstances less of a deterrent, partly
because of the demonstration effect of Aum Shinrikyo that, first, such attacks were
possible and that, second, there existed at least one terrorist group (Aum Shin-
rikyo) happy to produce potentially large civilian casualties, and partly because it
was now judged that one specific group, that run by Bin Laden, had by the end of
the 1990s acquired at least modest quantities of CB materials. Even so British
intelligence judged in early 2001 that Bin Laden was the only terrorist seriously
interested in weapons grade (see below) nuclear materials or radiological material.

After the atrocities of 11 September 2001, for which British intelligence
assumed Bin Laden to be responsible, the JIC, without apparently considering
the possibility that the attack on the World Trade Center had created far more
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casualties than the terrorists themselves had bargained for, took this attack as
evidence (or further evidence) that some terrorists were thinking in terms of
weight of casualties as an end in itself. A British government dossier (‘Respons-
ibility for the Terrorist Atrocities in the United States, 11 September 2001”) pub-
licly described how Bin Laden had sought to obtain nuclear and chemical
materials for use as weapons of terror since the early 1990s, and quoted him as
saying in 1998 that ‘acquiring such weapons [chemical and nuclear] for the
defence of Muslims was a religious duty’. He is said to have added however, in
November 2001, that if the USA used chemical or nuclear weapons against
‘them’ (it is unclear whether the ‘them’ refers to Muslims as a whole or Al
Qaeda), then they may retort with chemical and nuclear weapons and that ‘they’
had these weapons as a deterrent (Responsibility for the Terrorist Atrocities in
the United States 2001).

The US-led invasion of Afghanistan, where Bin Laden had been given sanc-
tuary by the Taliban government since 1996, showed that his attempts to acquire
WMD from scratch at least had not got far. The most substantial and tangible
progress related to biological weapons, with the discovery of a laboratory in
Kandahar. Actual activity on the chemical front as uncovered by the invading
forces was risibly insubstantial (training courses on how to make and use
poisons). And Bin Laden’s own claim to be setting up a nuclear laboratory in
Afghanistan seems to have been at the least premature. Nothing found in
Afghanistan contradicted the earlier appraisals of the JIC, but there was some-
thing anticlimactical about what was found, pointing perhaps to the tendency of
the appraisals to conflate reports dealing with actual capabilities and those to do
with intentions. However, later reports by British intelligence in 2002 and 2003
described the activities of a number of Bin Laden’s associates in the Kurdish
Autonomous Zone of Iraq after fleeing from Afghanistan as including the pro-
duction of ‘various poisons’. Published information is ambiguous as to whether
this amounted to anything more than laboratory-scale attempts to make chemical
or biological agents, but there seem to have been actual buildings, which were
bombed in the 2003 war, even if British intelligence for one saw no connection
between these activities and the Saddam regime in Baghdad.

Since 2004, official intelligence pronouncements on terrorists’ ambitions
with respect to weapons of mass destruction have lost some of their stridency,
just as The Times reports on the same topic have tailed away somewhat. The
most detailed recent public intelligence assessment comes from General
Maples, director of the US Defense Intelligence Agency (DIA), in January
2007, in his testimony to the US Senate Intelligence Committee (Maples 2007).
Whilst maintaining the long-term general official trans-Atlantic intelligence
position that ‘some terrorist groups see employing chemical, biological, or radi-
ological materials as low-cost, high-impact options for achieving their goals’,
Maples is also more specific. The DIA believes that ‘if terrorists were to use
unconventional materials in an attack ... they likely would use low-level bio-
chemical agents such as ricin, botulinum toxin or toxic industrial chemicals
such as cyanide’. Even more specifically, the DIA judges that ‘Al Qaeda and
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other terrorist groups have the capability and intent to develop and employ a
radiological dispersal device’.

Are there other ways of understanding the apprehension about terrorist use of
WMD and how far it may be justified over and beyond the warnings issued by
governments whose agenda in such matters may not always be clear?

Of course widely disseminated and detailed warnings about certain threats to
security can be expected to be self-fulfilling up to a point, when individuals and
organisations with a grudge or grievance are as a result alerted to the existence
of certain technical possibilities and practical vulnerabilities that they had hith-
erto known little or nothing about. Naturally, previous publicised action by unre-
lated terrorist groups can itself have the same effect. Commentators may then
see it as their duty not so much to ensure that their writings are not widely read,
but to be as unspecific as possible about certain technical and organisational
details. Of course commentators themselves need to be aware of this self-
denying ordinance and alert to the possibility that an apparent lack of comment
in the literature on possible terrorist use of crude forms of chemical weapon,
say, may be deliberate (but see below).

In addition, the above reference to strategic bombing in the Second World
War, leading up to the atomic bombing of Japan is a reminder that certain classes
of weapon may be more suitable for terror use than others. Armies were quick to
learn that dispersal would reduce the effectiveness of atom bombs directed at
them; protective suits and air-tight vehicles together with tactics involving high
mobility gave them extensive protection from chemical weapons; and traditional
forms of biological weapons, at least, have become increasingly unsuited to the
modern battlefield, partly due to protective measures but more so to tactics
involving high mobility and high tempos of fighting, whilst biological agents
(together with, for that matter, radiological weapons) remain very slow acting.
But none of this applies to civilian concentrations or second-rate armies — the
traditional targets of direct terror attacks by states. That these same weapons (bar
radiological) have all been subject to international controls seeking to limit or ban
their possession or use by states testifies to their doubtfully legitimate status.’ So
terroristic groups which by definition specialise in terror attacks might reasonably
be thought to have an interest in weapons whose chief merit lies in their capacity
to cause terror. In fact out of the admittedly small number of international and
domestic terrorist incidents that employed chemical or biological agent, none
were used against military targets.

Proliferation and homology*

How far might the logic of the proliferation of WMD at the inter-state level
apply to sub-state groups? This section is based on the proposition that
autonomous or near autonomous terrorist groups stand to pariah states in a posi-
tion intermediate between the analogous and the homologous. Or to put things
slightly differently, if everything is like something else, the suggestion is being
made that terrorist groups or some of them are like pariah states.
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International state-level interest in acquiring weapons of mass destruction is
unevenly distributed. But it is not distributed at random. To a good first approxi-
mation interest is concentrated first in the great powers or those states most
firmly established within the international system and it is concentrated secondly
at the opposite end of the spectrum amongst states which are the least well
established — here called pariah states. The former, great power group are central
to what might loosely be called international society. The latter are peripheral to
it. The former enjoy extensive global diplomatic links; the latter’s are compara-
tively few and tenuous with the possible exception of each other. The former
normally see votes at the UN go in their favour: the latter tend to see the oppos-
ite. Pariah states, in short, are lacking in international legitimacy in that their
policies internal or external normally meet with substantial international opposi-
tion. Between the two extremes lies the broad mass of international society,
which is comparatively uninterested in weapons of mass destruction.

A curve drawn with an ordinate of interest in weapons of mass destruction
and an abscissa of increasing international legitimacy of the state, would be
shaped in the form of wide U. A similar U-shaped curve would apply to the rela-
tionship between international legitimacy and an interest or track record in spon-
soring terrorism. Large well-established powers do it (the USA at least to a
degree in Nicaragua and Afghanistan during the Cold War) as do pariah states.
The difference here is that established states sponsoring terrorism are likely to
have a restraining effect on their protégés using WMD, whereas a similar guar-
antee cannot be expected from pariah states. As pariah states become more inter-
ested in WMD for themselves, and as far as nuclear weapons are concerned
there is evidence that this is the case (Iraq, Libya, North Korea), there is an
increased danger that they might disseminate agents and weapons downwards to
those groups they sponsor.

This is of course a generalisation and does not fit every case. There is also a
difficulty to be faced in the definition of what constitutes a pariah state, and this
is made no easier by the fact that states can gain or lose pariah status. One candi-
date for definition is that a pariah state is almost wholly lacking in Nye’s ‘soft
power’ (Nye 2004). South Africa was a pariah state prior to the abandonment of
apartheid. Independent Rhodesia was a pariah state until the coming of the
Mugabe government during which it has become one again. Israel is a pariah, as
is North Korea since the ending of the Cold War, exchanging places rather on
the pariah list with South Korea. Libya is a pariah but is currently looking for
rehabilitation and working its passage interestingly through having itself pub-
licly purified of all interest in WMD for itself. Iraq became a pariah after the first
Gulf War (1990/91); Iran has been oscillating towards and away from pariah
status since the 1979 revolution. Taiwan and Pakistan are probably pariahs. The
former meets most of the criteria; the latter has reinforced its credentials in this
matter through its nuclear dealings with Libya, North Korea and Iran.

So as we have seen there is a rough relationship of a non-linear kind between
the legitimacy of certain state actors and their degree of actual or presumed
interest in weapons of mass destruction. Unless it should be thought that
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this may be true for nuclear but not other WMD, a 2002 listing by the Monterey
Institute of International Studies of states with a greater than normal interest in
chemical and biological weapons shows a very similar pattern (Monterey Insti-
tute 2002). Pariah states again feature prominently as at least having a probable
interest in offensive use of at a minimum chemical weapons — these include all
the pariah states mentioned above, except South Korea. The chief difference
with nuclear weapons is that only two of the big powers — China and Russia —
appear on this listing as opposed to the nuclear weapon listing, and the reason
for the difference is the existence in cases of chemical and biological weapons
of international arrangements (of unequal potency) banning all possession.

High and low legitimacy both appear to mean an interest in weapons of mass
destruction. If the low legitimacy actors — the pariahs — were extrapolated to
include actors that enjoyed even less legitimacy, that is to say militarily active
sub-state groups, it is natural to credit them too with such an interest. Import-
antly, the fact that the low legitimacy cluster is almost wholly comprised of
actors who would find it difficult to acquire a capability in weapons of mass
destruction in quite the normal way, illustrates that there are other routes. Most
remarkably there is the attested Israeli theft of a natural uranium shipment in the
Mediterranean and more doubtfully an irregular shipment of highly enriched
uranium from the USA;’ the transfers of uranium enrichment centrifuge techno-
logy from Pakistan or from Pakistani nationals to North Korea, Libya and Iran;
the sub rosa transfers, in this case rather incomplete, of centrifuge (uranium
enrichment) technology and details of design from German sub-contractors to
URENCO (an EU consortium for enriching uranium as reactor fuel) to Iraq. One
partial difference between pariah states and terrorist groups is that acquisition of
WMD by transfer will need to be more complete and ready for use — terrorist
groups being further down the chain of being and capability than pariah states.
This implies at least 25 kilograms of highly enriched uranium, or a complete
working device or for a radiological device a quantity of radioactive material
(e.g. spent reactor fuel or more probably some suitable radioactive constituent
thereof) in easily dispersible form.

So extrapolation or to go further the suggested homology is a kind of justifi-
cation for suspecting that terrorist groups may wish to acquire weapons of mass
destruction. Can it tell us any more? Perhaps there is something we can say
about the method of acquisition as it pertains to nuclear materials. Pariah states
have resorted to theft (Israel, Iraq and Pakistan if suborning and espionage are
included here) but more frequently to overt or semi-overt transfers as between
each other. So by extension non-state groups might be expected to do the same,
with pariah states themselves the most likely source of transfers, but theft could
as easily be directed towards first world sources. As for chemical and biological
materials, pariah states tend, as far as can be seen, towards greater self-suffi-
ciency. The Monterey study at least as far as BW are concerned credits pariah
states with developing an interest in such weapons at least at the research level.
The same conclusions may then tentatively be drawn for sub-state groups. In
addition the example of pariah states may contain another moral. Pariah states
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do not normally take the shortest and easiest route towards acquiring weapons of
mass destruction. The fact of these weapons is not enough, often, what is also
desired is some kind of prestige for domestic and non-domestic reasons. The
most direct route to a nuclear weapon for instance is a crude method of uranium
enrichment, using perhaps electromagnetic techniques (the so-called calutron or
EMIS of the Manhattan Project), using as feed if possible slightly enriched
uranium (the usual fuel for reactors) rather than the natural variety. The highly
enriched uranium can them be made into a ‘gun’ type nuclear device of the sort
the USA used on Hiroshima in 1945 without any prior testing. The obvious
method of delivery is an aircraft of the sort widely traded internationally. But in
practice only one pariah state — apartheid South Africa — chose this ‘efficient’
route and, even there, uranium enrichment was entrusted to a rather elaborate
and unconventional method proudly developed, if not invented, by the South
Africans themselves. Iraq prior to 1991 indeed sought to enrich uranium by the
method of the calutron, but planned to use it in a nuclear bomb based on the
relatively complex symmetrical compression technique (to achieve critical mass
conditions) and to deliver the weapon using missiles, which are very intolerant
of excessive payload weight. Not only that, efficiency was sacrificed even in
enrichment when resources that might have gone into the calutron were diverted
to the development of the much more demanding centrifuge methods of enrich-
ment. The example of pariah states then suggests not only that terrorist groups
will take an interest in WMD, but also that they will not be insensitive to pres-
tige aspects. This means for instance an interest in nuclear explosive devices as
opposed to radiological devices (dirty bombs); nerve gases as opposed to
mustard or phosgene; and perhaps biological or toxin (non-living chemicals pro-
duced by living organisms) agents other than anthrax.

Another reason to anticipate interest in WMD by terrorists is the phenomenon
of displacement. One factor behind the interest of pariah states in weapons of
mass destruction is displacement. Largely cut off by their pariah status from
more traditional means of defence and offence, such as supportive allies or
access to conventional weapons of the most up to date kinds through an inter-
national arms trade dominated by the big powers, WMD become an obvious
alternative. Similarly, one not unexpected consequence of the increase in deadly
incidents of terrorism over the past decade has been for some targets to take
steps to improve their defences against such attacks. Where this has been done
efficiently, well-organised terrorist groups have shifted the focus of attack to
targets and places that are less well protected. Thus instead of targeting a British
government building in London, a British embassy overseas becomes preferred.
When these too receive protection, attention can shift to foreign hotels popular
with British tourists, and so forth. And according to Enders and Sandler, ‘the
installation of metal detectors at airports cut down on skyjackings but was asso-
ciated with an increase in other kinds of hostage-taking events’ (Enders and
Sandler 2002: 162). But displacement can be vertical as well as horizontal. Since
2001, passenger aircraft have become even more difficult to hijack, but some
terrorist groups have become interested in using ground to air missiles in the
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vicinity of airports. The ultimate vertical displacement would come with
terrorist groups frustrated by the protective measures taken against conventional
attacks resorting to weapons of mass destruction after which there would pre-
sumably be a new cycle of action and reaction.

So the argument from homology if valid is very powerful. First it suggests
that sub-state terrorist groups have a natural interest in weapons of mass destruc-
tion. Second it suggests that this interest covers all three main classes of WMD.
Third it suggests that theft and transfer will be the favoured mechanism for the
acquisition of nuclear weapons or related material. Fourth it suggests that trans-
fers might easily involve pariah states, whereas theft could take a wider purview.
Fifth it suggests that C and BW weapons are likely to be acquired more indepen-
dently. Sixth it suggests that the shortest route to acquiring WMD capability will
not always be taken because of the adverse impact on prestige and image of
second-ratedness projected.

Demand

But the search for an objective appreciation of the risk can be taken further by
looking more closely at the historical data. It is true that data on terrorist attacks
have to be approached and handled very carefully (see statistical section below).
But in the period between 1 January 1968 and 11 December 2006, out of 10,000
(in round figures) incidents of international terrorism recorded by RAND/MIPT
only one such incident involved the apparent use of a biological agent
(RAND/MIPT 2007). This was an unspecified white powder sent to an employee
of the US consulate in Sao Paulo, Brazil, in September 2003, causing injury
rather than death. Over the same time period there was a total of 30 incidents
involving a chemical agent, with almost exactly half of these (16) occurring in
the first half of the period in question. No reports of nuclear or radiological
weapons being employed were registered at any point in the 38 years covered by
the data. On the other hand, the picture is complicated by data concerned with
domestic terrorist incidents. Over the shorter period covered by these data
(1998-2006) 14 instances were recorded as involving biological agents, and 19
involving chemical agents (it is probably a statistical freak that the chemical inci-
dents are concentrated in the second half of the period in question, and the bio-
logical incidents in the first half). The 33 incidents involving chemical or
biological agents domestically in eight years (as against only 30 incidents in 38
years in the international context) may indicate a greater willingness for terrorist
groups operating in a domestic context to resort to such methods. But these
domestic incidents collectively killed only 11 persons, a long way from ‘mass
destruction’. In fact the instigators of most incidents did not even attempt mass
casualties. There is no record, in the period of 38 years covered by international
data and the eight years of domestic data, of chemical or biological weapons (or
any WMD) being used against military targets by terrorist groups.

In spite of these appearances, however, more detailed statistical analysis can
tell us more about likely terrorist interest in WMD. Naturally the approach is
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indirect and takes the form of asking some questions. Is terrorism (appropriately
defined) on the increase? What is the evidence for the emergence of the so-
called ‘new terrorism’, identified from the late 1990s on as possessing among its
characteristics a partiality for particularly violent methods? And the point of the
questions is to determine what the factual record may have to say — directly or
indirectly — about terrorist interest in weapons of mass destruction.

Data®

There are in fact at least three major publicly available sets of data relating to
terrorist incidents and their immediate consequences. Acts of terror directly
committed by states (e.g. essentially indiscriminate air attacks on civilian
targets) lie outside their purview, but acts by sub-state groups sponsored by
states, even those wholly so, do not. In addition to the data presented by the
RAND/MIPT consortium (RAND/MIPT 2007) there are as we have seen those
provided by the US State Department (State Department 2006). A set is also
provided by the US-based Inter-university Consortium for Political and Social
Research (ICPSR), given the acronym of ITERATE (International Terrorism
Attributes of Terrorist Events) (ITERATE 2006). The State Department’s data
set is assembled from embassy and CIA reports, whereas the other two rely on
press and broadcast media coverage. The RAND/MIPT set has the longest, most
easily accessible unbroken run of data relating to international terrorism over
time, starting in 1968 and going up to the present day (its data on domestic ter-
rorism, by contrast, go back only to 1998). The preference of all statisticians for
large samples rather than small essentially dictates concentration here on the
RAND/MIPT international terrorism data set. The State Department database,
issued annually under the title ‘Patterns of Global Terrorism’, reaches synopti-
cally only as far back as 1977 and is published quite retrospectively. In fact it
seems likely that the 2003 data set may be the last to be published for some
time, at least.” The ITERATE set does not appear to lend itself to easy public
access to data appropriate to recent years at all.

The different sets of data are not strictly compatible partly for definitional
reasons. As we have seen the State Department definition (of terrorism) is: ‘pre-
meditated, politically motivated violence perpetrated against noncombatant
targets by sub-national groups or clandestine agents, usually intended to influ-
ence an audience’ (emphasis added). But RAND/MIPT (see above) do not dis-
tinguish between civilian and non-civilian targets. ITERATE focuses on
transnational terrorism, which seems essentially to be the same as international
terrorism. It is defined as what occurs when a terrorist incident in one country
involves victims, targets or institutions of at least one other country (Enders and
Sandler 2002).

But in spite of differences in definition and in the way the data are collected,
the three sets all nonetheless tell essentially the same story. For instance, over
the 27 years between 1977 and 2003 where direct comparison is possible for
incidents of international terrorism reported by the State Department and the
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RAND/MIPT consortium, the two sets of data (Figure 1.2) track one another
reasonably closely or, more formally speaking, they are positively correlated sta-
tistically with a less than 1 per cent probability that the correlation observed
arises by chance (p<0.01: where the p figure is greater than 10 per cent the
result is held to have no statistical significance). Some confirmation that the
ITERATE data set is also essentially in line with RAND/MIPT is given below.

For reasons then both of its unparalleled online accessibility and unbroken
length of data run, the bulk of the statistical analysis in this chapter is based on
the RAND/MIPT data set for international terrorism. This focus on inter-
national terrorism is as already stressed chiefly because of the extent of the data
available, with over 10,000 incidents recorded over the period 1968-2006. But
it is also the case that data on international terrorism are inherently likely to be
more reliable than data on domestic terrorism, since governments who are
targets of the latter will often have the wish and the means to censor reports. If
it is the case that the distinction between international and domestic terrorism is
a sustainable one, nothing further needs to be said here on the matter, except
that our findings are to do with international terrorism and that alone. If on the
other hand the distinction between the two categories of terrorism is held to be
artificial (as L.F. Richardson judged the distinction between civil and inter-
national war), the findings relating to international terrorism can be thought of
as findings relating to a sizeable sample (about 10,000 cases or 10 per cent) of
the whole.
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Figure 1.2 Correspondence between US State Department and RAND/MIPT data
for annual numbers of international terrorist incidents between 1977 and
2003 inclusive.
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Findings

Four versions of the original questions are used to interrogate the data: the direct
relevance of each to questions concerning WMD varies. Has there been an
increase in the raw number of international terrorist incidents over time?
Second, have individual acts of international terrorism become more violent
over time? Third, has the frequency (annual number) of lethal international ter-
rorist incidents (a lethal incident is defined as leading to at least one death) itself
increased over time? And fourth, what patterns other than time dependence (or
independence) may be discerned in the data?

The first conclusion to be drawn is that for the 38 years between 1968 and
2005 inclusive there is no statistically valid correlation between the raw number
of international terrorist incidents in a year and the passage of time (in other
words, there is a more than 10 per cent chance that the correlation, the apparent
small upward trend shown on the graph as a straight line, is accidental). So over
this period the number of international terrorist incidents in any one year was
essentially random, with no real trend either way (Figure 1.3). This result seems
to be supported by Enders and Sandler, using the ITERATE data set for the
years 1970 to 1996, who refer to their uncovering of ‘virtually no evidence of an
upward trend in transnational terrorism’ (Enders and Sandler 1999: 145-67).

Mindful of the possibility that international terrorism data may have been
skewed since 2003 as a result of the US-led invasion of Iraq (most probably in
an upwards direction), the analysis was repeated with 2002 as the stopping
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Figure 1.3 Annual figures for total recorded (RAND/MIPT) international terrorist
incidents plotted against time, 1968 to 2005 inclusive.
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point. The apparent small upward trend remains, but as before lacks all statisti-
cal validation and the only safe conclusion is to say there is no trend at all.

Lethal acts

We also ask whether individual acts of international terrorism are becoming
more violent (measured by number of deaths caused per incident on average)
over time. If this was shown to be so, it might for instance be seen as evidence
that terrorist groups will soon downgrade conventional methods in favour of
weapons of mass destruction in the search for ever greater casualties. Or putting
things slightly differently, it might be seen as evidence for the emergence of
‘new terrorism’ whose definitions usually include as a distinctive feature greater
lethality of individual terrorist acts. Or it might be seen as a consequence of a
sort of action—reaction response as terrorist groups responded to increasingly
severe anti-terrorist measures on the part of governments.

To test for this, the raw data of RAND/MIPT showing numbers of international
terrorist incidents in each of the 38 years covered are first deliberately filtered to
include only lethal incidents. We define a lethal incident as one leading to at least
one death, and only about one-quarter of all incidents recorded fall into this cat-
egory (about 2,500). The chief reason for filtering is to provide us with the raw
material that concerns lethal incidents alone, but it also carries the bonus of
helping to avoid error. Incidents involving deaths are simply more likely to be
recorded and reported by the press and broadcasting organisations than those that
do not, so the danger of failing to include unreported incidents in the data is
reduced. One has merely to compare the reporting in the UK of deaths in Iraq
since the 2003 invasion caused by ‘insurgents’ and the reporting of kidnappings
by the same. Moreover, concentrating on deaths rather than casualties per se
avoids the additional error arising from the variability over time and place as to
what constitutes an ‘injury’ as a result of terrorist action and, to a degree, differ-
ences between time and place over the care of the injured. For instance, taking
incidents of domestic terrorism between 1998 and mid-2006, in round terms the
global ratio of injured to dead was two whereas for North America and Western
Europe (taken together) the ratio was almost 4.5 (RAND/MIPT 2007).

So, with the focus now on lethal incidents of international terrorism, we first
find (Figure 1.4) that there is no statistical evidence for the proposition that indi-
vidual lethal acts of international terrorism are any more death-dealing today
than 38 years ago. In other words there is no trend upwards or downwards in the
average severity of individual death-dealing international terrorist incidents in
any one year. Again the analysis was repeated for the slightly shorter run of data
to exclude any Iraq war-induced phenomena. And again the original null result
was repeated.

But these null results are in a sense misleading. Further statistical analysis
(Figure 1.5) shows that the annual number of lethal international terrorist inci-
dents Aas undergone a definite increase over time, with the five worst years for
actual deadly incidents occurring in the most recent seven complete years of
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data (i.e. between 1999 and end 2005). And not surprisingly, the total annual
number of deaths due to international terrorism also shows (Figure 1.6) on
average a year on year increase. Repeating the analysis but with Iraq left out of
the picture does not change things significantly, with the annual number of lethal
international terrorist incidents rising as before. The three worst years for deadly
international terrorist incidents now occur between 1998 and 2002, and the
finding of a steady increase in the annual number of deaths due to international
terrorism is unaltered.

The mutual consistency of the statistical findings should be apparent. To
summarise so far, there is no discernible trend upwards or downwards in the
annual number of international terrorist incidents in the period 1968 to 2005
(inclusive). But the annual number of lethal international terrorist incidents has
risen over the same period, so the proportion of incidents that are lethal has on
average also risen. Even if the average lethality of a lethal incident has not
increased in this period and remains fairly close to a long-term average of about
five dead per lethal incident, it nonetheless follows that the total number of
deaths in any one year due to international terrorism will also have risen and this
is too is borne out by the statistics.

What the statistical analysis so far has disproved is the claim that individual
lethal acts of international terrorism have become more violent. They have
not, but they have become more frequent. If there is a ‘new terrorism’ it means
not a greater readiness to kill more people at one blow than ever before, but a
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Figure 1.6 Annual totals of deaths due to international terrorism, plotted against
time.
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progressive tendency to prefer a lethal act of terrorism over a non-lethal act
(e.g. explosions in built-up areas detonated without warnings, rather than
with). But this enquiry needs to be taken further.

Power law

Before attempting some final conclusions, we need to perform one more calcula-
tion relevant to the important question concerning trends in the destructiveness
of terrorist acts and the related question regarding possible terrorist interest in
weapons of mass destruction in a supposed search for ever more lethal terrorist
‘events’.

There is of course a considerable variation in the severity of lethal inter-
national incidents, just as there is variation in the severity of individual wars.
The RAND/MIPT data allow the approximate classification of historical inci-
dents sorted by severity (numbers killed) and by frequency. Thus very severe
international terrorist incidents with more than 300 dead are rare whereas low
severity incidents with dead between one and five are comparatively common.

It is very instructive to explore these data further. Visual inspection of the
bottom (totals) row of Table 1.1, which charts the cumulative number of lethal
incidents against their severity, suggests strongly that there is an inverse connec-
tion between the two, with perhaps incidents that are twice as severe being
roughly only half as common, or frequent. If this were in fact the case then for-
mally we could write frequency (f) as f=K/s or f=Ks', where s is severity and
K a constant term. But in fact closer, more formal analysis indicates that the bias
towards less severe incidents is considerably stronger than this.

Formal analysis in fact shows that the data in Table 1.1 match very closely a
‘power-law’ relationship of the kind identified by L.F. Richardson (1948: 244)
in his pioneering study of the relationship between the frequency of wars and
their severity as measured by deaths caused (Richardson, as we have seen, delib-
erately drew no distinction between international and civil wars seeing them all
as ‘fatal quarrels’). Recalling the formulation in the previous paragraph,
Richardson found the linkage between the frequency of wars and their severity
to be of the form f=Ks™ with o0 a new constant bigger than one with a value to
be determined from the data. In fact, Richardson found that for the wars studied
by him, o had a value of about 1.6. That is, for every doubling in the severity
(death toll) of a war, the corresponding frequency does more than reduce by half
— it reduces by about a factor of three. More recent war studies with more recent
and perhaps more accurate data to hand, and concentrating exclusively on inter-
national wars find o to have a value closer to 1.4 (Cederman 2003).

If we hypothesise that a similar relationship might hold between frequency
and severity of lethal international terrorist incidents, we can test this in three
stages. Partly because of the way the RAND/MIPT data are presented, it is useful
first of all to transform the Richardson-type relationship between frequency and
severity to a cumulative form, which allows us to interpret the proportion of
incidents above a certain level of severity. So, by definition, 100 per cent of lethal
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Table 1.1 Spread of severity (deaths) of lethal incidents of international terrorism on
annual basis

Deaths range lto5 6tol5 16 to 30 31to 100 101 to 300 >300

1968 10 1 0 0 0 0
1969 6 1 0 0 0 0
1970 18 2 1 1 0 0
1971 14 1 2 0 0 0
1972 19 4 2 1 0 0
1973 24 2 0 1 0 0
1974 21 2 1 2 0 0
1975 26 2 0 0 0 0
1976 60 2 1 3 0 0
1977 39 1 0 1 0 0
1978 43 1 0 1 0 0
1979 55 5 0 0 1 0
1980 53 5 0 2 0 0
1981 48 2 1 3 0 0
1982 53 5 0 1 0 0
1983 43 5 2 4 1 0
1984 61 6 1 1 0 0
1985 90 13 4 2 0 1
1986 64 5 3 2 0 0
1987 59 3 2 1 1 0
1988 72 8 3 1 1 0
1989 61 4 2 1 1 0
1990 59 4 0 0 0 0
1991 58 9 0 0 0 0
1992 48 11 1 0 0 0
1993 72 12 0 0 0 1
1994 81 11 3 21 0 0
1995 68 6 3 1 0 0
1996 49 4 7 1 1 0
1997 28 1 1 0 0 0
1998 27 6 3 0 1 0
1999 13 26 0 0 0 0
2000 8 8 1 2 0 0
2001 43 22 1 2 1 1
2002 83 9 6 1 2 0
2003 67 0 11 1 0 0
2004 145 0 3 0 1 0
2005 120 12 2 2 0 0
Totals 1,908 221 67 59 11 3

Source: RAND/MIPT (2007).

international incidents were of a severity with at least one person killed, and as it
happens only 0.13 per cent of incidents were of a severity greater than 300 dead,
out of a total of 2,233 lethal incidents listed. If a Richardson-type relationship
holds, then the fraction f of incidents with a severity greater then s becomes pro-
portional to s . Second, a plot of logarithm to base ten of f (log ) against log s
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using the Table 1.1 data should, if the mooted relationship is correct, produce a
straight line graph, with a negative slope of magnitude (o.—1). Third, elementary
statistical tests can be used to give a value for the slope of the graph, from which
a value for o follows immediately, and to give a figure for how well the power
law fits the actual data (Figure 1.7).

In fact the fit to the power law is extremely close, with 99 per cent of the vari-
ation in the data accounted for by the power law, and gives a value for o of 2.2
(compare Richardson’s o for his wars of 1.6). The figure of 2.2 is not very differ-
ent from the result — 2.5 — for terrorism recently obtained by Clauset ef al. (2006).

As customary, confidence in this result will be proportionate to how well
sources of error are compensated for. There is a particular difficulty here with
the reliability of the RAND/MIPT data, in that there is a gap of 500 in the total
number of lethal international terrorist incidents recorded in the time period and
the smaller number to which the database compilers are able to assign a figure
for the number of dead. In other words it is sometimes clear that a lethal incident
has occurred but (in these 500 cases) it is impossible reliably to establish the
number of dead even roughly. One way of allowing for this is to assign all of the
500 cases to the category one to five killed on the grounds that the more lethal
the incident the greater the chance that details of numbers killed would have
become known. Another is to assume that the 500 cases are distributed in the
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Figure 1.7 Plot (logarithmic) of the fraction (f) of lethal international terrorist inci-
dents leading to a greater number of deaths than given severity (death
tolls).
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same way as the known cases. The former approach produces the same value for
o as before — 2.2. The latter gives 2.1.

Second, as before, we need to allow for the possibility that data have been
distorted by the invasion of Iraq in 2003. Thus the analysis is repeated but with a
stopping point at 2002. This produces a value for o of 2.1.

We can conclude that on the basis of data analysis, the probability that a
lethal incident of international terrorism will lead to a greater number than in
deaths seems pretty well fixed. Out of say 10,000 such incidents we may expect
15 to result in 300 or more killed. If as we have shown the actual number of
lethal international terrorist incidents is increasing year on year, and this trend
continues, the expected absolute number of incidents with large numbers killed
must itself increase and this is a warning to expect more large incidents of the
‘9/11” variety. It also explains the difference between the common sense or ‘gut
feeling’ that terrorism has become more violent with the finding that the average
lethal incident is no more violent today than ever it was.

It is natural and, as it turns out, helpful to seek some sort of explanation for
the existence of a power law. Whilst it would probably be premature to dismiss
the possibility that it is simply a subtle statistical effect, it is also possible that
there is no particular linking mechanism between different cases of the power
law. Thus at about the same time as Richardson published his power law relating
to wars, Zipf published a power law relating the use of words in written English
(Pierce 1962: 238-47). The (for example) fiftieth most common word in English
occurs in any reasonably lengthy piece of writing only about one-fiftieth as fre-
quently as the most common word (‘the’). Zipf explained this — a finding in the
field of linguistics that oc=1, in our terminology — by a principle of least effort.
Using Zipf’s explanation in the context of terrorist acts of violence, the probab-
ility of a terrorist act will decrease with an increase in the difficulty of organis-
ing the act, and acts of a very lethal kind are more difficult to arrange than acts
aimed at killing only a few (at a given level of technology and technique). This
would relate frequency of acts inversely to their lethality. Perhaps we can go
further with this admittedly crude sort of analysis and suggest that the probab-
ility of preparations for a terrorist act not being detected by the authorities would
also vary inversely as the size of the planned act. Therefore the frequency of
realised acts of terrorism should perhaps vary as the inverse square of their size
(roughly proportional to deaths caused) — close to the relationship found.®

Conclusions

The power law, or rather the interpretation of it given here, has simple sugges-
tions to make concerning terrorist recourse to weapons of mass destruction. The
failure of terrorists to use such weapons on any sizeable scale so far may be
linked to the difficulty of doing so, both in the obtaining of the device and in the
concealment of the planning stages from the authorities. But as the difficulty of
using conventional weapons to achieve large-scale casualties increases as the
authorities become more on their guard, there may be a point where for a
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comparable death toll (and there is no evidence of a slackening in the search for
higher death tolls), a weapon of mass destruction becomes the easier route.
Added to which, amongst the possible weapons of mass destruction, the kind
that is easiest to obtain without alerting the authorities would seem to recom-
mend itself ahead of alternatives. More speculatively, but stemming directly
from the trends in terrorism data, the growing preference of terrorists for acts
that are death dealing over other kinds (such as kidnappings, bomb threats with
warnings, etc.) could be motivated at least in some part by a hunger for the pub-
licity that killings almost guarantee. But if killings almost guarantee publicity,
killings done with unconventional weapons (WMD) will be even more bankable
as a gainer of media attention.

Finally, the RAND/MIPT database can be interrogated, admittedly rather
imprecisely, on the question of possible differences between the kinds of terror-
ist groups in terms of their enthusiasm for acts leading to large numbers of casu-
alties. Omitting the year 2001, between 1968 and end 2000 there were 4,727
incidents involving identifiable terrorist groups, with an average fatality rate per
incident of 1.3 (obviously, not all of these incidents were of a lethal kind).
Taking the RAND/MIPT classification of terrorist groups (e.g. ‘nationalist’,
‘anarchist’ etc.) on trust, over the same period there were 523 incidents for
which ‘religious’ groups were responsible, with a fatality rate of 3.7. This was
the highest rate for any category of terrorist group. Over the more recent five
year period between 2002 and 2006, religious groups produced a fatality rate of
6.2 — again the highest rate — against an average figure for identified groups of
4.5. Whilst these data are somewhat insecure (it is impossible usefully to allow
both for the possible distortions caused by the outrages of 2001 and the US-led
invasion of Iraq in 2003), they suggest that religious groups may be more inter-
ested in mass killings than other sorts of terrorist organisations. It is a short step
from here to conclude that they may also be more interested in WMD.

Supply

If terrorists are truly developing an interest in weapons of mass destruction
what, aside from the technical argument above, determines their weapon of
choice? The way chosen to approach this question is to assume that terrorists are
rational in that they optimise or aim to optimise the reaching of a particular end
by careful selection of means. Their ends as such do not enter into consideration
except in one respect. Where ends are apocalyptic and derived from a world
view that accords ideology an unusually large prescriptive role, the persons in
question may be incapable of rational behaviour. Or rather a propensity towards
rational behaviour with its necessary questioning of authority and search for
evidence normally sits uneasily with strong ideological or religious convictions
of a ‘fundamentalist’ kind with a corpus of teaching. The tactical effects, so to
say, of irrational behaviour of any kind may be unpredictable but the strategic
effect will be unfavourable to the terrorist.

What WMD all have in common is an unusually great disproportion between



36 I Bellany

the raw quantity or bulk (volume or weight) of the weapon in question and the
number of deaths it could, ideally (from the perspective of a user interested in
maximising casualties or destruction) inflict. The classic illustration of this is the
contrast between the yield of a single standard modern thermonuclear weapon (a
few megatons of TNT equivalent) and weighing less than a tonne, and the total
TNT equivalent of all the bombs dropped on Germany during the Second World
War (a few megatons of TNT equivalent, or a million or more conventional
bombs). But with the one exception of a nuclear weapon, as will be seen, the
actual practical death-dealing effects of WMD are a strong function of the
method adopted for the delivery of the weapon (in the case of nuclear weapons
there is also a functional relationship, but it is much weaker). As J.B.S. Haldane
(the Blackett of the inter-war era and the then national authority on such
matters) pointed out during the anxious pre-Second World War debates in
Britain about gas attacks from the air on civilians:

[it is perfectly true that] ten tons of gas would render the atmosphere poiso-
nous over an area of several square miles if it were rightly distributed; but it
is also true that one ton of bullets would destroy the whole British Army if
it were rightly aimed.’

Chemical and biological weapons

The admittedly very restricted history of terrorist use of WMD seems to bear
this out. Unlocking the undoubted death-dealing potential of a few grams of
anthrax or a few kilograms of nerve gas (gas is a slight misnomer since nerve
gases usually present themselves as liquids, but the usage is standard) is the dif-
ficult part, not necessarily the acquisition of the agent itself. Easy routes to
acquisition of the agent include transfer from a sympathetic state source, pur-
chase or theft where the agent is commercially obtainable or traded, laboratory-
scale production of agents with the lowest threshold of difficulty in that class of
agent (e.g. tabun as opposed to sarin nerve gas, or ricin as opposed to botulinum
toxin). The hard part is first in preparing the agent for effective dissemination
over a target area, and in the case of anthrax (and ideally with nerve gas too) this
means rendering it in a form suitable for aerosol dissemination (sprayed as a fine
mist, which will suspend the agent in the atmosphere), and in the case of nerve
gas paying attention to purity considerations that may affect storage life as well
as potency. Second comes the central difficulty of actually distributing the agent
in question uniformly over the populated target area, an area we can take for
illustrative purposes as being one square kilometre.

How might a terrorist group ideally proceed? First it needs to procure about
0.25 tonnes of pure sarin. Aerosol dispersion is the ideal method, and near to the
ground. In a built-up area, where concentrations of population are most naturally
to be found, this could be done on a pavement by pavement basis at a height of
two metres, say. A vertically mounted sham exhaust pipe on a heavy vehicle
might do. But this would have to be done quickly to minimise the risk of
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detection and a large number of vehicles would probably be necessary to cover a
square kilometre in the limited time available. Curiously, here the terrorist has a
technical advantage over the formal military user of such agents. First he can
choose his timing to suit local meteorological conditions. Second he can secure
tactical surprise. Third he is unlikely to miss his target. And last he has the
opportunity (execution is another matter) for very efficient dissemination, reach-
ing towards the Haldane ideal.

Suppose an attack of this kind using sarin nerve gas was made on the City of
London (i.e. the London financial centre) during a rush hour on a still winter’s
day. The minimum persistency of sarin in normal weather is about 15 minutes
but cold weather could extend this to hours. The fatal dose of sarin when inhaled
(fatal on average to 50 per cent of those exposed) is 70 milligrams minutes per
cubic metre. In other words breathing air contaminated with sarin to the extent
of 70 milligrams per cubic metre for 1 minute would be fatal in 50 per cent of
the cases. Breathing air contaminated only to seven milligrams per cubic metre
for ten minutes would have the same effect. Pure sarin has no taste or smell. The
week-day population of the City is extremely large at about 100,000 per square
kilometre (a more typical city population density might be 10,000 or fewer per
square kilometre). If half of those in the City of London were exposed to the
sarin for about ten minutes between their trains and their offices (or vice versa),
to kill a further half of those — say 25,000 persons all told — in round figures 250
kilograms of sarin would need to be sprayed (Military Balance 1988: 245-6). If
only ten kilograms of sarin were available then we should see about 1,000 dead.

In spite of some factors favouring the terrorist, mentioned above, the organi-
sational complexity of the idealised dissemination technique involved in an
attack of this kind leaves many opportunities for things to go wrong, both in the
preparatory phase and the execution phase. In reality far less risky methods of
dissemination are likely to be sought.

In fact just this method of dissemination was seriously considered and tried
out by Aum Shinrikyo, who found the practical aspects too difficult. The actual
attack on the Tokyo underground in March 1995 by Aum, using impure sarin,
and relying on unforced evaporation in semi-enclosed and thickly, but very tran-
siently, populated spaces (underground stations) to disseminate it, killed only 12
persons, employing about ten kilograms of agent to do it. The difference between
effective preparation and dissemination of the agent and the Aum approach is two
orders of magnitude or the difference between the deaths of an extended family
and that of a village. Only the latter begins to qualify as ‘mass destruction’.

The City of London sarin illustration might be thought of as setting an upper
limit to efficiency and some short cuts might be taken with comparatively little
cost to the terrorist in terms of casualties inflicted. Tabun, as already mentioned,
is a simpler nerve gas to make than sarin and might be easier to produce without
too many impurities. It is not the latest nerve gas by any means and sarin (when
pure) is twice as lethal as tabun. A more haphazard but more easily executed
means of dissemination might rely on the explosive bursting of a container. Sarin
in the City of London situation could again, it is claimed, produce about 25,000
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dead if the container held a tonne of the pure agent (Report of the Secretary-
General 1969: 34) (almost certainly at the upper limit of the capacity of theft or
transfer or laboratory-scale production), but the Aum group in 1995 appear to
have had enough unused raw material to produce at least ten tonnes of sarin
(Council on Foreign Relations 2007). It is hard to believe that even with optimum
selection of situation and weather conditions a bursting container would have as
much as 25 per cent of the efficiency of the aerosol method. Further down the
scale, on the same assumptions, a tonne of mustard gas in an exploding container
could produce nearer 1,000 dead. Mustard is even easier to make than tabun, but
again tonne quantities would be at the upper limit of what laboratory-scale work
would probably be capable of. Lower down the scale still, perhaps 500 dead
could be the result of exploding a container filled with a tonne of phosgene or
chlorine. On the other hand a tanker with ten tonnes of chlorine was blown up in
Baghdad in February 2007 and produced only nine dead, with 148 injured. Whilst
the high ratio of injured to dead is typical where gas is used, the death toll is very
low and is presumably due to the crudeness of the dispersal method used (New
York Times 2007). Phosgene, although a chemical agent that retained a place in
the Soviet military arsenal during the Cold War (apart from nerve gases, the USA
retained only mustard), is also a fairly widely used industrial chemical, which
opens up the possibility of direct theft by terrorists rather than manufacture. Chlo-
rine, used in warfare in the First World War, is even more widely used as an
industrial chemical, and as a poison gas is more immediately acting than phos-
gene. The only classical (pre-nerve gas) agent to approach nerve agents in speed
of effect, provided the dose is sufficiently high is the ‘blood agent’ category,
including hydrogen cyanide thought to have been employed by the Iraqi govern-
ment against Iraqi-Kurdish cum Iranian opponents in Halabjah in March 1988. Its
specific lethality, tonne for tonne, may be no more than that of phosgene, whose
annual production for industrial applications is about the same (up to about
100,000 tonnes per annum in industrialised countries), or chlorine, but the sud-
denness of its effects might be psychologically valuable to the user.

By this point in the discussion it will have become evident that a number of
mutually contending considerations will inevitably come into play during terror-
ists’ calculations. One has already been alluded to and is that of impressiveness.
A terrorist group with sarin at its disposal presents a more intimidating face than
one that has managed to steal a road tanker of chlorine or phosgene. Another is
marrying effective dissemination of nerve gas — even small quantities — with the
avoidance of detection before and during the event and the physical protection
of the person or persons doing the job for long enough at least to see the job
through. In addition there is a point at which the qualitative difficulty of obtain-
ing a sophisticated agent by manufacture is outweighed by the requirement for
less than industrial quantities. Chlorine is very easy indeed to produce on a labo-
ratory scale but making it by the tonne is a different matter and difficult to do so
in secrecy. Another is the point at which it becomes easier, casualty for casualty,
to employ conventional explosives than something as unfamiliar and esoteric as
gas. A tonne of phosgene detonated in a parked lorry in a sidestreet of the City
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of London might produce fewer casualties than a tonne of high explosives
detonated against the walls of a densely occupied building. This does not rule
out terrorist interest in classical agents but suggests that more sophisticated
gases might have more appeal.

The same coverage — a square kilometre — would be lethally saturated by a
very small amount of anthrax spores, again efficiently disseminated. Instead of
200 kilograms of sarin less than one kilogram of anthrax could have the same
effect. Where 70 milligram minutes/cubic metre is the lethal concentration of
sarin, anthrax is lethal at 0.1 milligram minutes/cubic metre (US Congress 1993:
53). Perhaps the actual quantity of anthrax needed would be ten or so times
greater than this in order to allow for losses of activity during the process of
aerosolisation. Another difference between the two methods is that sarin effi-
ciently disseminated would produce the sorts of casualties envisaged with rea-
sonable certainty. Anthrax might produce considerably fewer were weather
conditions to become adverse, especially since the living organism once released
will inevitably lose virulence to an extent partly dependent on the weather, or
more if there was less than anticipated loss of activity and winds carried lethal
concentrations of the agent beyond the one square kilometre zone (a strength of
anthrax from the terrorists’ point of view is that its decay rate is smaller than
that of a number of other possible biological agents, especially if the release is
during darkness) (Stuart and Wilkening 2005: 2738). Yet another difference is
that a sarin attack would have immediate and visible effect on those affected,
whereas even a successful anthrax attack might not produce actual effects on
those exposed for days. One advantage of anthrax over nerve gas from the ter-
rorists’ viewpoint relates to the persons in charge of disseminating the agent.
They are themselves not going to be affected by the agent before they have fin-
ished the job, which gives opportunities for martyrdom if desired or more
practically prophylaxis by vaccination and treatment afterwards by antibiotics.
At the same time the organisational difficulties of planning and executing an
aerosol attack on a built-up area would be just as great as in the sarin illustration.

Toxins are poisonous chemicals produced by living organisms (some however
can be synthesised in professionally equipped laboratories). Botulinum toxin is
lethal at 0.02 milligram minutes/cubic metre and is usually said to be the most
deadly poison known and is five times more lethal weight for weight than anthrax.
One gram (the weight of one cigarette) of botulinum ‘rightly distributed’ could
kill one million persons. In fact the notorious polonium isotope 210, when rightly
distributed and ingested by target persons is more lethal than botulinum, with a
gram (about 3,000 curies of radioactivity) capable of inducing fatal radiation sick-
ness in at least ten million persons.'® Ricin is a toxin produced by plants and 1,000
times less lethal than botulinum, putting it on roughly a par with nerve gases.
Small-scale manufacture (few grams) of ricin of doubtful purity is not difficult,
and terrorist groups have also been thought capable of manufacturing small
amounts of botulinum (Rote Armee Fraktion, Aum) (Biological Gateway 2007),
but again the real difficulty lies in effective dissemination. Botulinum is commer-
cially produced in most industrial states for the manufacture of ‘Botox’, very
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dilute solutions of the toxin used for medical and cosmetic procedures. Theft or
transnational transfer of botulinum that presumably appears in the manufacturing
process in a less dilute form than the final Botox product would seem a possibility.
Likewise ricin is a by-product of castor oil production and waste product rising to
hundreds of thousands of tonnes (containing 1 or 2 per cent of ricin) are involved,
again suggesting the possibility of theft or transfer.

Radiological weapons

Radiological weapons (RW)!! or ‘dirty bombs’ resemble biological weapons in
three ways. They have never seen anything like extensive use in war, they are
normally slow and insidious in acting, and they are intrinsically difficult (without
appropriate detection equipment) to detect in the environment. However RW, like
anthrax, have been seriously considered for employment in war. The US authori-
ties before they were certain that the actual Second World War atomic bomb pro-
gramme (Manhattan Project) would be successful, investigated the possibility of
denying territory to the enemy by contaminating it with radioactive waste from
nuclear reactors already involved in the production of plutonium. They also con-
sidered using strontium-90, a particularly dangerous isotope produced in reactor
waste, to contaminate enemy water and food supplies. Strontium-90 is a copious
emitter of weakly penetrating (outside the body) beta rays, but which are
extremely dangerous — carcinogenic — when the parent element is ingested or
inhaled. Later, in the early Cold War period, aerosol dispersion of radioactive
metals in presumably water soluble formulation was considered but rejected
apparently on cost-effectiveness grounds. Finally, during the Korean War official
consideration seems to have been given to contaminating enemy territory with
caesium-137, another dangerous metal isotope found in reactor waste and like
strontium-90 dangerous when ingested but also dangerous outside the body, as a
net source of penetrating gamma rays (Advisory Committee on Human Radiaton
Experiments 2007). The basic connection between strontium-90 and caesium-137
is that their half-lives are both about 30 years, which is short enough for them to
be radioactively dangerous and long enough for them to be put to practical (in
this case military) use. However the dangers they pose to human targets are
inherently slow and insidious. It could take several years for cancers to show as a
result of low exposure to these and other similar radioactive sources (e.g. cobalt-
60, which has wide medical and industrial applications and like caesium-137
does not have to be ingested to present a danger to those exposed to it). The fact
that the adverse effects of human exposure to such radioactive sources would
normally show up as illness years in the future, if at all, might not be a drawback
from the terrorists’ point of view, given the widespread (and exaggerated,
because of an inability to comprehend risk) fear in many Western publics of
radioactivity. The psychological impact of such weapons could be enough.
Terrorist access to radioactive cobalt, strontium or caesium would necessarily
involve theft or purchase from commercial suppliers or transfer from some politic-
ally sympathetic source. Partly because strontium and caesium are to be found
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naturally in nuclear waste in large quantities they have been readily taken up into
industrial and medical applications. Cobalt-60 is however specifically manufac-
tured as a gamma ray source with wide industrial applications and has a half-life
of just over five years. Manufacture by terrorists of any of these isotopes — labora-
tory scale or other — is simply not an option. It will be a question of theft, purchase
or transfer. But again, effective dissemination is the problem, but this is eased by
the long delay between exposure and illness, normally. Persons may persuade
themselves they have been exposed when they have not, or have not been signific-
antly exposed. Medical tests for exposure are possible but demanding of profes-
sional medical resources. Some real dissemination will be necessary.

Radioactive contamination bears some similarity to that due to a very persis-
tent chemical agent, except that its damaging effects on human health may be
delayed by years. If an attack heavy enough to produce a clearly measurable sta-
tistical increase in the incidence of bone cancers in subsequent years was deemed
enough for terrorist purposes (and this would be a lower threshold, probably), and
of course this prognosis was medically ratified, and dissemination could reach the
Haldane ideal, a remarkably small amount of raw material would be enough. One
gram of strontium-90 (about 100 curies of radioactivity) equally shared and
ingested between one to ten million persons would be enough (a similar criterion
of effect explains the vast area of Central and Western Europe adversely affected
to a slight but measurable extent by the Chernobyl reactor fire). More dramatic —
but very difficult to organise (at least as hard has spraying central London with
sarin) — and with more immediately acting effects on persons exposed could be
obtained by contaminating surfaces with a gamma ray emitter. If caesium-137
was available in sufficient amounts, about 200 kilograms evenly spread over
one square kilometre to which persons were exposed for an hour would have
immediately noticeable ill effects. Shorter exposure times and the protection
afforded by buildings would very considerably reduce the effect. More haphazard
but easier methods of dissemination of either radioactive strontium or caesium in
a heavily populated area, such as a fire, would create much less harm, but the
psychological effects might be considerable.

Nuclear reactors

Still within the category of an RW, but an excellent illustration of the key role
played by dissemination, would come with a terrorist attack on a nuclear reactor.
Most nuclear reactors, from the terrorist perspective, are in the wrong place — i.e.
very rarely in the centre of towns (small research reactors might be an exception).
An attack on a large power reactor designed to breach its containment provisions
will vary in difficulty somewhat with the reactor design. Most modern reactors of
the PWR type have heavy containment shells. The British Magnox reactors have no
containment shell, but are nonetheless of massive construction. The Soviet Cher-
nobyl reactor had no containment shell and this contributed to the severity of
the accident in 1986. A total of ten million curies of radioactivity were released,
including 2.5 million curies of caesium-137 and about one-tenth of that amount of
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strontium-90. Most of the released curie-count of radioactivity fell out quite quickly
in the form of short-lived radioactive iodine in a zone within about a 20 kilometres
radius of the reactor. This area was densely enough populated for thousands to be
affected by the iodine, which showed up in the form of normally treatable thyroid
cancers (iodine taken up by the body naturally concentrates in the thyroid) in the
subsequent decades. The rest was spread to detectable levels over thousands of
kilometres, and deposited somewhat unpredictably in certain ‘hot spots’, where
radioactive strontium and caesium became the main problem. That is to say, far
from the immediate vicinity of the reactor, enough people received radioactive
doses for thousands of additional deaths to be caused over the longer term even if
this might not have a statistically clearly measurable effect on normal, relatively
high, cancer rates. The dramatic immediate death-dealing effect of the reactor was
confined to its vicinity and chiefly to personnel engaged in tackling the fire.

A terrorist attack on a major nuclear facility could have even greater damag-
ing effects than the Chernobyl fire, since some facilities will also have radio-
active materials stored outside the reactor but on the premises. Theoretically
these stored nuclear waste materials could be a target for theft, but ready-made
sources of strontium-90 and radioactive caesium already circulating within an
economy seem a better prospect for terrorists. But stored nuclear waste either on
a reactor site or at some reprocessing facility would multiply radioactive fallout
in the event of an engineered explosion or fire.

Even so the predictability from the terrorists’ viewpoint of an attack on a
nuclear facility is not high and the considerable investment represented for
instance by a hijacked passenger aircraft flown into a building at Sellafield, the
British reprocessing centre, might not pay off. The 20,000 curies released from an
accidental fire at the same site in 1957 had marginal public impact. However, the
quantities of caesium-137 externally stored at Sellafield are very great indeed, at
over 200 million curies or two tonnes (Ferguson and Potter 2004: 230), even if
releasing all of this into the atmosphere would be a far from simple matter and
indeed how much was released would depend largely on luck. On the one hand a
respect for the vulnerability of commercial nuclear facilities to deliberate attack in
warlike situations is reflected in the India—Pakistan agreement of 1985 not to target
each other’s nuclear premises in the event of war. On the other the very indirect-
ness of this approach to irradiating maliciously the public introduces uncertainties.
The deliberate air attack by allied forces in 1991 on Iraq’s operating research
(five megawatt) reactor — potentially much more devastating than flying a passen-
ger aircraft into it — led to no radioactive release at all (not that this was necessarily
the chief intention), since the collapsing structure seems to have entombed rather
than released radioactivity. Sometimes the uncertainty is inherent in the situation.
A remarkably small leak of radioactivity at the US Three Mile Island reactor in
1979, amounting to ten curies, generated huge public alarm. But as we have seen
the 20,000 curies accidentally released as a result of a fire in a reactor in the north
of England (Windscale) in 1957 had no public impact at all, although the remote-
ness of the Windscale (military) site from most centres of population played a part.

Research reactors, among which Iraq’s five megawatt reactor could be
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counted (30 kilometres south of Baghdad) and which are generally more often to
be found in built-up areas than nuclear power stations, have certainly been run
down in Britain over the years (there was a land-based working model of a sub-
marine propulsion reactor — Jason — at the Royal Naval College in thickly popu-
lated Greenwich, London, until it was decommissioned in 1999). The absence of
elaborate containment structures and the difficulties even of simple police pro-
tection, relative to power reactors, help make them more vulnerable to terrorist
attack. There are (2007) only four research reactors running in Britain. Three are
Ministry of Defence facilities: one near the sparsely populated Dounreay on the
north coast of Scotland (Vulcan), another at Aldermaston, near Oxford (Viper)
and a third at Derby (Neptune), in the Midlands. A fourth reactor is run by
Imperial College, London University (Consort) at Ascot, near Windsor (40km
west of, but meteorologically upwind of, London).

Research reactors whose power output is usually in the low megawatt region
at most, tend to contain a much smaller reservoir of radioactive waste product
than power reactors and an explosion, deliberate or otherwise, and/or fire at
Aldermaston, Ascot or Derby could release radioactivity within populated areas
but only on a comparatively small scale. Outside the 20 kilometre zone effects
would probably be negligible, whereas inside the effects would be very much
nearer Three Mile Island than Chernobyl. Of the three, the reactor at Ascot is
probably the least well protected from terrorist attack, since the others are Min-
istry of Defence establishments.

Research reactors can offer themselves as a terrorist target in a different way
in as much as they are normally fuelled by uranium enriched in the isotope
uranium-235 to a level where the fuel becomes officially classified as ‘highly
enriched’ — HEU.!? The Consort reactor at Ascot has fuel enriched to 80 per cent
in uranium-235. However, unless research reactors are in the megawatt range,
the amount of HEU in the reactor core will be less than a bare critical mass.
None of the British reactors are in the megawatt range. Depending on circum-
stances even reactors without a critical mass of HEU in the core may still be
attractive targets for theft if spare fuel for the reactor were also to be stored on or
near the premises. Theft of this fuel makes a very convenient starting point for
terrorists looking to make a nuclear weapons.

Such reactors might be seen as even more vulnerable in other parts of the
world. Of pariah states, only Libya and North Korea have research reactors in
the megawatt range.

Actual marine propulsion reactors often bear some resemblance to research
reactors, in that they are of compact design and often employ HEU as fuel.
Where they do, the quantities of fuel within the core will usually be well in
excess of a bare critical mass of uranium.

Rule of thumb

With chemical weapons, biological weapons, toxins and RW we have an emerg-
ing rule of thumb. Terrorist acquisition of the agent concerned is not always
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very difficult, whether we are speaking of manufacture, black market purchase,
theft or international transfer. The difficult part is effective delivery on a target.
An intelligent rational terrorist group would seek to circumvent this by having
the target ‘come to the agent’.

There are two or three obvious ways to do this depending on the choice of
agent available. One way is to choose as target a crowded enclosed space and to
expose it to the release of a volatile (i.e. rapidly self-disseminating into the
atmosphere) powerful chemical agent with no smell. The containers of the agent
could be put in place well ahead of time and equipped with timers or remote
control devices. The second way is to contaminate food or water supplies
serving a particular locality. Contamination could be chemical, biological or
radiological. Or third there could be a conventional assault of some kind on a
research reactor situated in a well-populated area with a view to arson, say.

The rule of thumb is reasonably well borne out by practical operational
experience, however limited. In 1984 the Rajneesh Cult in Oregon successfully
contaminated food using Salmonella enterica. We have already discussed the
Aum attack on the Tokyo underground using sarin. And in late 2001 there was
a postal distribution on a small scale of anthrax spores in dry powder form in
the USA. Each instance seeks to avoid or substitute for the central problem of
dissemination.

Using the rule of thumb as a predictor, then, of what future terrorist use of
WMD might look like, we get the following. First, chemical attack would
involve a comparatively highly volatile agent in an enclosed space.

The high volatility requirement narrows the agent down to hydrogen cyanide
or phosgene (odourless when pure but with a delayed action by comparison) or
to the less volatile sarin nerve gas. To take a large enclosed space such as the
Royal Albert Hall in London, the volume is 90,000 cubic metres and it holds
about 6,000 persons when full. To fill that volume with hydrogen cyanide or
phosgene at lethal concentrations would require about 100 kilograms of agent.
To fill the same volume with sarin would require only one kilogram. The final
effect would depend greatly on the sophistication of the method used to intro-
duce the agent, since special steps would perhaps be necessary to speed up
normal evaporation where sarin is concerned, but even 10 per cent effectiveness
might count as a success.

Second, the contamination of water supplies would seem to be an effective
way in principle of disseminating poisonous agents to potentially massive effect.
Of course public water supplies are subject to rigorous standards of purification
in all advanced industrial countries, and there could be uncertainty how well
biological agents or toxins would survive these processes and of course the
necessary dilution stages. So terrorist interest would tend to focus on local water
storage reservoirs down stream, so to say, from the main purification plants,
which could reduce the impact unless a number of sites were targeted simultan-
eously. We have already seen how a remarkably small quantity of strontium-90
in water-soluble form could be used in this way to create at least the impres-
sion of great danger. A similar situation could arise with botulinum toxin. A
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five million litre town reservoir could be contaminated to dangerous levels by
only five kilograms of botulinum toxin (it is less dangerous when ingested than
when breathed in). The more easily manufactured ricin would not submit itself
to the same approach because about five tonnes would be needed to have a com-
parable effect.

Third, among purely biological agents, typhoid fever (Salmonella typhi) lends
itself to water-borne dissemination at least as well as botulinum. One kilogram
of agent would do the work of five kilograms of botulinum. In 1972, in the USA
a domestic extremist terrorist group, ‘The Order of the Rising Sun’, were found
to have cultures of S. #yphi that they apparently intended to use to contaminate
the water supplies of cities, including Chicago and St Louis.

The second stage of the rule of thumb is to suggest that for rational terrorist
groups, the choice of agent whether chemical, biological, toxin or radiological
may be determined not primarily by its weight for weight lethality but by its
convenience for easy and effective dissemination against civilian targets. Much
existing discussion of agents in these four categories takes its cue from historical
military requirements where properties may be looked for in an agent such as
persistence so as to deny territory or a penetrability that could compromise pro-
tective clothing worn by the military or a nicety of effect that could sidestep pre-
cautionary measures such as advance inoculation or the protection afforded by
self-administerable antidotes. From the perspective of the intelligent terrorist an
agent capable of more or less auto-dissemination would seem to have high prior-
ity, even if a wish on the part of the terrorist to intimidate would also suggest the
choice of an agent playing on the psychological vulnerabilities of publics. Thus
a nerve agent in an enclosed space would be more psychologically oppressive
than hydrogen cyanide or phosgene in the same situation. And a water-carried
radioactive agent such as a salt of strontium-90 more oppressive than Salmo-
nella typhi, even if the S. typhi was weight for weight more injurious.

Nuclear exception proving the rule

The rule of thumb concerning WMD that we have sought to establish, that from
the terrorist’s perspective obtaining the agent is not very difficult, dissemination
being the hard part, has to be reversed in the nuclear case. Obtaining the agent is
normally quite difficult but dissemination takes care of itself. Additionally, the
imprecision of previous sections concerning other WMDs, their manufacture
and their effects, gives way to greater certainty where nuclear bombs are con-
cerned. This is not because of greater actual experience in their use, especially,
but because of greater and more consistent great power interest in their use.'
There are only two feasible ‘agents’, plutonium-239 or uranium-235. The
bare critical mass of a sphere of the respective metals in pure form (and metal-
lurgically most suitable form in the case of plutonium) is eight and 25 kilograms
(see Francis, this volume). In the case of uranium, almost any method of rapidly
assembling the 25 kilograms from say two hemispheres of 12.5 kilograms each
would produce a considerable nuclear explosion. The much more practicable
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assembly of a critical mass from two cylindrically symmetrical sub-critical
masses would require significantly more uranium. But plutonium is much more
problematic to work with altogether. Less is needed but assembling the critical
mass from sub-critical components is much harder because of a strong risk of a
half-cocked chain reaction being set off before the final mass was properly
assembled, resulting in a much feebler explosion than otherwise would be
expected. What is unclear from the published literature is by how much a pluto-
nium bomb let off by firing together two hemispheres of four kilograms each
would fall short of the yield obtainable from a properly designed bomb (about
15 kilotons TNT equivalent). It is clear that the falling off would be very consid-
erable in view of the effort expended by the original designers of bombs to find
another way (ultimately settling on the technically demanding symmetrical
implosive compression of a sub-critical sphere) of creating a critical mass of
plutonium out of sub-critical components. But one kiloton of TNT equivalent
instead of 15 kilotons would not necessarily inconvenience a terrorist (see
below).

In discussions of terrorist manufacture of a nuclear bomb, it is logical to
confine discussion to the 25 kilogram uranium device and the eight kilogram
plutonium device and it is important not to be diverted by considerations of how
advanced industrial nuclear powers have themselves been able to build bombs
from perhaps half the amounts stated or less. In order to do this, considerable
ingenuity in the design of bombs is required chiefly so as to reflect neutrons
back into the mass concerned — the neutrons would otherwise escape faster than
they were created in an ordinary even only slightly sub-critical mass. The effort
here was justified at least in the beginning by an awareness of the difficulty and
expense of obtaining plutonium-239 and uranium-235 in multi-kilogram quanti-
ties, even for advanced industrial powers.

Uranium-235 is found in nature to the extent of 0.7 per cent of all natural
uranium. Plutonium-239 is found only in spent reactor fuel in roughly similar
proportions weight for weight, depending on factors such as reactor design.
Laboratory-scale extraction of kilogram quantities of either element is totally
out of the question for terrorist groups. The enrichment of uranium (in the
uranium-235 isotope) is a highly specialised industrial process. The extraction
of plutonium from spent reactor fuel relies on relatively simple chemistry but
the radioactivity of the spent fuel and the quantities requiring to be processed
again argue for specialised industrial techniques. Laboratory-scale extraction of
symbolic but very small quantities of virtually 100 per cent uranium-235 would
be possible, albeit laboriously, using a commercially available mass spectrome-
ter and commercially available quantities of natural uranium (few grams). This
would be of no practical use, but might appeal to terrorist groups wishing to
create alarm by suggesting they possessed more HEU than they actually had, by
mailing a few (harmless) milligrams to a newspaper office, say. Larger, kilo-
gram quantities of HEU, like plutonium-239, would be available to the terrorist
only through theft or transfer.

Assuming that the obstacles to theft or transfer of weapon quantities of
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plutonium-239 or HEU were about the same, the rational terrorist would chose
HEU, even allowing for the fact that the quantities needed for a critical mass
could be three times greater than that of plutonium. This is for two reasons. HEU
is easier to work with than plutonium-239, since the latter as well as being metal-
lurgically complex, is a chemical poison on top of everything else, and second
because the design of a nuclear bomb based on HEU can be far simpler than is
the case with plutonium-239, where as we have seen a critical mass is much more
prone to premature, and inefficient, detonation unless special precautions are
taken in the design of the bomb. The recent history of pariah states lends some
support to this supposition, in that South Africa (pre-Mandela), Pakistan, Iraq,
Libya and Iran have all shown or allegedly shown more interest in HEU-based
bombs than those based on plutonium (North Korea is the partial exception).

From the terrorist’s perspective a nuclear bomb is undeniably impressive, and
from a more practical viewpoint has a fail-safe quality not so easily found else-
where. The difference between what ten kilograms of sarin could do if properly
prepared and disseminated and what in practice was achieved by Aum amounted
to two orders of magnitude in terms of fatalities. But a nuclear bomb intended to
produce a yield of 15 kilotons, placed at ground level in a city-centre setting,
would do a psychologically and physically impressive amount of damage even if
it produced only one kiloton of yield as a result of some problem in design or
with the purity of the fissile material. For instance, the reach of the blast wave,
in an unrestricted, open setting, of an intensity sufficient to topple normal build-
ings in the case of a one megaton bomb is four kilometres. The reach from a one
kiloton bomb is not one-thousandth but one-tenth as much, at about 400 metres.
The corresponding area affected in the latter case would be about 0.5 square
kilometres. By the same metric, a 15 kiloton bomb would topple buildings over
an area of about three square kilometres.

Furthermore, it is a curiosity of low yield nuclear explosions that the reach of
harmful nuclear radiation immediately emitted by the fissioning core of the
bomb is greater than that of the air blast (this was the foundation of the so-called
neutron bomb aired during the Cold War). A one kiloton bomb emits radiation
to deadly intensity to persons (again in the open) out to 0.8 kilometres or cover-
ing an area of about two square kilometres.

In a built-up area the reach of devastation from a nuclear bomb detonated at
ground level would be less than this, since buildings outside the immediate
vicinity of the explosion would tend to shield each other and their occupants to
some extent, but there could be some channelling and possible reinforcement of
blast effects down spaces between buildings, additional damage caused by flying
debris and of course a strong likelihood of fire. The primary neutron and gamma
ray radiation deadly out to 0.8 kilometres in the open will be reduced by the pro-
tection provided by buildings to about 0.25 kilometres or an area of about 0.2
square kilometres. But the secondary, delayed, radiation effects of the bomb
from the fallout of radioactive elements (somewhat like nuclear waste, except
that nuclear waste disseminated to do harm remains dangerous for longer than
fallout) made by the nuclear reaction will be funnelled upwards by buildings and
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tend to be disseminated over wider areas than would be the case with a bomb in
the open (Office of Technology Assessment 1980: 45—6). This would spread the
fear of dangerous radioactive contamination if not the objective risk itself
(fallout spread over a wider area because it had been sent higher up into the
atmosphere in the first place will first of all be spread out more thinly on return
to ground level and second will have spent more time in the atmosphere, decay-
ing to less harmful levels). The objective risk would nonetheless be real. If the
immediately deadly zone is about 0.5 square kilometres, fallout dispersed by
wind of 25 kilometres/hour will extend this downwind to one square kilometre
from which more or less immediate evacuation (within 24 hours at most) would
be necessary in order to avoid radiation-induced death (Office of Technology
Assessment 1980: 24-5).

Immediate deaths from a one kiloton bomb in the City of London setting
envisaged above would approach those resulting from the perfect Haldane ideal
dissemination of 200 kilograms of sarin and probably exceed it. The physical
damage would also be very impressive. And of course immediate damage from
a 15 kiloton bomb would be scaled up by about a factor of six.

Prognosis

What is to be done? Where should the priorities lie in seeking to head off or
stymie terrorist interest in WMD? One answer of course is a concerted attack on
the underlying causes of terrorism (assuming they can be identified). A more
immediate response is to deal with supply rather than demand, through identify-
ing first what classes of WMD are most likely to appeal to terrorist groups and
then erecting obstacles to their acquiring them. As we have sought to demon-
strate, to a good first approximation, the most attractive WMD to the terrorist
will belong to the class typified by ease of dissemination against the target,
which is taken to be a population of civilians.

At the head of this class is the nuclear weapon, by which is meant everything
from a complete modern working model down to a critical mass worth either of
highly enriched uranium or plutonium-239. Even the very imperfect assembly of
either of the latter into a unitary critical mass would be more than adequate from
the terrorist’s point of view.

More under the radiological weapon heading, a research reactor operating
within 20 kilometres or so of populated areas is also near the head of this class,
as a target for arson. Of course it is less to be relied on, since much would
depend often on local meteorological conditions (a careful terrorist would be
aware of this), and even less predictably on how the targeted population reacted
to a comparatively small release of radioactivity in their midst (the refusal of
Londoners to be panicked in 2006 at the news that a quantity of polonium-210
had found its way to various parts of the city may be a straw in the wind here).
Also in the same class are those weapons that are easily disseminable, but only
under certain rather strict and artificial conditions. Thus whenever a large group
of persons are congregated in a relatively small space such as a concert hall, a
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chemical or biological weapon possessing a more or less natural volatility
(tendency to evaporate) and at the same time a compactness sufficient to allow it
to be smuggled into the small space and to remain there undetected also meets
the test. In fact only a modern chemical agent fits the bill, and for instance sarin
would be preferred over tabun by virtue both of its superior volatility and lethal-
ity, whereas hydrogen cyanide would have its bulkiness tell against it. Lower
still in the class are those chemical, biological or radiological weapons which
can piggyback on pre-existing innocent mechanisms of dissemination. The cont-
amination of water supplies or insertion into the food chain removes the dissem-
ination problem at the cost of narrowing the population target, normally, and
introducing uncertainties concerning the survivability of biological agents and
integrity of chemical agents between the time of release and the anticipated time
of effect. Possibly a toxin would be preferred to a living agent and botulinum to
ricin, given its greater lethality gram for gram. A radiological weapon in the
form of a soluble salt of say strontium-90 dissolved into a water supply would
have greater certainty of effect.'*

The ease of dissemination or Haldane test steers those wishing to control
supply both towards completed nuclear bombs and unassembled multi-kilogram
quantities of uranium-235 and plutonium-239. The test also tends to steer
control of chemical weapons towards more modern types and in the case of bio-
logical weapons away from anthrax and other agents difficult to disseminate,
towards toxins. Apart from the de-emphasis on classical biological weapons this
is not very different as a prospectus for control from that applicable to inter-state
relations. However the field of view is slightly larger in respect of radiological
weapons. In short, the best established inter-state control regime — the NPT —
will require the most modification, and the least well-established, the Biological
Weapons Convention, which is still encased in political scaffolding, the least.
This signals more hope for progress than if things had been the other way about.
In some ways the extension of the remit envisaged for the NPT is slight (but see
Kilgour in this volume) — constructional integrity of reactors, siting of research
reactors, storage of reactor waste. But in other respects, especially controls on
the movement of specific radioactive isotopes, devolution of authority to
national governments may work where industrial states are involved, but else-
where in the world more direct involvement will be necessary.

Notes
1 Thus the UK Chief of the Air Staff Sir Charles Portal writing in early 1942:

Ref the new bombing directive: I suppose it is clear that the aiming points are to
be built-up areas, not, for instance, the dockyards or aircraft factories ... . This has
to be made quite clear if it is not already understood.

(Webster and Frankland 1961: 324)

2 A technique known in the Pentagon as ‘shock and terror’ prior to 2001.

3 Historically, international attempts to control radiological weapons have been made
within the Conference on Disarmament but progress has been hampered partly by
problems of definition.
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4 In biology, similarities between apparently dissimilar species arising from a possibly
remote common evolutionary ancestor.

5 In 1965 the USAEC discovered a discrepancy in the enriched uranium balance in a
uranium enrichment cum fuel fabrication plant at Apollo, Pennsylvania. The gap was
about 100 kilograms. Suspicions that this had been diverted to Israel by the owners of
the plant remained just that — suspicions. The USAEC were unable to find any evid-
ence either way (Walker 2001: 109).

6 This section leans very heavily on Bellany (2007).

7 Since 2004 the statutary requirement on the State Department to supply annual data to
Congress has been met via a new body called the National Counterterrorism Center,
with its ‘Country Reports on Terrorism’. But the data are now all from ‘open
sources’.

8 A much more ambitious explanation is due to Johnson ef al. (2007). This relates the
lethality of an incident directly to the size of the terrorist group responsible. He further
derives the distribution of the size of the group by considering that a given group has a
certain probability of growing even larger and also a probability of splitting.

9 Quoted (from a presentation Haldane gave to the RUSI) in Clark (1968: 128). It must
be presumed, although this cannot be completely certain since he was an unusually
well-informed and well-connected individual, that Haldane knew nothing about nerve
gas, which had seen some secret pre-war development in Germany, and would have
been referring to an agent such as mustard, which is only about one-tenth as
poisonous. The British Army in 1937 was about 200,000 strong. In 1944 a British
Joint Planning Staff report speaks of a possible gas attack on German cities
employing 16 tons of phosgene to a square mile, or just over six tonnes to a square
kilometre.

10 Polonium is a radioactive metal chemically similar to bismuth. It was first isolated
from radium, and discarded radium used for medical purposes can be chemically
processed to extract the polonium-210 isotope, which is the longest lived of the Po
isotopes, with a half-life of 138 days. Alternatively it can be produced to order in a
nuclear reactor, as was the case in the post-war British atomic bomb programme,
where Po 210 was needed on more or less a continual basis (because of its short half-
life) to form a triggering mechanism for the early British weapons. Its harmfulness to
health arises from three factors. First it is intensely radioactive because of its short
half-life, and a gram of it emits alpha particles at a rate of about 1,000 million million
per second; second, inside the body alpha particles are the most damaging form of
radiation possible; and third, once ingested the polonium stays in the body for several
weeks. Alpha particle energy released in one second from one gram Po 210 amounts
to about 100 joules, or over 50 days, 430 million joules. A fatal dose of alpha radia-
tion over the whole body is about 30 joules. Therefore 1 gram Po 210 rightly distrib-
uted could kill about ten million. The true figure may be somewhat different in that no
account has been taken here of the different failure rates of key organs of the body
and whole body exposure has been assumed.

11 RW in some usages subsumes two different classifications of radiological weapon.
One is the radiological dispersion device (RDD), which is designed to disseminate
radioactive material over a wide area and which could include the so-called ‘dirty
bomb’, but could be no more than an aerosol spray carrying strontium-90 in solution.
The other is the radiation emission device (RED) that emanates radiation locally.
Thus a cobalt-60 source of gamma rays with a hole in its lead container would
qualify. See Ferguson and Potter (2004: 259).

12 The IAEA uses this designation for fuel with an enrichment of over 20 per cent
uranium-235. It is difficult to see terrorists being able to incorporate 20 per cent HEU
into a crude nuclear weapon. The critical bare mass of uranium required at this degree
of enrichment is 800 kilograms as opposed to 50 kilograms when enrichment is 90
per cent. But the IAEA designation is presumably meant to indicate that 20 per cent
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enriched uranium could rather easily and quickly be further enriched by delinquent
states to 80 per cent or 90 per cent given the facilities.

13 See for instance, US Congress (1993).

14 The public health safety level for beta emitters in drinking water would just be
breached by a concentration of 1 gram of strontium-90 to every ten million tonnes of
water, assuming of course, it was uniformly dissolved.
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2 Manufacturing the means
of apocalypse

Aum Shinrikyo and the acquisition
of weapons of mass destruction’

Ilan Reader

A frequently recounted story about the Japanese new religious movement Aum
Shinrikyo tells of how villagers at Kamikuishiki (the village area around Aum’s
main commune in Yamanashi prefecture, north-west of Tokyo) saw a group of
Aum members wearing laboratory coats and masks, rushing out of a building
(known as Satyam 7, the term Satyam being derived from Sanskrit, the classical
language of Hindu and Buddhist texts, from which Aum drew inspiration) that
was later discovered to be where Aum had constructed a clandestine laboratory
for the manufacture of chemical weapons. Those fleeing had been working in
the laboratory when an experiment went badly wrong (a not uncommon event in
Aum, where numerous of their attempts to make sarin and other chemical or bio-
logical agents, failed), and were frantically escaping the noxious vapours of a
toxic gas they were trying to make. Subsequently, too, further indications of
failed experiments that threatened severe harm to their perpetrators (including
the near-death of one devotee, Niimi Tomomitsu, who became exposed to sarin,
collapsed and was only rescued by a rapid injection of an antidote) and to their
environment (e.g. vegetation around the commune was destroyed due to toxic
leaks, a fact that alerted the authorities to probable indiscretions going on within
Aum’s facilities) came to light.

These incidents are crucial to any understanding of Aum’s acquisition of
weapons of mass destruction (WMD). They indicate that there was a remarkable
degree of incompetence in Aum’s attempts to arm itself; experiments went
wrong and their supposedly ‘brilliant’ scientists were forced to flee the results of
their mistakes, or save with antidotes, fellow devotees whom they had inadver-
tently managed to poison. As will be outlined later, too, the processes of acquir-
ing and making WMD were characterised in many ways by chaos and a lack of
technological brilliance. Yet this, in itself, helps illustrate a critical theme that |
will focus on in the first part of this chapter, which is that, despite the evident
dangers that Aum’s activists faced in this context, they continued to risk their
lives and to indulge huge amounts of effort and resources into the programme —
a fact that says much about the mindset of the participants and the levels of dedi-
cation and conviction (or fantasy) that they held. Indeed, it was this mindset, one
that was framed in paranoia and focused on apocalyptic imagery, that proved
central and that enabled Aum’s practitioners to engage in the dangerous
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process of acquiring, making and using WMD and that provided the essential
devotional, theological and practical framework within which Aum operated.
After outlining the mindset and framework within which Aum operated, 1 will
next turn to the personnel and the mechanics of acquisition, discussing further
how this was characterised not so much by methodical competence and meticu-
lous planning, as by an at times haphazard and even chaotic approach, in which
the WMD themselves were also afforded almost reverential status — a factor that
was important in stimulating Aum to use the WMD it made. In outlining some
aspects of Aum’s actual process of WMD acquisition, manufacture, and use,
I will also consider the question of its intentions — whether the WMD were
solely meant for offence or whether any concepts of deterrence played a part
as well.

Having outlined the above, I will discuss briefly another element that was
crucial to Aum’s acquisition of WMD: the lack of intervention by law authori-
ties in Japan. The Aum Affair was played out in the public domain. The inci-
dents reported above, the fleeing and the escape of noxious substances that
alerted people nearby that something strange was going on in Aum’s commune
and at buildings it owned, were seen by members of the public, and brought to
the attention of the authorities. The local residents and local authorities at
Kamikuishiki in Yamanashi prefecture, where Aum’s main commune was, were
strongly opposed to the presence of Aum’s commune and the behaviour of its
members, who flouted various local by-laws and behaved aggressively to locals,
and they sought any means available to discredit the movement, including ensur-
ing that such incidents were brought to the attention of the media and Japanese
law enforcement authorities. Other incidents (including some overseas forays
that raised questions about Aum’s intentions) were also well known in Japan,
yet even after evidence appeared suggesting that Aum might be responsible for
the case of sarin poisoning that killed seven people in the town of Matsumoto in
June 1994, the authorities seemed reluctant to intervene, until the Tokyo attack
of March 1995. This failure was itself a crucial element in the whole process of
WMD acquisition — a factor that, as I shall discuss, is unlikely to be present in
any future cases.

Catastrophic millennialism and the ‘right to kill’

In seeking to understand how groups such as Aum Shinrikyo that have engaged
in religious-inspired terrorism, have gone about acquiring the weapons that they
have used to foment terror, it is first critical to understand why they have done
so. Understanding the ‘why’ of the process of acquisition is itself a (if not the)
key issue in the process of how movements such as Aum have been able to gain
possession of weapons, construct laboratories and manufacture biological and
chemical weapons. Space does not permit an extended analysis of Aum’s
thought, structure and the development of its views of the world during its turbu-
lent history between 1984 (when it was first established) and the 1995 subway
attack (Reader 2000; Shimazono 1997), but here I append a short account.
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Aum Shinrikyo was a relatively small (by Japanese standards) new religion
with perhaps 10,000 members in Japan, of whom approximately 110 formed a
‘hard core’ of monastic-style world renouncers who lived in Aum’s communes.
Founded in 1984 as Aum Shinsen no Kai (Aum Hermits’ Society) by Asahara
Shokd (real name Matsumoto Chizuo, born 1955, now under sentence of death),
a partially blind charismatic figure who was considered to be enlightened and
was regarded as the ‘supreme spiritual master’ of the universe by Aum devotees,
it became Aum Shinrikyo (‘Aum Supreme Truth’) in 1986. The word Aum
comes from the Sanskrit term that encapsulates the powers of the universe,
simultaneously incorporating destruction, preservation and creation. In classical
Hindu terms, the notion of destruction relates to destroying the negative influ-
ences of the world, and indicates a significant factor about Aum: its focus on
destruction as a means of cleansing the world. Aum was (I use the term in the
past because it has, since the late 1990s, renamed itself and renounced many of
its earlier tenets) a ‘catastrophic millennialist” movement that regarded the
material world and the society in which people lived, as corrupt, decadent and
harmful to spiritual progress — the sole aim of all humans. Catastrophic millenni-
alism refers to the notion/belief that the current age is coming to an end, that it
needs to be changed and replaced by a new, spiritually rather than materially
based age and civilisation — but that such a world transformation will only occur
as a result of cataclysms (e.g. nuclear or cosmic war, and/or environmental col-
lapse) that will destroy the existing realm and allow for the emergence of a new
spiritual civilisation. Often, groups with such visions see the catastrophe as
being a ‘cosmic war’ of good and evil, in which the forces of good (the group
itself) sees itself as being engaged in a symbolic spiritual war with the forces of
evil, which represent materialism and worldly power (hence, in Aum’s vision,
these forces included the Japanese and US governments). Often, such ‘evil
forces’ are seen as being part of a ‘conspiracy’ against ‘good’; and, sometimes,
the symbolic cosmic war of good against evil may — as in the case of Aum — be
transformed into a real war.’

Aum criticised the ethos of materialistic society and its members sought spir-
itual enlightenment in ascetic practices, yoga and meditation, but it was initially
optimistic in that it believed a world spiritual transformation (and hence evasion
of catastrophes) could be achieved peacefully, becoming a destructive move-
ment that eventually believed that the world was so evil that a final war was
essential and that to paraphrase the title of Robert Jay Lifton’s book (Lifton
1999), the world had to be destroyed if it were to be saved. This emphasis on
purifying the world through destruction was closely connected to Aum’s emer-
gent spiritual elitism; as it became more focused on the notion of a real cosmic
war of good against evil, it became increasingly convinced that all who were not
with it, were opponents of the truth who did not deserve to live, and it saw its
practitioners as super-elite spiritual figures who had the right to kill those who
were spiritually impoverished and mired in materialism. Practitioners in Aum
engaged, under the guidance of their leader and guru Asahara, in severe and
arduous ascetic and meditation practices as a way of eradicating their negative
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karma and attaining spiritual liberation. Aum’s view of the world was basically
negative; it referred often in its literature and in Asahara’s sermons to the every-
day world and to society at large as a ‘den of evil’ (akugd no sokotsu)® and in
terms reminiscent of Buddhism (in which terms such as shaba ‘this decadent
world/world full of decay and corruption’, indicate a basic belief that this realm
is one grounded in suffering).

For devotees, liberation was both individual and collective. On an individual
level members focused on attaining liberation from the bonds that tied them to
the corrupt material world, by practising asceticism, meditation and following
the guru’s teachings that, they believed, would lead them to higher spiritual
realms after this one. Asahara — drawing on standard Buddhist doctrines — taught
devotees that everyone was subject to a cycle of rebirth, and that there were ten
realms of existence ranging from the highest realm of absolute enlightenment
down to the lowest hells, into which those who did not behave appropriately
would fall at death. In this process, the body was a karmic impediment tied to
the corruptions of this world and to its excesses and temptations; hence much
Aum practice revolved around purifying and subjugating the body in various
ways (including fasting and cold water ablutions). One might note — crucial to
the Aum affair — that Aum’s practices were extreme and, as such, attracted relat-
ively few people, but those who devoted themselves to such practices were, of
necessity, extremely ardent and zealous. Because of this individual focus on
spiritual practice — and because of Aum’s adherence to Buddhist notions that
regarded the exterior world as shallow compared to the internal world of reality
in which liberation could be attained — there was a distinct sense of superiority
that grew inside Aum, whose practitioners regarded themselves as a spiritual
elite.

Aum’s devotees believed ardently that the world was in a state of chaos and
was being dragged, through the accumulation of negative karma, towards
destruction; from the mid-1980s onwards Asahara prophesied that some form of
apocalyptic scenario would occur and that the only thing that could save the
world was a spiritual transformation. While, initially, this transformation was
seen as being peaceful, with Aum practitioners leading a spiritual mission to
change the world through a combination of their own exalted spiritual virtue and
by converting enough people to their path to create an aura of positive energy
that would negate the bad karma of materialism, Aum quickly became con-
vinced that more aggressive means of transformation were necessary.

This transformation in Aum’s world view occurred during the late 1980s,
when it ran into external opposition and experienced internal problems (includ-
ing the death of a member during ascetic practice) and when it became clear that
its mission to ‘save the world’ by converting large numbers of people, was
failing. It was in this period that it became aggressive, confronting opponents
(notably parents of young people who had dropped out of society to join its
communes, along with rural neighbours of its communes) and violent, initially
using coercive means to make members perform austerities and to purify
them spiritually. Such coercion led to the accidental death of a member and
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subsequently, in 1989, to murder, when senior figures in the movement killed a
dissident follower who threatened to ‘blow the whistle’ on the movement’s guru
and leader Asahara Shoko after the aforementioned (concealed) death of a fol-
lower. In Aum’s terms, this killing was done to stop the dissident, Taguchi
Shiji, from destroying the ‘truth’, an act that would condemn him to endless
aeons in the nether realms after death because of the bad karma he would have
accrued otherwise. Thus, in theological terms, the movement’s leaders regarded
the killing as a means of ‘saving” Taguchi from greater evil; it was through such
events that its theological stance, in which killing was justified if it ‘saved’
others from accruing negative karma that would make them spend endless life-
times in lower realms of existence after this life, developed and became an over-
riding dynamic in the movement.

This involvement with violence occurred as Asahara began to lose hope that
he could achieve world transformation by peaceful means; the failure of people
to listen to his message became seen as a manifestation of just how sinful the
world was, and convinced him and other devotees that transformation was not
possible without some cataclysmic happenings that would actually destroy
contemporary civilisation and open the way to a new spiritual world. In this
context, the image of a final, inevitable, war of good and evil began to grow
more and more prominent in Aum’s thinking, and with it came the growing
obsession with WMD as the means with which to engage in that war.

As the feeling that the wider world had failed to listen to Aum’s messages
grew, Asahara also became increasingly convinced that those who trod the path
of righteousness (i.e. himself and his disciples) had the right to punish those who
failed to listen and whose indifference was therefore a causal factor in the
coming apocalypse. He began to refer to his disciples as ‘sacred warriors’ and
‘true victors’ (shinri shosha), fusing the images of militarism and spiritual
prowess together, telling them they were a sacred army fighting for the truth and
against evil. As such, too, they had the right, as enlightened beings, to intervene
in the lives of others in order to transform them, to punish them and if need be,
to kill them because of their bad karma. The growing emphasis on a coming
final Armageddon was, according to people who were devotees of Aum in the
early to mid-1990s, very real indeed (Takahashi 1996: 160). They lived in a
world in which a cosmic war was going to happen, in which they, as representa-
tives of truth and good, would confront the forces of materialism and evil (per-
sonified by the USA and by the Japanese state) and in which the bulk of
humanity would necessarily die in order that the movement’s sacred mission of
creating a new spiritual paradise could be realised.

Aum’s involvement with actual killing began with Taguchi in 1989, while its
first foray into WMD occurred a year later in April 1990, with a failed attempt to
release botulism spores in Tokyo. This act came about because, in a final desper-
ate attempt to get Aum’s message across the wider populace, Asahara had
formed a political party — the Shinrito (‘party of truth’) — to run for office in the
February 1990 elections. This was an utter disaster; all 25 Aum candidates failed
to be elected, while Aum’s campaign was widely mocked in the mass media.
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The election debacle caused Asahara to abandon any hopes that humanity could
be made to listen to the ‘truth’ by peaceful means, and convinced him that it
needed to be punished instead. It was in reaction to the election failure and in
order to mete out ‘punishment’ to the unworthy, that he asked the emergent and
influential group headed by Murai to make biological weapons, and to the April
1990 attempt to use them.

Thus, Aum developed a mindset, based around zealous disciples who
engaged in severe ascetic practices, regarded themselves as sacred warriors and
had come to believe they were fighting a real war to defeat evil, who engaged
readily with the means of destruction and seemed not to shirk even from com-
mitting acts of murder. This point is perhaps best illustrated by the case of Naka-
gawa Tomomasaa 29-year-old doctor and recent recruit to Aum, who was asked
in November 1989 by Asahara to take part in what Asahara described as a ‘sal-
vation mission’ (kyisai katsudo). This ‘mission’ involved killing an ‘enemy of
the truth’ (shinri no teki) — the lawyer Sakamoto Tsutsumi, whose campaign
against Aum, which involved mobilising the families of young people who had
joined Aum and issuing lawsuits against the movement, was damaging Aum.
Rather than feeling shocked at being asked to commit murder, Nakagawa felt, as
he later testified, proud and elated; his selection for this mission was a testimony
to his ardent faith and ascetic prowess. Aum placed huge emphasis on asceti-
cism as a key to attaining spiritual transcendence, and by asking Nakagawa to
perform this mission Asahara was clearly affirming his attainment in this area. It
showed that he was a shinri shosha (a ‘true victor’ or ‘sacred warrior for the
truth’) a term widely used in Aum to denote those who had attained such high
levels of spiritual advancement that they were able to transcend the limitations
of this world and go beyond the karmic bonds of conventional morality (Reader
2000: 150, 151).

In Aum’s theological framework such sacred warriors were vehicles of
‘absolute truth” who were able to save others by intervening in their current lives
to prevent them from committing more sins, and hence accruing more negative
karma, in this world; since such negative karma would prevent them from attain-
ing a better rebirth, it was the duty, in Aum’s view, of the spiritually elite, to
take appropriate steps — including terminating the lives of sinners — both to
punish them for their sins and to enable them to evade the negative karma that
would take them into the lowest hells at death. By being empowered to termi-
nate the life of Sakamoto, Nakagawa was thus confirmed as a member of the
spiritual elite while, by carrying out the act without remorse or fear, he showed
that he had mastered the Buddhist skill of non-attachment (seimutonjaku): the
ability to view all things with equanimity and to have transcended the emotions
so that one was able to carry out deeds without emotional upheaval. As such he
had overcome the normative dualities of this world and ‘resolved’ the traditional
Buddhist dilemma between samsara and nirvana, or the material and the
transcendental.

Other practitioners involved in Aum’s various crimes — from attacks on
enemies, to the manufacture and use of chemical weapons between 1988 and
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1995 — have spoken in similar terms to Nakagawa about how their engagement
in violence was an expression of their position as advanced religious practition-
ers engaged in a ‘salvation mission’. Nakagawa’s story with its emphasis on
concepts of ‘truth’, spiritual elitism, righteousness, mission and the meting out
of punishments on the spiritually impure, is indicative of the attitudes that pre-
vailed in Aum. It illustrates the point that, if one is to understand the processes
of the acquisition of WMD in religious movements, one needs also to under-
stand the ways in which those who engage in such activities think about them-
selves, their relationships to others whom they may end up killing, and about
their religious faith in general. Nakagawa clearly considered himself able to kill
for his faith, and to be able to punish those who did not share it; as such he man-
ifests a zealotry that itself became a driving force in the acquisition and use
of WMD.

Recruitment and the establishment of WMD programmes

The internal dynamic and rhetoric within Aum, which made devotees into
‘sacred warriors’ and ‘true victors’ (shinri shosha) and affirmed that they were
bodhisattvas (i.e. enlightened beings working to save people in this world), and
portrayed their leader as the absolute guru and only supremely enlightened being
in the world, in effect also ensured that the devotees were (in their own minds)
transformed into superhuman beings capable of accomplishing anything in their
mission to save the world — and, indeed, permitted to do anything in this pursuit.
This sense of self-belief or arrogance coupled with a sense of grandeur, and, in
Asahara’s case, fuelled by megalomania (Reader 2000: 10) pervaded Aum’s
practices, with all of its activities, from the acquisition of raw materials to the
construction of laboratories and the attempts to make WMD, being done by
Aum members without assistance from externally recruited specialists.

It has been commonplace in much of the commentary on Aum produced by
the mass media and others, to portray the movement as fiendishly brilliant and
active in recruiting brilliant scientists; indeed, this is a recurrent myth that,
despite having been challenged quite early on in the affair, seems still to be
repeated. The reality is rather different. Those who ran Aum’s programme of
WMD manufacture were not so much brilliant scientists recruited for the
purpose, as bright young men who were already Aum devotees who had some
scientific or technological knowledge. The two people who oversaw and were
closely involved with all of Aum’s experiments with and manufacture of both
biological weapons were Tsuchiya Masami, an MA graduate in organic chem-
istry, and Endo Seiichi, who had been a graduate student of virology at Kyoto
University, both of whom had joined Aum in the 1980s, well before it turned to
WMD. They were part of a group that rose in prominence in Aum around 1990,
when the movement became enveloped in what elsewhere I have described as a
realm of ‘science-fantasy’ (Reader 2000: 236) that coloured and conditioned all
its subsequent activities. Others in this group included Murai Hideo, a graduate
from Osaka University who had worked as a science researcher for the industrial
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firm Kobe Steel, who oversaw all Aum’s science and technology-related
activities, and Hayakawa Kiyohide, who was largely* responsible for Aum’s
programme of weapons and materials acquisition. It was after their rise (displac-
ing, it would appear, a small group of powerful young women who had spear-
headed Aum’s emphasis on asceticism and who were also closely involved in
inaugurating into the movement the notion of using physical violence as a means
of coercing followers into performing ascetic devotions) that Aum became
involved with attempts to make and use WMD. The first instance of this
occurred in early April 1990, and it was this group that was central to all sub-
sequent attempts to make weapons. Conversely, there seems to have been little
external recruitment, at least to the programme of working in the laboratories. If
those who joined Aum had some particular skill (for example, Takahashi
Hidetoshi, who had been a member, left and returned in 1994, was a graduate
student of astronomy, and he was set to work in Aum’s Science and Technology
section as a result), they would usually be asked to take up work using such
skills, but there is scant evidence of any focused recruitment of specialists who
could be used in Aum’s weapons manufacture programme. Even the widely cir-
culated claims that members of the police and Jieitai (Japan’s Self-Defence
Force) were heavily recruited, appear to be wide of the mark. The US Senate’s
subcommittee that held an investigation into Aum in autumn 1995, as part of its
remit to study the global proliferation of WMD, claimed that some 100 Jieitai
members were involved with Aum, and that several of these military profession-
als had assisted Inoue Yoshihiro (a senior figure in Aum, who oversaw its
internal security networks and was regarded as one of the main ‘enforcers’ of
Asahara’s dictates) in a variety of violent acts (US Congress 1995). Certainly
Inoue did make an attempt to get some muscle from the Jieifai, and those who
joined were responsible for assisting him in a number of criminal acts,
including a break-in at the Hiroshima factory of Mitsubishi Heavy Industries on
28 December 1994, when Inoue tried to steal technical documents relating to
tanks and other weapons. However, there were very few Jieitai members in
Aum, and nowhere near the 100 claimed by the US Senate subcommittee.
In 1995, when the police raided Aum after the subway attack, they seized Aum’s
membership lists and found that just seven current or former Jieitai personnel
were members of Aum (Nishimura and Miyaguchi 2003: 64).

Overall, Aum’s activities were driven by devotees who came into the move-
ment not because they had been recruited for their scientific or other skills, but
because they had been drawn to Asahara’s teachings, become devotees and then
began to apply the skills they had acquired in the outside world in the service of
Aum. Such people were responsible for numerous Aum activities, from its
establishment of companies, to the legal handling of land purchases, to its uses
(and abuses) of the legal system to thwart Aum’s enemies, to the establishment
and running of a medical clinic in Tokyo, which combined spiritual healing with
herbal and other medicines. Aum certainly had many highly qualified and tal-
ented devotees. Aoyama Yoshinobu, a devotee who served as its main legal
expert, graduated from Kyoto University and was the youngest ever person to
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pass the bar examinations and qualify as a lawyer in Japan, while Hayashi Ikuo,
who ran Aum’s clinic, was a qualified doctor and heart specialist who had
worked in the USA and been second-in-charge of a major hospital in Japan
before converting to Aum.

The presence of highly intelligent and qualified people, most of whom had
been through the most elite institutions in Japan (and hence were convinced of
their own elite status and ability to do things), coupled with the rhetoric that
affirmed their advanced spiritual status, meant they had the confidence and will
to engage in activities intended to advance Aum’s sacred mission — and also,
possibly because they were conditioned to think of themselves as ‘elite’, to think
they could handle any activity. Certainly, they had enough confidence in them-
selves to think that they could make WMD and master futuristic notions such as
the development of a seismic weapon — as well as the mindset to use them. More
than scientific skill, what they brought to their activities was a religious fervour
and a dedication to a cause that transcended any sense of reward in fiscal terms,
and rendered (in their minds) invalid the idea that one needed to have a cohort of
highly qualified specialists in order to attempt what they sought to do. At times,
it is clear, they blundered as a result. For example, the first attempt at making a
biological weapons attack involved spraying botulism from a van in central
Tokyo. It failed to work, apparently because the spores as made became detoxi-
fied on contact with air — something Aum’s scientists were unaware of. Many of
the attempts at making chemical and biological agents also went wrong or failed
to produce any effective results. Similar failures in delivery systems and the like
also point to a lack of technological know-how at the highest levels. Prior to the
infamous sarin subway attack of March 1995, Aum had made other attempts to
unleash chemical and biological weapons but every device they created that was
intended to deliver the gas or germs had failed to work. Consequently, the
subway attack (which used only 30 per cent pure sarin because Endd had been
unable to get it any purer), was carried out using plastic bags of liquid sarin
carried between newspapers and then punctured by pointed umbrellas.

The scientific and technological problems Aum faced were compounded by
the fact that their laboratories, put together secretly and hidden from public gaze
in buildings on Aum’s commune in rural Japan, some two hours’ drive from
Tokyo, appear, according to Takahashi Hidetoshi, now an ex-devotee who
worked in the laboratories in 1994, to have been less than clean, crawling with
cockroaches and other pests (despite its attempts to kill vast numbers of humans,
Aum adhered to its Buddhist roots in refusing to kill insects), badly organised and
chaotic, with toxic materials strewn around and little attempt to impose order.
Moreover, Takahashi reports that plans to make various forms of WMD or to
experiment with or research new modes of destructive weaponry, would be taken
up with enthusiasm within the secretive elite® and supported by Asahara, massive
resources would be thrown into such new projects (while existing ones would be
hastily dropped), only for the new project to be abandoned on a whim when
another, newer and more exciting — and, as will be noted below, probably more
‘fantastic’ — scheme was taken up. The waste of reserves, the chaos and lack of
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cleanliness upset Takahashi (who had some experience of scientific environments
because of his background as a graduate student in astronomy), who suggested to
Murai that the laboratory be organised and cleaned, and a more systematised way
of running and deciding on projects be developed. Murai, however, dismissed
such suggestions, arguing that Aum was besieged by ‘spies’ and any attempt to
organise the movement would play into their hands, and into those of the authori-
ties who were bent on destroying Aum (Takahasi 1996: 110-16). It is interesting,
too, that those who ran the laboratories paid more attention to their belief that one
should not harm insects and the like, than to efficient scientific management prac-
tices that would normally operate in laboratory situations.

WMD manufacture and acquisition: process and chaos

The above combination of ability (fuelled by self-confidence in their ‘superior-
ity”) and blundering incompetence also characterised Aum’s search for weapons
and its attempts to arm itself. On one level, these were carried out rather well,
given that their purpose had to be concealed from the authorities. Aum legally
created a network of companies, including trading companies, both in Japan and
elsewhere, in the USA, Russia and Taiwan, through which equipment and
materials were purchased, and through which money was generated to help
finance its activities. The network was extensive, and included an import/export
agency in Taiwan, a company in Russia called Aum Protect (ostensibly a secur-
ity firm, but which acted as a front for many of its operations, had connections to
the Russian army and was a conduit through which arms and equipment were
procured and shipped to Japan), and computer, food and other companies in
Japan. Aum’s computer company Mahaposhya (the name comes from Sanskrit
and is a further indication of Aum’s Buddhist connections) was especially suc-
cessful in vending cheap but reliable computers through retail outlets in Tokyo
and elsewhere (a Japanese academic colleague confessed to the author in
summer 1995 that he had bought an ‘Aum’ computer from the company, that it
was incredibly cheap and worked well but that he was worried that, with all the
arrests and the closure of so many Aum-related concerns, he might be unable to
get it serviced in future). Mahaposhya was a conduit also for funds generated in
Japan, which were sent to the Taiwanese company and to Russia, and through
which materials were purchased. Indeed, when the raids occurred on Aum
centres in March 1995, and stockpiles of chemicals and other materials were
uncovered, Aum claimed that they had been acquired legitimately (as indeed
they had, in that they had been purchased through legitimate channels) as part of
its computer business, and for purposes such as making computer components.
Mahaposhya, like other Aum ventures, was successful also because those who
worked in it were devotees, who worked long hours for nothing apart from sub-
sistence; because, too, many devotees were of the computer generation, they
were adept at a variety of computer-related commercial activities, from design-
ing programs to web design to the manufacture of computers — all of which
enabled Aum to gather funds with which to engage in the pursuit of WMD.
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Aum also acquired control of an engineering company, Okamura Tekko,
based in Ishikawa prefecture, which made hydraulic cylinders, in September
1992. Exact details of the acquisition are unclear; but it appears that its head
became a member of Aum in 1992 and that the acquisition came through him.
This firm, because of its engineering profile, was used to purchase a variety of
technical equipment for Aum’s laboratories. In 1993, it moved its facilities lock,
stock and barrel, to Kamikuishiki, the rural area where Aum’s main commune
was, after which the factory and its equipment were used for making, or attempt-
ing to make, automatic pistols and AK-74 rifles. Aum had acquired one AK-74
rifle in Russia, which is believed to have been smuggled into Japan, probably by
Hayakawa, and it tried to replicate this rifle on Okamura Tekko’s lathes. In all,
the plan was to make 1,000 such rifles, although this was never successfully
implemented. Indeed, it is believed that Inoue Yoshihiro (a senior Aum figure
who was deeply involved in the process of weapons manufacture and the carry-
ing out of punishments and killings) had the arms that had been made jettisoned
shortly after the 22 March 1995 raids.

Aum made, or tried to make, large numbers of chemical and biological agents
at its facilities. When the police raided its commune at Kamikuishiki in March
1995 they found that Aum had secret laboratories, along with 500 drums
of phosphorus trichloride (a precursor to nerve gas production), vast amounts of
reagents and solvents, as well as glycerine and cyanide, and some 160 barrels of
peptone (which can be used for cultivating biological spores). Among the sub-
stances or biological weapons that Aum either made or tried to make were
various nerve gases, including sarin and VX gas both of which Aum used on
members of the public. VX was used on two people who had made complaints
against Aum, Hamaguchi Tadahiro, who had helped some Aum devotees escape
from the movement, in Osaka on 12 December 1994 (he died ten days later) and
Nagaoka Hiroyuki (the father of an Aum member, who had brought complaints
against Aum) who was attacked and left in a coma in January 1995. Other
agents included anthrax and botulism spores (both of which it attempted to use,
but with no effects), cyanide (which was used, unsuccessfully, in an attempt to
release a cloud of poisonous vapours in Shinjuku station in May 1995), as well
as various drugs (including amphetamines, LSD and mescalin) that were used
either in trade to generate funds for its WMD programme, or in initiation rituals,
using LSD and mescalin in these contexts because of their supposed ‘mind
expanding’ potential.

Aum’s initial attempts centred on biological weapons; the defeat in the
February 1990 election precipitated Aum’s turn to a consideration of mass
murder and punishment of the populace, and to attempts to make botulism toxin.
Later, in 1992 and 1993, Aum also attempted to make anthrax. On the second
occasion, during June—July 1993 an accident occurred, at Aum’s Kameido dojo
(training hall) in Tokyo, in which noxious-smelling gas escaped from a
chimney. Members of the public complained, only to be rebuffed rather brutally
by Aum members at the hall, after which the police were called in. They,
too, were refused entry by Aum members, who claimed that the police visit
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represented a breach of the constitutional protection of religious groups. (There
have been suggestions, unconfirmed, that the emission of gases at this time may
not have been accidental, but was perhaps a test to see if the anthrax spores as
manufactured were capable of causing harm to the public; if that is the case,
then the experiment failed, for no one reported any illness as a result. The inci-
dent is a good example of Aum’s brazenness and (probably) incompetence.)

Aum had repeated failures in its attempts to make and use biological weapons
effectively, and turned instead to chemical means. Sarin nerve gas — which
became the the most central part of Aum’s WMD programme — was selected
after Tsuchiya had read about it, decided he could make it and and brought it to
Asahara’s attention in March 1993. Asahara appears to have been intrigued by
the prospect and ordered Tsuchiya to go ahead. In November 1993 he succeeded
making 20 grams of sarin, which was almost immediately used, on 18 December
1993, in a failed attempt to kill Ikeda Daisaku, the president of a rival new
religion, Soka Gakkai, by releasing the agent near his house. In all, according to
Tsuchiya’s later confessions to the authorities, Aum made five batches of sarin —
from the 20 gram sample in November 1993 to five kilograms in March 1995,
with an overall total of some 30 kilograms over two years. Besides these suc-
cessful batches, there were several failed manufacturing attempts as well, along
with several accidents, including the near-death of Niimi in April 1994 when he
accidentally ingested sarin during an experiment, and an accidental release of
sarin at Kamikuishiki on 26 June 1994 — the day before the Matsumoto attack. It
was this accident that caused the burnt vegetation around the commune that later
provided the evidence linking Aum to sarin. Around 20 kilograms of the sarin
was used in the Matsumoto attack, a small quantity was used on 9 May 1994 in
an attack on Takimoto Taro, a lawyer who was campaigning against Aum, and
the remainder appears to have been either poured away in panic in January 1995,
when articles in the national newspapers drew attention to Aum and suggested
links between it and the Matsumoto attack, or secretly buried. The remainder of
the sarin was dug up in March 1995 and used as the basis for making the sarin
that was taken onto the subway. Aum also converted a truck, equipping it with
refrigeration and other equipment that could be used to pump out clouds of
sarin, in November 1993, and used it in the Matsumoto attack — its most suc-
cessful use of any form of technology for dispensing nerve gases or other forms
of WMD. However, because it feared police attention as a result of the attack,
and because it was reported that locals in Matsumoto had spotted a strange truck
in the vicinity, it then broke the vehicle up and concealed it, so as to erase any
links between itself and the attack.

The Russian connection

While Aum procured chemicals and equipment through legitimate purchases
inside Japan, it also engaged in a prominent campaign in Russia where, in the
aftermath of the collapse of Communism, it used money and contacts both to set
itself up as a legitimate religion (gaining more followers, thirsty for any form of
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spiritual hope after the years of Communism, than it ever had in Japan) and to
gain influence and access to weapons. The post-1989 situation in Russia of
course had created a corrupt and open market for all manner of materials,
weapons and the like, which Aum used to its advantage.

In 1992 Asahara met Aleksandr Rutskoi (Yeltsin’s vice-president) and Oleg
Lobov (secretary of the Russian Security Council) to discuss joint projects
including Aum’s support of Lobov’s pet project, the formation of a Russo-
Japanese University. Aum donated funds to this and in return Lobov provided
support and letters that enabled Hayakawa Kiyohide to get access to military
training sessions and equipment. Aum members attended a Russian MoD centre
near Moscow, where Hayakawa and 44 others were provided with military train-
ing and lessons in gun handling by members of the Spetznaz. They obtained 20
volumes of KGB military manuals in Japanese (which were later discovered
along with hundreds of reference books at Aum centres during the March 1995
raids), an AK-74 rifle (which was to be used as a model for making further guns)
and an MI-17 helicopter that Hayakawa purchased and managed to import to
Japan. It passed through Japanese customs in 1994 carried by Azerbaijan Air.
Kibe Tetsuya (who served as chief of Aum’s ‘Defence Agency’ in the 1994
‘government’ established by Aum) trained both in Russia and then in the USA
as a helicopter pilot, during 1993.

The helicopter was not operational, and Aum never managed to get it to fly.
Yet the astonishing thing is that Aum managed to import it into the country,
apparently without anyone in authority taking much notice of this. As the
website of the Japanese Institute of Global Communications states (2006):
‘Perhaps Aum’s most astonishing feat in building up its deadly arsenal was their
success at importing a Soviet military helicopter into Japan without the police
trying to stop them’. It is possible that the authorities just assumed that a new
religious leader such as Asahara wanted a helicopter for personal use while visit-
ing his centres around the country. Other leaders of other new religions had
opulent means of moving around the country, and at times were known for their
excesses, so perhaps the authorities assumed that the helicopter was desired for
similar reasons. At any rate, there appear to have been no questions asked about
the matter.

The general assumption, based on a combination of the materials found at
Kamikuishiki after the raids, and on the testimonies of those arrested who subse-
quently cooperated with the police (many senior figures, starting with Hayashi
Ikuo, a 48-year-old doctor who ran Aum’s medical facility in Tokyo but who
was one of the five subway attackers, eventually cooperated with the police and
made full confessions, many also recanting their faith in Aum and Asahara), is
that the group planned to make a huge quantity of sarin and either drop or spray
it from the helicopter over Tokyo, thereby killing millions, rendering the capital
helpless and enabling Aum to take over. Indeed, this deed appears to have been
Aum’s goal, its acting out of the apocalypse, and was probably timed for late in
1995 (thereby enacting Asahara’s prophecy that the apocalyptic final war would
come about during 1995). The sheer scale, potential murderous extent and,
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indeed, seeming implausibility of such an act indicates both the extreme state of
thinking that characterised Aum by this stage and the detachment from reality
that permeated the movement. So, too, did the motives behind the 20 March
subway attack. As has been confirmed by members of the movement in sub-
sequent confessions and court testimonies, the March 1995 subway attack was a
somewhat desperate attempt to throw the capital into chaos, to confuse or
perhaps (since the attack occurred at the subway station servicing the Police
HQ) so to emasculate the police that they could not carry out the raids that Aum
knew were about to occur as a result of earlier events. By stopping the raids (an
idea that says much about Aum’s capacity to engage in fantasies, although there
is a suggestion (Reader 2000: 22-23) that the March attack was intended to
draw attention to Aum and give it immortality), Aum would have chance to con-
tinue with its plan to make enough sarin to slaughter or at least incapacitate the
capital. This would enable it, if not to conquer the world, to carry forward its
desire, premised in its radically polarised division of the world into good and
evil, to eradicate the evil and to save the world by destroying it. In doing this, it
was doing no more than other radical millennialist groups have done in the past
(and will in future).

Other escapades and fantasies

Aum’s search for WMD and other means of destruction became increasingly
widespread, overt and expensive, as well as chaotic. Inside Japan, illegal
attempts to steal technical and other know-how led to attempted break-ins at the
laboratories of the Japanese electronics firm NEC, where Aum sought to garner
information and secrets about laser technology, and a burglary at Mitsubishi’s
Research Centre in Hiroshima in December 1994 (which led to the arrests of
several Aum followers). Beyond Japan, it also crossed legal lines and acted in
ways that drew attention to the group and raised anxieties about its true intent. In
1993-1994, it purchased a mining concession and ranch in the Australian
outback, where Aum tried to extract uranium, possibly in order to try and make
a bomb, experimented with chemical weapons production and tested sarin on
sheep. However, the purchase and Aum’s activities surrounding the facility at
Banjawarn in Western Australia, were in many ways carried out so incompe-
tently as to draw Aum to the attention of the Australian authorities. The rather
striking presence of Asahara and his entourage, and their interest in buying
remote outback facilities, coupled with a rather high-handed attitude to locals,
aroused suspicion. Aum members who came to work at the facility appear not to
have got the correct visas (they entered as tourists even though intent on
working) and on one occasion a party of members arrived by plane in Perth, the
capital of Western Australia, carrying, in their luggage, large amounts of chemi-
cals and other equipment that, they said, was for gold mining. The excess
baggage cost them $30,000 and aroused the suspicion of Australian Customs,
who searched it and found chemicals and laboratory equipment that were not
permitted to be transported by plane. Two Aum officials, Nakagawa and Endo,
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ended up in court and were fined for this breach of the law. Aum used the facil-
ity for a while, but several of its senior figures were refused subsequent visas to
enter Australia again, and eventually the Banjawarn facility was left abandoned.

Other foreign escapades included a much noted (in the mass media) visit by
Aum doctors and nurses to Zaire in 1992, under the guise of offering medical
assistance to a region beset by the Ebola virus, but generally believed to have
been an attempt to get hold of a strain of the virus and bring it back to Japan.
There were also visits by members of Aum’s Science and Technology unit, to
Belgrade in 1995 to study the works of Nikolai Tesla and to seek details about
his apparent discoveries relating to seismic weapons. The notion that powers
such as the USA and Russia had weaponry that could cause earthquakes, and
that such weaponry would be used in the coming apocalyptic war, appeared in
various Aum publications, and Aum’s leaders appear to have believed that they,
too, could discover their secrets. These instances are mentioned because they are
indicative of a wide-ranging and chaotic search for all manner and modes of
potential and sometimes fantasy weapons, and also because they are examples of
how Aum dispensed large sums of money (the Australian facility was pur-
chased, and with large sums spent on airfares, and then abandoned), in its
pursuit of WMD, and of how such escapades occurred in the public domain and
were noted by at least some authorities.

In addition, some senior figures mused, or fantasised, about nuclear
weaponry. Much has been made of a comment scrawled in a notebook belong-
ing to Hayakawa Kiyohide, along with Murai Hideo, Aum’s leading procurer of
arms, and the man who was especially responsible for its Russian activities, in
which Hayakawa mused about the cost of buying a nuclear weapon. No empiri-
cally viable evidence has emerged to show that Hayakawa ever actively negoti-
ated with anyone in Russia for such a device, or that there were any coherent
schemes or plans, were such a purchase to have been made, for it to be brought
into Japan. The likelihood is that, along with laser and seismic weapons and the
failed attempt to collect the Ebola virus in Zaire, it was yet another manifesta-
tion of Aum’s fantasies running riot, and its obsession with (and fetishisation of)
weapons. Hayakawa not only jotted down notes about acquiring nuclear
weapons but also laser weapons (US Congress 1995: 21).

It is unclear exactly what Aum’s plans and strategies were — if, indeed, they
had strategies at all. We have been unable to discern any clear-cut strategy to
the attacks using, or the accumulation of, WMD: rather, there was a paranoid,
fantasy-driven emphasis on personal spiritual superiority that gave them the
‘right” to kill and led them to see themselves as being attacked. There was no
indication that Aum ever intended to use its WMD as a form of deterrence or
threat to get concessions out of the authorities. Indeed, its polarised world
view was such that it regarded worldly authorities with such contempt that it
would barely deal with them — a point indicated by its recurrent conflicts with
local authorities around its communes (Takeuchi and Kumamoto 1992). More-
over, Aum’s wishes (an end to the current society, defeat of the ‘forces of
materialism’ and of the ‘evil conspiracy’ against it (i.e. the USA, Japan, the
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Japanese Imperial family, Freemasons, Jews, etc.)) were so extreme that
they were non-negotiable, as is generally the case with religiously impelled
extremist groups.

Weapons as objects of reverence and fetish

Another point to consider is that WMD, and especially sarin, became embedded
in Aum’s thinking and rituals, in a way that transformed it from being merely a
poison and a weapon that could be used to kill others, into something approach-
ing a sacrament and object of devotion. Religion (speaking in the general sense)
is at some levels concerned with fetishistic behaviour and practices, and the ven-
eration of ritual objects, which are transformed via prayers, chants and practices
into something specially significant — a point evident in the recurrent usage and
prominence in religious traditions around the globe of pieces of bone that are
revered as relics and as symbols of the power and living presence of a sacred
figure or founder, or of pieces of paper inscribed with fragments of scripture,
that become sacred talismans and charms.

In Aum, WMD in general, and sarin in particular played this sort of role. It
was not merely manufactured and used as a means to an end, merely a ‘poor
man’s nuclear weapon’, a means of defence against an aggressive opposition (in
the context of Aum’s paranoid conspiracy theories), but was imbued with sacred
properties, as an agent of the sacred mission of world transformation. Asahara
made repeated references to sarin in his sermons, especially from late 1993
onwards, initially speaking of it as something that the Japanese should manufac-
ture forthwith in order to protect themselves against American domination.
A frequent refrain from Asahara was that the Japanese were being subverted by
their own government, which needed to come to its senses and fight against the
USA. He also advocated a programme of making arms, complaining that when
Japan had been defeated in the Second World War this had been because it had
not been sufficiently well armed. Gradually, though, the references to sarin
became more and more focused on praising it and chanting its uses and benefits.
It became familiarised via nicknames and terms of endearment in Aum; at times
it was referred to as maho (a word normally translated as ‘magic’ but with con-
notations in Japan of the ‘black arts’ or even witchcraft) but also frequently with
diminutives or shortened names, including sari- and sacchan. In Japanese, using
diminutives, shortening names or adding suffixes (as with -chan above, to turn
sarin into sacchan) are ways of indicating intimacy, while the use of -chan suffix
is especially significant, giving sarin a familiar, familial and feminine nuance;
the suffix -chan is commonly affixed to girls’ (and sometimes young women’s)
names (e.g. Sachiko would be Sacchan), especially by family members, friends
and work mates. In such ways, Aum dealt with and referred to sarin as some-
thing both familiar, feminine and sacred.

It also developed a number of songs that its members sang or chanted — either
composed by Asahara or senior disciples — in which martial images, the need to
fight and the virtues of weapons such as sarin, occurred frequently. Indeed, some
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songs were devoted wholly to sarin, as with the following ‘Song of Sarin the
Magician’ that went thus (US Congress 1995):

It came from Nazi Germany, a little dangerous chemical weapon,

Sarin Sarin —,

If you inhale the mysterious vapour, you will fall with bloody vomit from
your mouth,

Sarin—, Sarin—, Sarin—, the chemical weapon.

Song of Sarin, the Brave In the peaceful night of Matsumoto City

People can be killed, even with our own hands,

The place is full of dead bodies all over,

There! Inhale Sarin, Sarin,

Prepare Sarin! Prepare Sarin! Immediately poisonous gas weapons will fill
the place.

Spray! Spray! Sarin, the Brave, Sarin.

Extraordinarily, given that the sarin attack in Matsumoto had occurred, and the
authorities were investigating who was responsible (and given that rumours
were circulating in Japan by autumn 1994 that Aum was responsible) the above
song quite brazenly hints at Aum’s involvement in that attack. Such songs,
available on Aum cassettes, and printed in Aum magazines and books, were
chanted religiously during Aum meetings and rituals, and sarin became a
totemic symbol of the movement’s power and intentions. Aum publications also
prominently featured illustrations and drawings of other forms of weaponry,
depictions of what the apocalyptic war would look like, and what forms of futur-
istic weaponry would be used in it. The recurrent and often fantasy-based
attempts to seek out weaponry both of an actual and of a futuristic and imagined
nature (as with seismic weapons that could cause earthquakes) suggest not just a
fixation of apocalyptic fantasy but also a fascinating devotionalism to the
mechanics of destruction. It is important to emphasise this point, and be aware
of the sacramental dimensions of such weaponry, because these make the
weapons themselves acceptable and amenable to the religious devotees who
used them.

We can draw a link and parallel with the videos released by suicide bombers,
wrapped in their bomb belts and swathed in insignia such as Islamic symbols
and flags and preparing (in their view) for martyrdom and the spiritual rewards
that flow from this, after they have carried out their deeds, and to the photo-
graphs of them that may be displayed in their communities and family homes.
Such photographs and videos indicate that the bomb belts and the uniforms that
are worn are not just mechanical devices to be used in a ‘war’ on opponents.
Hung up in houses, displayed on websites, and associated in rhetoric with
‘martyrs’ and ‘martyrdom’ (terms deeply imbued with sacred resonance within
the rhetoric of their cultures), they are more than just displays of weaponry: they
become objects of sanctification, that make the act of bombing a ‘holy’ one,
and help provide a mystical dimension to violence and murder. Such graphic
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depictions resonate with and complement the images of destruction that may be
found in many religious texts (Aum, for example, was deeply influenced by the
images of cosmic war and final battles between good and evil, that occur in texts
from the Book of Revelations to the Buddhist millennialist text the Kalachaktra
Tantra) and — as was the case with Aum and sarin — may form a complementary
strand in a movement’s framework of sacred violence.

This is an area that both requires more study and thought and that will be
essential for understanding both the turn to violence and the acquisition of
weapons by religiously motivated groups. It is worth noting — and this too
requires further discussion — that the images of weapon as fetishistic objects and
as sources of great imaginative yet destructive power, permeate much of Japan-
ese popular culture, in manga and anime — and that they also hang over Japanese
consciousness in a very real way, as a result of war memory. The mushroom
clouds of Hiroshima and Nagasaki are deeply rooted images in Japan’s modern
consciousness, and their spectre of destruction and transformation (aligned to a
quasi-religious imagery of light and atomic change) and their presence as a
potent symbol of the power of modern technological weaponry to change the
world, featured prominently in Aum as well. The terrible beauty of the mush-
room cloud, and the blinding light of the bomb, themselves contribute to an
underlying visual culture in which destruction and transformation are intimately
associated. Beyond just any mechanistic dynamics (in which weapons are a
means to an end, whether of fighting a ‘sacred war’ or committing acts of terror
as part of a wider strategy that contains political and religious dimensions) one
needs to be aware of how weapons form part of a wider religious construct in
which objects that are the media of expressions of power are venerated and ele-
vated into sacred objects because of the power they contain.

For offence or deterrence?

In such a climate of fetishisation and reverence, the impetus to use the weapons
that were endowed with sacred meaning and were seen as part of Aum’s sacred
mission, was to become overwhelming — as it may well be in any religious move-
ment that accords spiritual status to weapons. Certainly the religious groups that
have thus far made biological and/or chemical weapons, have used them almost
immediately on the general public, if one judges from the two known cases
(Rajneesh in Oregon in 1984-1985, and Aum in the 1990s).° In Rajneesh’s case
only a small number of illnesses were caused among the population of Antelope,
Oregon, with whom the movement was in conflict (but with evidence that the
movement’s leaders intended much worse (Gordon 1987: 182-183)), while
Aum’s activities led to over 20 deaths in two major public incidents at Mat-
sumoto in June 1994 and Tokyo, March 1995, plus several individual incidents of
attacks on perceived enemies of Aum. Beyond the attacks that killed, there were
others (for example, in May 1995, the attempt to release cyanide through the air
ducts at Shinjuku, Tokyo’s busiest station, and the attempts to release botulinum
spores in Tokyo after the 1990 election) that failed.
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My observation from these cases, and from examining the views expressed in
Asahara’s sermons, in the comments made by Aum disciples and in the attitudes
that the movement and its leaders manifested, is that the whole programme of
manufacture was centred not around deterrence (i.e. we have these weapons so
leave us alone) or even as a means of threat and negotiation (‘we have these
weapons and will use them if you do not acceded to our demands’). Rather,
Aum’s rhetoric — and its readiness to turn to violence whenever a problem
occurred, for example in attacking an opponent such as the lawyer Takimoto
Tard or the journalist Egawa Shoko, both of whom were attacked with chemi-
cals because of their anti-Aum activities — indicates that the aim of making
WMD, whether sarin, VX gas, botulism spores or any of the other weapons that
Aum sought to acquire or manufacture, was linked to a desire and readiness to
use them. While both Rajneesh and Aum claimed, in the internal rhetoric that
enthused their members, that they were creating biological and other weapons in
order to defend the group against external attack, and as a means of preparation
for an ‘inevitable’ final war or Armageddon, in reality the reasons for possessing
such weapons was to strike out at those they wanted to punish and kill. They did
not have the scope for using their weapons as a deterrent because they could not
make their possession of them public — a necessary step if their use as a means
of deterrent were to be viable. They had to make them and keep them in secret
(albeit, in Aum’s case, in a rather chaotic secrecy) because to do otherwise
would have led to police investigations and arrests.

It is certainly the case that Aum quickly used its chemical and biological
weapons soon after making them. Indeed, as far can be seen, Aum attempted to
use every form of biological or chemical weapon that it made, with attempts to
release anthrax and botulism spores in public places, cases in which VX gas was
sprayed on dissidents and opponents, and the uses of sarin at Matsumoto and
Tokyo. Its first attempts at making biological weapons — shortly after the failed
election of February 1990 — were followed rapidly by an attempt at their deploy-
ment in April 1990. Indeed, the very act of releasing the botulism as a punish-
ment for the citizens of Tokyo who had rejected Aum, suggests that the botulism
was in effect made for the purpose, rather than that Aum had begun to stockpile
the toxin and that an occasion to use it had then occurred. The same is true of the
first time that Aum acquired sarin. Tsuchiya was able to make around 20 grams
of the nerve gas in November 1993, and almost immediately, on 18 December
1993, this was used in a failed attempt to kill Ikeda Daisaku, the president of a
rival new religion, Soka Gakkai, by releasing sarin near his house. The same
pattern of manufacture followed by almost immediate use was followed in
March 1995, when Asahara gave the order (to Endo, Tsuchiya was apparently
taking part in a meditation retreat and it was decided not to disturb him) to make
sarin. The order went out on 18 March, when Asahara learnt that the police were
planning an imminent raid on Aum’s facilities to search for an opponent who, it
was widely believed, had been abducted by Aum. Endo managed to make an
amount of sarin that was 30 per cent pure by late on 19 March and Asahara sent
out five devotees with this sarin on the morning of 20 March.
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In other words, Aum’s pattern of manufacture largely correlates with its use
of WMD. In this context, it appears that the vast quantities of materials found
when the police raids occurred, may not have signified a planned programme of
making and stockpiling WMD for some future use or as a means of deterrence
against, or a bargaining chip with, the authorities, so much as indicative of a
plan to make and use a vast quantity in one go. It is generally believed, based on
testimonies from convicted and other Aum members, that there was a grand plan
to release, probably by helicopter, a very large amount of sarin in the air over
Tokyo in November 1995. Indeed, it is generally considered that a key aim of
the March attack was to cause such confusion in the police that they would be
unable to carry out the raids on Aum that were being planned — causing a post-
ponement that would give Aum time to make the sarin with which to realise its
grand apocalyptic designs.

This is of immense importance in understanding the relationship between
manufacture and use. Having invested energy and money in making chemical
and biological weapons, and unable publicly to proclaim and make use of such
facts, Aum was not only ready but extremely keen to use its new ‘toys’ and
sacred objects. The paranoid mindset that led Asahara to believe and proclaim
that Aum was under attack and that a vast conspiracy was striving to destroy it
and to dominate the world, coupled with the view that the world was intrinsic-
ally evil, headed towards doom and in need of an apocalyptic catastrophe or
cosmic war through which the evil could be destroyed, and that people living in
this world were therefore themselves deserving of punishment and in need of
being ‘purified’ and ‘saved’ from accruing more bad karma, meant that Aum
became increasingly predisposed towards violence. As it did so, and as it
became increasingly in conflict with the society around it — from lawyers repre-
senting unhappy parents of devotees, to local communities whose lives had been
disturbed by the presence of an aggressive and uncooperative neighbour — the
impetus to use its weapons as a way of ‘punishing’ others and of fighting the
sacred war that was central to its millennialist visions became stronger. Such a
context, and its religious visions that enabled it to see its use of chemical and
other weapons as sacred acts, part of its mission to save the world, meant that
there were few if any restraints on its use of violence.

Why didn’t anyone notice? Or, rather, what factors
inhibited action?

There was palpable evidence, from at least late 1989, that Aum was engaged in
activities that broke the law. On several occasions, senior Aum figures were
arraigned on charges including infringing laws that restricted the sale of land
designated for forestry and agricultural purposes. Aum had bought land in the
southern island of Kyushu under such laws and then built a commune there. Sus-
picions of much more serious breaches — from the disappearance of a lawyer,
Sakamoto Tsutsumi and his family, who had been waging a campaign against
Aum in 1989, to later evidence that Aum may well have been involved in a
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series of attacks using nerve gases on the public and on its enemies — were
widely voiced in Japan, and occasionally surfaced in newspapers and in the writ-
ings of the journalist Egawa Shoko.” Yet, despite hints of murder, incarceration
of dissident followers and much else, and despite indications that Aum was
somehow involved in making poisonous substances, there was no real attempt
by the police to investigate Aum. Even after the June 1994 poisoning of seven
people in Matsumoto (an attack that, as became clear later on, was directed
against a panel of judges sitting in judgement on a case involving Aum), the
police initially blamed a local man, whose house was near the centre of the sarin
cloud, suggesting that he had inadvertently made the poison by mixing weed-
killers together to apply to his garden. They persisted with this line even after
copious evidence emerged about the ‘veneration’ of sarin that was going on in
Aum, after evidence surfaced — in November 1994 — that the vegetation that had
been destroyed in the area around Aum’s commune had been affected by sarin,
and after national newspapers published, in January 1995, stories very clearly
linking Aum to the Matsumoto attack. The recurrent failure of the authorities to
do anything about Aum (it took a further two and a half months and a subway
attack after the January 1995 revelations, for raids to occur) has been widely
attributed to police inertia (Croddy 1995: 520-523) and as a graphic illustration
of how the Japanese police failed to protect the public (Japanese Institute of
Global Communications 2006).

Inertia and timidity might have been factors, as indeed were Japanese police
structures, which meant that (at least in the case of Matsumoto) cases in a locale
are handled by the local force no matter how grave they are. In a quiet, law-
abiding town such as Matsumoto, the scale of the crime was so enormous that
the police appear to have been overwhelmed and to have assumed that, since the
level of criminality was so alien to them, the incident must have been an acci-
dent and case of inadvertent production of chemicals. But there were other
significant factors too, which have been discussed extensively elsewhere. For
example, Christopher Hughes (2001: 53-69) suggests that, when the Aum affair
blew up, the Japanese police and security agencies were simply looking in a dif-
ferent direction; they had not expected that trouble would come from religious
groups, and hence had neither kept an eye on them nor were able to conceive
that they might be a cause of trouble. Rather, they remained hidebound by resid-
ual and rigid Cold War attitudes and assumed that any terrorist problems would
come from the extreme left. In the 1960s and 1970s the extreme left, in the guise
of groups such as Rengd Sekigun, the Red Army, had perpetrated a number of
violent acts in Japan and this helped reaffirm this view. As a result, even in the
1980s and 1990s, the police and security forces were focusing their attention on
such radical left-wing groups while discounting any possibility that religious
groups might prove a threat (Reader 2001: 225-234; Hughes 2001: 53—-69).

Another critical factor that conditioned the lack of attention paid to Aum
related to collective memories of the past relating to the role of Japanese police
and security forces in the rise of Japanese fascism from the late 1920s until
1945. In that period the Japanese state assumed monolithic control over all
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aspects of life, suppressed many religious groups and pursued an aggressively
nationalistic militarist agenda that led Japan to war initially against its Asian
neighbours and then against the Allies, and resulted in defeat and the occupation
of 1945.

The memory of how the police had intervened in the affairs of religious
groups in order to crush any dissent against the state influenced views of the
relationship between state and religion in the post-war era, in which a consensus
emerged that in order to prevent such thing from happening again, a distinct sep-
aration of state and religion, in which the state could not intervene in religious
affairs, nor control/repress religious groups, nor fund them, as had happened
pre-war with the state’s adoption of Shinto as a quasi-state religion, was
inscribed into the new Japanese Constitution of 1946. While this separation was
initially imposed by the American Occupation authorities it was gradually
embraced by the Japanese political class, by religious groups and the public in
general because it provided protection from police excesses of the sort that had
contributed to pre-1945 Japanese fascism. Thus Japan’s 1946 Constitution for-
mally declared the separation of state and religion. Religion was placed entirely
in the private sphere and no longer were people under any obligation to pay rev-
erence to specific traditions (a contrast from the pre-war period, when everyone
was forced to kowtow to state Shinto). The Constitution crucially affirmed the
principle of freedom of religious belonging and worship and instituted provi-
sions to protect religions from state interference. Central to such protection —
and to subsequent laws affirming freedom of religious belief and worship and
also providing financial help via tax breaks for religious groups — was a public
consensus that religions were entities that operated for the public good (Mullins
1997: 37-46).

Although scandals, unavoidably and unsurprisingly, at times arose especially
concerning some of Japan’s new religions, several of which faced attacks in the
mass media for alleged financial and other malpractices, there were relatively
few problems caused by religious groups in the period 1945-1995, a period in
which the general consensus was that religions should be protected from the
state, and in which the assumption was that it was the state and its agencies that
required monitoring and reining in, rather than religious groups. It was such a
context that in effect formulated the mindset of the police. Unaccustomed to
religiously produced problems, highly cautious because of their past guilt and
complicity in the suppressions of the pre-war era (in which police repression of
religious groups in the 1920s and 1930s is seen by many as having been the first
major step on the road to fascism), and deeply worried that any attempt to scruti-
nise a religious group or intervene in its affairs would be seen as a potential vio-
lation of the Constitution and a step back to the past, the police and other
agencies simply did not want to become embroiled in Aum in case they got it
wrong. In effect, the fear inside the forces of law and order was that, although
they heard suspicions against Aum, they at no time had conclusive proof or
evidence that would, in their eyes, suffice to justify upsetting the delicate con-
sensus on religious freedom and protection from state intrusion. On a couple of
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occasions in the early 1990s, when suspicions were raised about Aum activities,
local police forces did attempt to investigate aspects of Aum’s dealings — only to
be greeted by vociferous Aum campaigns, led by the skilled legal practices of
Aoyama, with cries of police repression and calls to civil rights organisations
about alleged breaches of constitutional protection.

As a result, the police forces of Japan effectively buried their collective heads
in the sand with regard to Aum. Even as late as spring 1995, when a great deal
of evidence had come into the public sphere linking Aum to the Matsumoto
attack, the police remained frightened of intervention. It has been suggested that
a critical factor here was that a general election was due in April 1995, in which
Komeito, the political party closely associated with Soka Gakkai, Japan’s largest
religious organisation, was expected to do well and might hold the balance of
power. Political authorities, notably in the governing LDP, but also in the upper
echelons of the police force, were fearful that any state-associated intervention
into religious affairs (as a massive intervention into Aum would be) might back-
fire if the police found nothing. Thus, the police sat on their hands. Rumour was
that raids were initially planned for shortly after the election. In other words, it
was not so much that Aum was ‘off the radar’ in Japan, as that the social, cul-
tural, legal and political climates were such that the police themselves felt con-
strained in dealing with Aum because of its nature as a religious movement, and
because of the shadows of the past. That situation has changed drastically now,
of course, as a result of the affair, which has led to a new paradigm of consensus
in which greater emphasis has been placed on the role of the state and of civil
authorities in protecting citizens from religious organisations, and in which the
tacit notion that religious groups were inviolable from state monitoring and
intervention has been cast aside.

Concluding comments

The acquisition by Aum of WMD occurred in essence because of a number of
interlocking factors that have been outlined in this chapter. Chief amongst them
was Aum’s developing apocalyptic millennialist vision, in which the movement
saw itself as engaged in a mission to purify the world, destroy contemporary
material civilisation and bring about a new spiritual age under its leadership.
These three themes are interwoven parts of an integrated whole. The devoted
and zealous mindset that framed this vision, and that enabled Aum practitioners
to risk their lives in their attempts to make chemical and biological weapons,
and fired them with a sense of mission to use them, were utterly crucial to the
whole process. A key lesson to be drawn from the affair is that religiously
inspired people, when driven by apocalyptic visions and a sense of righteous
mission, can go to great lengths to fulfil such visions — and that, as the foregoing
indicates — if and when they are able to manufacture WMD, they are likely to be
ready to use them. Killing people in large numbers fitted into Aum’s theology of
violence. Its religious visions gave it no reason to hold back on its murderous
activities or to limit the nature of its intent, but rather the reverse. Hence WMD
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were themselves attractive to Aum because they offered the potential to
implement such visions of mass destruction — whilst also serving as the only
viable means of (in Aum’s eyes) confronting vastly superior military forces. In
addition, though, it should be noted that without the particular climate and
context of pre-1995, when state scrutiny of religious groups was almost non-
existent and the police would only intervene in religious affairs in very special
circumstances (and not at all if they could help it), Aum could not have carried
out the programme of WMD acquisition and crimes that its mindset and reli-
gious orientations led to. And without these contextual factors, the actual pro-
gramme of acquisition (which also involved experimentation and danger) would
not have occurred.

On 30-31 October 1995 the US Senate subcommittee on Government
Affairs, which was examining the issue of ‘Global Proliferation of Weapons of
Mass Destruction’, devoted two days to looking at Aum’s activities. The hearing
confirmed the shock that the Aum Affair had caused US authorities because it
had been so unexpected.® It had been assumed that any such event would come
from an Islamic group in the Middle East or perhaps from an extreme Christian
Identity group in the USA, not from a quasi-Buddhist movement in Japan. The
shock waves that this first serious use of WMD on the general public by a reli-
gious (indeed any non-government) group at the time appeared to be the precur-
sor of many future acts and to herald a new age in the history of weapons and
civil defence. As Senator Sam Nunn, a member of the Senate subcommittee,
commented during the hearing:

The cult, known as Aum Shinrikyo, thus gained the distinction of becoming
the first group, other than a nation during wartime, to use chemical weapons
on a major scale. I believe this attack signals the world has entered into a
new era.

(US Senate 1995)

At the time Nunn’s comment certainly appeared to represent a new reality. Yet it
is worth considering that, over a decade on, and despite ‘global terrorism’
having been propelled above far more pressing and important issues to the top of
the international agenda, Nunn’s fears have not been realised. Over a decade
after Aum’s uses of chemical weapons in Tokyo, there have been no further
cases or incidents of such a sort. The acts of violence and terror against civilian
populations that have been carried out have largely centred on ‘conventional’
means such as bombs and aeroplane hijackings. Even states thought to have
chemical weapons in their possession (Iraq) have turned out not to have them, as
far as can be told.

What Aum did would not be possible in Japan now, where suspicion of reli-
gious and quasi-religious groups is such that monitoring and scrutiny of their
activities is carried out in earnest. Aum may have been ‘off the radar screen’ but
its activities have ensured that every other religious group in Japan is now very
much ‘on the screen’, subject to increased public scrutiny and registration
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processes, while the mass media have become far more open in their readiness
to expose or campaign against any group that even remotely looks suspect,’
while the police, stung by charges of inertia over Aum, have become much
quicker to intervene. In 1999, for example, the police raided the offices of a new
religious group, Honohana Sanpogyo, that had been the subject of numerous
media stories about corruption and allegations of fleecing or defrauding
members. While there was never any hint of violent or dangerous activity
involved, the police did find enough evidence of fraud and financially dubious
goings on, to have the movement closed down and its founder, Fukunaga
Hogen, charged and then gaoled for criminal deeds. The Honohana case indi-
cated that the police, so slow to move after Aum, were not going to allow any
subsequent case to lapse. (One might add that institutional turf wars have clearly
added impetus to the readiness of the police to act: after the Aum affair, the
Public Security Intelligence Agency (PSIA) in Japan lobbied hard to be given
rights of surveillance over religious groups, and it was given powers to check up
on Aleph, the ‘reborn’ Aum.) The police and PSIA are to some extent compet-
ing to show who can most reliably monitor dangerous groups, with the result
that an added level of surveillance and a heightened readiness to intervene, are
the pattern now.

Financial and other regulations have been tightened up so that no group
can — at least so brazenly — set up laboratories, acquire and smuggle in weapons
from Russia, purchase vast quantities of equipment, and make WMD even while
bungling so often that their activities become evident to outsiders — and while
making such a noise (via songs about sarin and public sermons going on about
the need to make sarin and other such weapons) about the very substances they
were illegally manufacturing. The physical processes of acquisition and manu-
facture would now appear to be impossible, at least without far more sophistic-
ated practices and skills, and it is highly unlikely, in Japan at least, that
relatively unsophisticated young men with science degrees, yet not specialists in
advanced technologies, could turn their hands to making both biological and
chemical weapons and sing loudly about it, without the authorities rather quickly
noticing or reacting to stories that would appear in the mass media.

Yet one should caution that this does not guarantee that others in other reli-
gious-driven groups may not, at some later stage, emerge with the desire, the
passion, the spiritual commitment and motivations to risk life and limb, in
pursuit of their apocalypse, and seek to find their own way to manufacture the
means of enacting that endgame. Perhaps attempts to develop chemical and bio-
logical weapons will not be as commonplace a phenomenon in the world of ter-
rorism as Senator Nunn assumed, but this does not mean that religious groups, at
least, might not in future be attracted to this means of apocalyptic destruction.
After all, a fascination with poisonous means with which to terminate life
or strike at opponents has characterised a number of groups, from Aum to
the Rajneesh movement, to the Peoples Temple at Jonestown, whose suicidal
demise in 1978 was occasioned by ingesting cyanide and which had been char-
acterised by frequent ‘suicide drills’ centred around the imagined ingestion of
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cyanide (Moore 2000: 121-137; Maaga 1998: 131-135). Indeed, nothing is
surer in religious history than that we will see other millennialist movements
with catastrophic visions that are intrinsic to their spiritual reading of the world,
and in which the need to destroy the world, or to take steps to bring about the
apocalypse, will be central to their purpose. The set of circumstances that gal-
vanised Aum in this way, however — the emergence of an influential group of
emboldened young men with science backgrounds who were caught up in a
dystopian fantasy that imagined a coming futuristic war, and who believed they
were sacred warriors capable of defeating evil forces and saving/transforming —
may be unique, yet Aum’s devotees did show that, inspired by extremes of
devotion and spurred by millennialist visions of destroying an old corrupt order
and bringing about a new spiritual realm, people may be prepared to risk
immense dangers and turn to WMD if the opportunity arises.

Weapons that explode and gases that poison have the same effect no matter
what the motives of their users are. Yet to understand how their users got where
they were — whether the Aum devotee with his bags of sarin on a Tokyo commuter
subway train or the Palestinian bomber on a ‘martyrdom’ expedition — requires us
to recognise that weapons are not merely means of advancing a particular view-
point through means of violence and war. They can also be deeply tied into the
religious imagery and motivations of the groups that use them. Aum’s songs about
sarin and the devotional ways in which the movement spoke about the substance
transformed it from just being a destructive substance that could be used in any
confrontation or sacred war against its enemies, into being the equivalent of a
sacrament, a devotional substance that becomes part of the ritual processes and
mindset of the movement. Similar themes may be discerned in the photographs
and videos of suicide bombers and their ‘uniforms’. In such contexts, the acquisi-
tion of weapons, whether chemical, biological or conventional, goes beyond just
the physical acquisition of means of destruction and violence and becomes part of
a wider framework of religiously inspired and oriented violence, in which the
means of destruction themselves become sacred, and even sacramental, objects.

Notes

1 All Japanese names in this chapter are given in standard Japanese format, i.e. family
name first, followed by given name.

2 For a fuller discussion about differing forms of millennialism, and especially about the
concept of ‘catastrophic millennialism’ see Wessinger (1997: 47-59; 2000: 4-10).

3 Asahara Shoko (no date) Vajrayana kosu. Kyogaku shisutemu kyohon. (Asahara VK).
Internal unpublished Aum document dating from ¢.1994, p. 19. This document of 368
pages was a collection of 57 of Asahara’s sermons given over the period 1988-1994
and was considered in Aum to be the core of his teaching, and read only by initiated
disciples for whom it was seen as a form of training manual.

4 ‘Largely’ because it would appear that there was no clear-cut structure of responsibility
in Aum beneath Asahara, the leader, and the general understanding is that Murai and
Hayakawa in effect competed with each other to show who could be the most effective
and radical in their activities — a contest that may well have spurred Aum on to more
extreme activities.
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5 Space does not permit a discussion of Aum’s structure here save to note that the
movement was intensely hierarchic and that an inner core effectively ran the WMD
manufacture and usage programme concealed from the eyes of ordinary devotees.

6 In addition, there have also been other incidents, such as the Peoples Temple and its
manufacture and use of cyanide in Guyana in 1978, but this was only directed within
the movement.

7 Egawa was the first person to write about Aum’s activities and to suggest it posed a
danger to society, in various newspaper and magazine articles from the late 1980s, and
in books such as Egawa (1991).

8 Comments at the hearing were in essence repeated to the author three years later when
visiting the FBI Academy at Quantico, Virginia, to lead a seminar for the FBI’s Crit-
ical Incident Response Group (CIRG) on Aum and its dynamics. US intelligence agen-
cies and authorities had expected that, at some time, a non-governmental agency would
acquire and use WMD in public places, yet when this event happened, it had come
from a direction that no one had expected. As a senior FBI official said to the author in
1998, the movement was ‘off the radar screen’ and no one had given any thought to
Japan as the likely first place for such an incident.

9 For how a small religious group called Panawave, which turned out to be benign,
quickly became the centre of a national furore because of the seemingly odd behavi-
our of its followers, and was briefly seen as the ‘next Aum’, see Dorman (2005:
83-103).
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Part 11

Chemical and biological






3 Chemical and biological terrorism
and multilateral conventions

Edward M. Spiers

‘Conventions do not work against terrorists’, asserted Major-General William
F. Burns, when head of the US Arms Control and Disarmament Agency. At the
time (10 February 1989) his agency was of all branches of the State Department
arguably the most closely identified with the negotiation of further measures of
multilateral disarmament, specifically the Chemical Weapons Convention
(CWC). As terrorists operated outside the law, he insisted that they could not
be dealt with by conventions but reckoned, conversely, that chemical weapons
could prove ‘very attractive’ to terrorists because they were cheap and could
terrify ‘and those are two things that terrorists require’ (Burns 1989: 107). In
raising this issue at a time when only a few terrorists had employed or tried to
employ chemical or biological weapons,' and only a handful of commentators
were sounding the tocsin about this prospect (Hurwitz 1982: 36-40; McGeorge
1986: 56—61; Douglass and Livingstone 1987; Spiers 1989: 135-8), Burns was
raising critical issues for debate. Were terrorists likely to employ chemical and
biological weapons and, if so, how should target states respond, and, if this was
a problem with global implications — the context in which he was testifying —
were multilateral agreements of any relevance whatsoever? These questions
aroused fresh salience in the wake of the Aum cult revelations in the mid-
1990s, when speculation erupted about the so-called ‘new terrorism’, and then
contemporary resonance in the wake of the 9/11 atrocities. Multilateral disar-
mament had taken further root with the signing of the CWC in 1993 and its
entry into force four years later, while diplomats and their technical advisers
had sought to enhance the effectiveness of the Biological and Toxin Weapons
Convention (BTWC) by devising a protocol for the Convention. Whether such
conventions can assist in curbing terrorism remains a matter of contention.

Although this chapter will focus primarily upon the aftermath of 9/11, the
parameters of the debate were set, at least partially, by the controversies of the
1990s. The attack with the nerve agent, sarin, upon commuters travelling on five
trains towards Kasumigaseki station on the Tokyo underground (20 March
1995) represented, in Brian Hoffman’s opinion, the crossing of a threshold:
‘This is the cutting edge of high-tech terrorism for the year 2000 and beyond.
It’s the nightmare scenario that people have quietly talked about for years
coming true’. (Staff Statement 1995: 47).
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Twelve people died from the gas and another 5,500 sought hospital treatment
in an attack that had a precedent (when a previous attack killed seven and
injured another 200 at Matsumoto on 27 June 1994). Widespread panic and dis-
ruption followed threats of further attacks as many members of Aum Shinrikyo
(Supreme Truth) cult, including its leader, Shoko Asahara, were arrested. Large
quantities of chemicals were found in the premises of the cult and it was later
revealed that the cult had experimented with biological warfare, sending a team
to Zaire in the hope of acquiring the Ebola virus and mounting some nine
abortive biological attacks (Robinson 1995a: 10; Robinson 1995b: 9; Olson
1995: 106; Broad 1998: A1, A10; Kaplan and Marshall 1996).

In responding to the Tokyo attack, the much-criticised Japanese government
promptly ratified the CWC and passed domestic implementing legislation. It
thereby criminalised the development, production and possession of chemical
weapons and facilitated the monitoring and inspection of chemicals on the CWC
schedules at designated facilities (Tucker 1997: 95—112). Beyond doing some-
thing in the wake of this disaster, it was none too clear that the Japanese govern-
ment had done very much. When Dr Gordon G. Oechler, director of the
Non-Proliferation Center, CIA, was asked whether the Aum cult would have
found it harder to make chemical weapons had the CWC been in force since
1993, he completely disagreed. Curtailing its activities, he argued, was unlikely
because the cult had neither imported chemicals across international borders nor
incurred a criminal record and so could move chemicals legitimately within
Japan (Oechler 1995: 283-4). A US Inter-Agency Report on Terrorism subse-
quently declared that ‘in the case of Aum Shinrikyo, the CWC, the Chemical
Weapons Convention, would not have hindered the cult from procuring the
needed chemical compounds used in its production of sarin’, a conclusion
endorsed by George J. Tenet, then acting director of the CIA. He accepted that
the CWC might have made it more difficult and costly to acquire chemical
weapons but insisted that a determined group could have circumvented its provi-
sions (Tenet 1997: 51).

More significantly the Aum case spawned a fresh wave of studies of the
so-called ‘new terrorism’. These included an invaluable Canadian survey of the
existing literature (Purver 1995), lively debates in scholarly journals (Tucker 1996;
167-83; Falkenrath 1998: 43—65; Kamp 1998-99: 168-83; Lederberg 2000) and
conferences involving scholars and politicians (Drell et al. 1999). John F. Sopko,
who served on the staff of the US Senate’s Permanent Sub-Committee on Investi-
gations during the investigation of the Aum cult, provided a challenging account
of the new proliferation threat. He claimed that the actors had changed and that
these fanatical groups or deranged individuals had gained access to the requisite
materials. It was now quite possible, he argued, that terrorists could acquire the
technical know-how and equipment to make a crude chemical or biological
device, ‘enough to kill thousands and cripple a major metropolitan area’, and that
they may wish to cause large-scale casualties (Sopko 1996-7; 3-20). Walter
Laqueur, the doyen of terrorism studies, agreed that the danger of CBW terrorism
had increased because of the confluence of two trends: the increasing accessibility
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of mass-casualty weapons and the emergence of more ruthless forms of religious
and ideological fanaticism (Laqueur 1998: 169-78). Richard Falkenrath reckoned
that many of the factors that had hitherto inhibited terrorists from recourse to
nuclear, biological or chemical (NBC) terrorism were diminishing, and that even if
the likelihood of NBC terrorism remained rare, it remained a ‘low-probability,
high-consequence’ option, one that challenged modern states with porous borders,
free and open societies and high population densities in cities. The consequences,
he argued, ranged beyond mass casualties to include contamination of large areas,
panic, degraded response capabilities, economic damage and possibly adverse
socio-psychological, political and strategic effects upon the target state (Falkenrath
1998: 61).

William Cohen, then US Defense Secretary, dramatised the biological threat
by claiming on the ABC television programme, This Week (16 November 1997),
that a five-pound bag of sugar, if filled with Bacillus anthracis spores, could kill
at least half the population of Washington DC. Theoretically, this could happen
but only if the atmospheric conditions were perfect, the anthrax very potent and
the dispersal system highly efficient. Unabashed by criticisms that he had some-
what simplified the nature of the threat (Miller ez al. 2001), Cohen wrote
subsequently that the US superiority in conventional weapons was ‘prompting
adversaries to seek unconventional, asymmetric means to strike our Achilles’
heel’. Weapons of mass destruction (WMD) were finding their ways ‘into the
hands of individuals and independent groups — fanatical terrorists and religious
zealots beyond our borders, brooding loners and self-proclaimed apocalyptic
prophets at home’. The speed and scope of modern air travel, he asserted, could
carry a ‘highly contagious virus across hemispheres in hours’, with hospitals
becoming ‘warehouses for the dead and dying’. As Cohen advised his readers:
‘Welcome to the grave New World of terrorism — a world in which traditional
notions of deterrence and counter-response no longer apply’ (Cohen 1999: A19).

If overdramatising the issue in public, Cohen reflected the concerns of an
administration increasingly anxious about terrorists employing WMD, especially
biological agents. This anxiety had waxed and waned, as reflected in the gap
between Presidential Decision Directive (PDD)-39 of June 1995 (aimed at deter-
ring, pre-empting, apprehending and prosecuting terrorists) and PDD-62 of May
1998 (creating a national coordinator for ‘security, infrastructure protection and
counterterrorism’). Underpinning the revival of presidential interest in late 1997
and early 1998 were the continuing Iraqi crisis, particularly Saddam’s defiance
of the United Nations Special Commission (UNSCOM), the revelations of the
Soviet BW capability by the defector Ken Alibek (formerly Kanatjan Alibekov,
the second in command of the Soviet BW programme, Biopreparat) and intelli-
gence reports on a growing number of states engaged in BW research. Richard
Preston’s popular novel, The Cobra Event (1997) captured the interest of Presid-
ent Bill Clinton; it coincided with the agendas of congressional legislators
(Defense Against Weapons of Mass Destruction Act of 1996), the Pentagon’s
plans to inoculate service personnel against anthrax and the findings of specialist
committees (notably the report of the Defense Science Board Summer Study on
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Transnational Threats). Ultimately, on 22 January 1999, Clinton requested that
$10 billion should be spent on counterterrorism programmes, domestic pre-
paredness and critical infrastructure protection. All this represented a national
response to the perceived terrorist threat; it did not involve, as some
advisers hoped, any American commitment to enhance the Biological and Toxin
Weapons Convention (GAO 1999: 4; Miller ef al. 2001; Spiers 2000: 92-3;
Clarke 2004).

Scepticism towards multilateral conventions had already taken root in the
administration and in influential committees on Capitol Hill. The Clinton admin-
istration may have worked deftly to secure the Senate’s ratification of the CWC
but it showed scant willingness to use the Convention as a diplomatic tool.
Despite harbouring deep suspicions about the declarations of some states parties,
the Clinton administration never requested a challenge inspection. It also pre-
ferred to act unilaterally (and almost certainly erroneously) in its missile strike
upon a Sudanese chemical plant (20 August 1998) (Spiers 2000: 116—-17), and
monitored the chequered fate of the UNSCOM inspections, which raised further
questions about the purported value of on-site inspections. Despite being sup-
ported by unprecedented rights of entry and access in a uniquely focused under-
taking, backed by the authority of the UN Security Council, with extensive
sharing of intelligence and the use of many data-collection and analysis tech-
niques, the UNSCOM inspections encountered extensive Iraqi obstruction.
Although the inspectors destroyed some 22,000 filled chemical munitions
(1991-94), they depended upon a fortuitous defection of Saddam’s son-in-law,
Hussein Kamel Hassan, before the full extent of the BW programme could be
revealed in 1995. After seven years Richard Butler, the executive chairman of
UNSCOM, conceded that his inspectors could not ‘provide 100 per cent verifi-
cation of the claimed fate or disposition of prohibited weaponry’ (Spiers 2000:
37-9, 111-13; UN 2006: 11; UN 1998).

As the UNSCOM inspections also proved corruptible, with intelligence
passed on to the CIA (in violation of UNSCOM’s mandate) for use in Operation
Desert Fox (Weiner 1999), the viability of the inspection process remained
suspect. Quite apart from those American commentators, including the former
director of the CIA, R. James Woolsey, who questioned whether the CWC
would eliminate all chemical weapons, even more professed scepticism about
the ability to detect or verify conclusively evidence of non-compliance with the
BTWC (Hoeber and Woolsey 1994: 93, 163; Roberts 1997a: 37).

Nevertheless, Larry C. Johnson, a former deputy director, Office of Counter-
rorism, State Department, found reassurance from the failure of Aum. The cult,
he observed, despite a five-year effort, the investment of millions of dollars, the
employment of some PhD scientists and the acquisition of several laboratories
specifically designed and equipped to make CBW agents, had had only limited
success. As he explained:

They tried twice unsuccessfully to produce and use Botulinus Toxin A (one
of the deadliest biological agents). They had a similar failure with anthrax.
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They successfully produced the nerve agent sarin, but it lacked the purity
and effectiveness associated with military-grade weapons. Their attack on
the Tokyo subway system injured five thousand people and killed 12.
Despite the attack the subways were back in operation the same day.
(Johnson 1998: 36)

What is overlooked in this account is that the diluted sarin, and a primitive dis-
persal system, derived from a premature attack, hastily conceived over a
weekend, intended to divert the police from an imminent raid on Aum premises.
Nor did Johnson reflect on the mass panic caused on the morning of the attack,
and on subsequent occasions thereafter, including a much more sophisticated
attack prepared for Shinjuku Station, Tokyo, on 5 May 1995 (Staff Statement
1995: 66-9).

Yet Johnson was making a substantive point, namely that the production of
these weapons in improvised facilities was more demanding and dangerous
than often claimed, and that dispersing them effectively was even more prob-
lematic. Aum reportedly encountered difficulties in acquiring potent strains of
anthrax and any strains of Clostridium botulinum (Leitenberg 2005; Tucker
2001: 6-7) and, by producing microbial agents in a liquid slurry, only dis-
persed a small proportion of agent in aerosolised form, with most of the agent
instead forming heavy droplets when sprayed into the air. To inflict mass
casualties, terrorists would have to disperse BW agents as an aerosol, with the
infectious particles between one and five microns in size. Aerosols can be
delivered as either a wet mist or in a dry powdery form but the latter is easier
to transport and generally travels farther on the wind, thereby enhancing the
potential to inflict casualties over a wider area. Delivering agent in dry form
requires drying the bacteria to a solid cake and then milling it into a fine
powder — technically challenging tasks that might require state sponsorship or
the recruitment of experienced scientists from the Soviet Union, South Africa
or some other country that had an advanced BW programme (Tucker 2001: 8;
Lowe 1997: 53-64).

Had Aum then broken the taboo against the use of chemical and biological
weapons and ushered in a new era of mass casualty terrorism? The ‘US intelli-
gence community’ contended that ‘conventional weapons continue to be the
weapons of choice for terrorists’, even if the likelihood of using chemical and
biological materials might increase ‘over the next decade’ (GAO 1999: 1-2).

Apart from the technical hurdles, using CBW agents had operational
disadvantages inasmuch as they were hazardous to handle and unpredictable in
open areas (other than in tactical operations, like the assassinations undertaken
or attempted by Aum with VX). Unlike conventional munitions, CBW agents
would not produce shocking or dramatic effects that could be captured readily
on television, and so would hardly appeal to those terrorists, whom Brian
Jenkins once described as preferring to see ‘a lot of people watching, not a lot of
people dead’ (Jenkins 1985: 511). Moreover, the reluctance to murder on the
grand scale reflected not merely operational constraints but also the political
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purposes driving some terrorist actors and organisations. Terrorists, argued
Jenkins, would have to balance:

The capability to kill on a grand scale ... against the fear of alienating per-
ceived constituents (a population that terrorists invariably overestimate),
provoking widespread revulsion, and unleashing government crackdowns
that have public approval. The practical consideration of maintaining group
cohesion also tends to impose limits on terrorist violence.

(1985: 512)

If the technical, operational and political reasons failed to inhibit recourse to
chemical or biological terrorism, Ron Purver, a Canadian intelligence analyst,
catalogued a range of other factors that had apparently prevailed before Aum.
Coupled with the unpredictability of using such weapons was the possibility that
they might arouse moral qualms among the terrorists or fears about their per-
sonal safety, and so increase the possibility of defections from the groups
involved. Hitherto most terrorists felt it unnecessary to use such weapons in
mounting attacks. State sponsors probably dreaded any usage lest retribution fall
upon themselves as the supplier states, and threats or acts of mass destruction
seemed disproportionate to the demands normally made of target governments.
Admittedly, Purver found evidence in the open literature that contradicted nearly
all these points, including claims that all the technical and political inhibitions to
CBW use were steadily eroding, that some groups, as Aum proved, might relish
using chemical and biological agents, and that the taboos against the terrorist use
of CB agents were largely illusory. The balance of the argument was shifting,
not least in the nature of contemporary terrorism with suicide bombers, recourse
to mass indiscriminate killing (as in the Oklahoma City bombing) and the capac-
ity of a paranoid leader, such as Shoko Asahara, to combine charismatic appeal,
technical sophistication and group cohesion over an extended period in a diffi-
cult and dangerous task. ‘A sufficient number of countervailing trends’, con-
cluded Purver, had eroded ‘important past constraints, lending support to the
widespread consensus among analysts that the likelihood of terrorist use of CB
agents in the future’ was ‘both real and growing’ (Purver 1997: 73; 1995:
112-24).

This consensus did not presume any rash of copycat attacks in the wake of
Aum. As Michael L. Moodie, then president of the Chemical and Biological
Arms Control Institute, argued, the technical barriers, particularly those inhibit-
ing chemical terrorism, had never been ‘all that high in the past’ and were now
becoming ‘less restrictive as a result of proliferation, technology diffusion, and
the internet’, but they had not disappeared (Moodie 1999: 32; Roberts 1997b:
127-9). Even if terrorists were imbued with brutalised aims, religious millenari-
anism or hatred for particular societies or religious/racial groups, and even if
they revelled in the prospect of killing civilians indiscriminately, they might
struggle to acquire, develop or utilise chemical weapons effectively. They might
find biological weapons more difficult to employ other than in assassinations or
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in economic terrorism (where the use of only trace amounts of poison could
contaminate or threaten to contaminate food, agricultural or pharmaceutical
products). On the other hand, employing biological agents in particular circum-
stances might prove tempting as they would not leave a distinct signature, and
take effect several days or weeks after the attack. This could enhance their
appeal for covert, discreet operations and enable the perpetrators both to leave
the scene of the attack, or the country concerned, and deny any involvement in
the ensuing outbreak of disease. Similar reasoning might tempt terrorists into
undertaking more catastrophic attacks upon civilians but they would still have to
acquire the necessary scientific and technical expertise, and possibly test their
capabilities in advance, so increasing the opportunities for detection by intelli-
gence and law-enforcement agencies. Facing such risks, terrorists might prefer
to rely upon conventional weapons. Several commentators concluded that a
massive terrorist attack with NBC weapons was neither inevitable nor ‘even
likely” (Sprinzak 1998: 113) but this confidence would only apply if the intelli-
gence and police organisations were alert and trained to counter such events,
assumptions that failed to apply in the case of Aum.

Quite apart from all the liaison difficulties between the FBI and the Japanese
National Police, Aum had not been a target of CIA inquiry prior to the Tokyo
attack. Criticised for this oversight, Gordon Oehler defended the CIA’s preoccupa-
tion with the proliferation of WMD at state level: ‘I really do not see any inclina-
tion here or abroad to have the CIA running around peering into religious groups
around the world to see who is naughty and nice’. When reminded about the cult’s
preaching of Armageddon between Japan and the United States, its global links
and recruitment of thousands of members in Russia, Oehler added that:

The world is full of very crazy organizations that have designs against the
US ... we have not followed religious cults around the world and we do not
have the resources to be able to do that ... the first line of defense ... is the
local in-country police force, and if there is some indication that there is
some problem that goes beyond that, then it is, of course, a very critical role
for the intelligence community outside the US, from the FBI and others
inside the US, to recognize that and take whatever action is necessary.
(Oehler 1995: 276)

Understandably, the congressional staff inquiry on the Aum affair questioned
the priorities of US intelligence, its allocation of resources to WMD terrorism
and the lack of coordination between US government agencies, especially as
evidence on foreign groups was likely to come from a diverse array of sources.
In advocating the case for a national clearing house on all sources of intelli-
gence, it claimed that a ‘critical need apparently exists for US law enforcement
and intelligence agencies to share information and coordinate activities in regard
to WMD terrorism’ (Staff Statement 1995: 82).

Many of these criticisms resurfaced in the wake of 9/11, when comment-
ators asked how the United States could spend nearly $30 billion annually on
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intelligence but fail to predict the 11 September attacks (Cilluffo et al. 2002:
61-74). Al Qaeda’s assault upon the American homeland was not only the
most costly ever in loss of life, economic destruction and psychological shock
but it also exposed the vulnerability of the United States and challenged its
sense of exceptionalism. In the aftermath officials speculated on future terror-
ist attacks with weapons of mass destruction but President George W. Bush
deliberately refrained from mentioning this concern in his address to Congress
and the American people on 20 September 2001 (Woodward 2003: 106).
Instead he focused on the ‘enemies of freedom’ who had committed ‘an act of
war against our country’, intending to kill Americans ‘military and civilian,
including women and children’. Throwing down the gauntlet to Al Qaeda and
the Taliban regime in Afghanistan, he proclaimed that ‘Our war on terror
begins with al Qaeda, but it does not end there. It will not end until every ter-
rorist group of global reach has been found, stopped and defeated’. He main-
tained that Americans ‘should not expect one battle, but a lengthy campaign,
unlike any other we have ever seen’ (Bush 2001).

During the preparation for, and conduct of, Operation Enduring Freedom, the
Bush administration remained concerned about the possibility of Al Qaeda pos-
sessing weapons of mass destruction. In the absence of ‘definitive intelligence’
(Woodward 2003: 218), this remained only a possibility but a worrying one as it
coincided with the distribution of letters containing a dry-powder, high-quality
preparation of anthrax spores in the USA during October and November 2001.
Tenet reportedly thought that Al Qaeda might be involved in these incidents,
using spores supplied by a state sponsor, but the spores were later thought to
have come from an American bio-defence laboratory (an assumption questioned
after five years of investigation). The attacks killed five people, sickened another
17 and caused massive panic, with over 30,000 people in Washington DC alone
taking prophylactic antibiotics. They required the US postal service to spend
over $1 billion to decontaminate mail-sorting offices and closed the Hart Senate
Office Building for several months. Compounding these effects was a criminal
investigation that proved slow, costly and inconclusive, at odds with the need for
a prompt and decisive response (Woodward 2003: 248; Shane 2001; Grotto and
Tucker 2006: 6-7; Lengel and Warwick 2006: A1; Brooks 2006).

Evidence, including computer files and videos, was then uncovered in Kabul,
confirming that Al Qaeda had begun its research and development on chemical
and biological weapons. Following the declaration of Osama bin Laden that ‘We
don’t consider it a crime if we tried to have nuclear, chemical, biological
weapons’, (Newsweek 1999: 13), it was now evident that between $2,000 and
$4,000 had been earmarked in ‘start-up’ costs for the programme, that experi-
ments with nerve gas had been conducted on dogs and rabbits at a camp near
Jalabad, and that instructions had been given for building a laboratory.
A progress report complained that the use of non-specialists had ‘resulted in a
waste of effort and money’, and that the recruitment of experts was the ‘fastest,
safest and cheapest’ route to follow (Cullison and Higgins 2001: A1, A3). In his
next State of the Union message (29 January 2002), President Bush seized upon
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such reports to claim that the depth of Al Qaeda’s ‘hatred’ was only equalled by
‘the madness of the destruction they design’. The evidence ‘found in
Afghanistan’, he argued, ‘confirms that, far from ending there, our war against
terror is only beginning’. Tens of thousands of terrorists, he affirmed, were still at
large, viewing the entire world as their battlefield and ‘we must pursue them
wherever they are’. US objectives were twofold: ‘First, we will shut down terror-
ist camps, disrupt terrorist plans, and bring terrorists to justice. And, second, we
must prevent the terrorists and regimes who seek chemical, biological or nuclear
weapons from threatening the United States and the world’. In denouncing the so-
called ‘axis of evil” — North Korea, Iraq and Iran — he claimed that:

By seeking weapons of mass destruction, these regimes pose a grave and
growing danger. They could provide these weapons to terrorists, giving
them the means to match their hatred ... . We will work closely with our
coalition to deny terrorists and their state sponsors the materials, techno-
logy, and expertise to make and deliver weapons of mass destruction.
(Whitehouse 2002a)

Lest there be any doubt about the aims and approach of US counterterrorism
following the regime change in Afghanistan, Bush spelt out the implications
before the graduates at West Point (1 June 2002). ‘For much of the last century’,
he declared:

America’s defense relied on Cold War doctrines of deterrence and contain-
ment. In some cases, these strategies still apply. But new threats also require
new thinking. Deterrence — the promise of massive retaliation against
nations — means nothing against shadowy terrorist networks with no nation
or citizens to defend. Containment is not possible when unbalanced dicta-
tors with weapons of mass destruction can deliver those weapons on mis-
siles or secretly provide them to terrorist allies.

While homeland defence and missile defence would become part of a stronger
security posture, reliance on the use of multilateral arms conventions was con-
spicuous by its absence. The United States, declared the president, could not put
its ‘faith in the word of tyrants, who solemnly sign non-proliferation treaties,
and then systematically break them’. Moreover, although homeland security and
missile defence would enhance American security, the war on terror would ‘not
be won on the defensive’: Americans must be ‘forward-looking and resolute ...
ready for preemptive action when necessary to defend our liberty and to defend
our lives’ (Whitehouse 2002b).

All these measures represented a transformation of the US security posture,
reflecting the perception that the United States had incurred a revolutionary
military challenge, involving a direct attack (not simply a criminal incident),
and one that warranted a radically different military and diplomatic response.
If it was understandable that the Bush administration would seek to protect
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American citizens by creating ‘coalitions of the willing’, finding new bases,
securing over-flight rights and moving onto the offensive against the Al Qaeda
terrorist network and its state sponsors, it was striking that some diplomatic
instruments were not utilised. Despite the perception that these terrorist groups
could pose an even greater threat by employing weapons of mass destruction,
the administration displayed scant interest in either using or enhancing the
CWC or the BTWC. Reflected in this disdain was a fundamental scepticism
about the value of these conventions, particularly in respect of biological
weapons, scepticism already displayed in the months preceding 9/11.

If there is no need to repeat the extensive commentary upon the role of the
United States in thwarting negotiations upon a protocol regime for the BTWC in
July 2001 (Sims 2001; Dando 2002; Littlewood 2005; Guillemin 2005), the rea-
soning of the administration remains instructive. While not disputing the ser-
iousness of the BW threat, which the USA would soon experience at first hand
(October 2001), nor the Convention’s lack of any verification mechanism, which
had prompted the Ad Hoc Group (AHG) in Geneva to convene 23 sessions,
spanning six and a half years of negotiation, in the hope of devising a legally
binding protocol, the administration contended that the Convention was ‘inher-
ently difficult to verify’. As Dr Edward J. Lacey, Principal Deputy Assistant
Secretary of State for Verification and Compliance, argued, ‘effective’ verifica-
tion would require information on the intent of specific biological programmes
and activities, many of which are ‘dual use in nature’, particularly as the produc-
tion of biological agents can be undertaken ‘in a relatively small space inside a
building without specific distinguishing features’. In these circumstances the
composite text on the protocol as prepared by the chairman of the AHG, Tibor
Téth, with its national declarations, ‘randomly-selected transparency’ visits and
challenge inspections, seemed unable to achieve ‘an effective international veri-
fication regime’. Illicit activities could be concealed within legitimate biological
facilities or continued in small-scale non-declared facilities; transparency visits,
tied to the annual declarations, would not cover all declared facilities; and chal-
lenge inspections, whether in the field or in a facility, could suffer from delays in
securing approval for the investigations, enabling evidence to be cleaned up,
concealed or ‘explained away’ at dual-capable facilities. Even if these provisions
helped to deter some cheating, and enhance transparency, Lacey doubted that
the protocol ‘would improve our ability to verify compliance or non-compliance
with the Convention’ (Lacey 2001).

Addressing the AHG in Geneva on 25 July 2001, US Ambassador Donald
Mahley amplified this critique. He asserted that biological weapons posed a
‘unique’ threat and that it would be useless ‘to patch or modify the models ...
used elsewhere’ (implicitly the declarations and inspections employed in the
Chemical Weapons Convention). The protocol mechanisms, he argued, would
not enhance confidence in compliance, doing ‘little to deter those countries
seeking to develop biological weapons’, while proving sufficiently intrusive,
despite their safeguards, ‘to put national security and confidential business
information at risk’. Such scepticism was not new, he added; US spokesmen had
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voiced it repeatedly in Geneva since the initial negotiating sessions in 1995.
‘New and innovative paradigms’ were needed to deal with the ‘magnitude’ of
biological activity, the ‘explosively changing technology’ and the ‘varied poten-
tial objectives’ of a biological weapons programme (Mahley 2001).

Denounced by critics at home and abroad, the Bush administration incurred
censure for its unilateral approach, for an ideological hostility towards arms
control that bolstered a consensus against the protocol at an inter-agency level,
and for abandoning ‘an effective strengthening of the Convention’ (Olson 2001:
A7; Dando 2002: 147). Yet critics could hardly deny that the Bush administra-
tion enjoyed expert support on this issue within the United States. Fred C. Ikl¢, a
former Assistant Secretary of Defense under the Reagan administration,
regarded the protocol as a ‘fraud’ since ‘the 200-page draft does not include a
single meaningful enforcement provision’ (Ikl¢ 2001: AS8). Alan P. Zelicoff,
senior scientist in the Center for Arms Control and National Security at Sandia
National Laboratories and a former US delegate to the Geneva negotiations
(1991-99), described the protocol as impractical since ‘current technologies’
could not identify violations with a probability of 50 per cent or greater (Zelicoff
2001; Kadlec ef al. 2000: 95—-111).

Even Mike Moodie queried whether the protocol would bolster ‘confidence
in compliance’ and ‘help deter BW proliferation’. He doubted whether the logic
of deterrence would apply in the case of the draft protocol as:

The risks of discovery of noncompliant activity are uncertain at best; the
ability to reach definitive conclusions about noncompliance is questionable
(especially if the proliferator handles the situation adeptly); and the poten-
tial costs for noncompliance are not convincingly high.

(Moodie 2001)

These doubts reflected a broader scepticism about the value of inspections after
the failure of any state to request a challenge inspection under the CWC, and
the UNSCOM experience in Iraq where even the most intrusive inspection
regime had failed to ensure compliance (Moodie 2001; Kadlec 2001). The
administration’s critics, nonetheless, insisted that the protocol was a ‘necessary
compromise’ that could have strengthened ‘a valuable but very weak conven-
tion’ (Chevrier 2001; Pearson and Chevrier 2000: 113-34). As some of the pro-
tocol’s shortcomings, notably the restrictions on mandatory declarations had
been introduced largely at American insistence, ‘against the inclination of
major European governments’, several commentators reckoned that the admin-
istration, or its successor, would have to rethink its position and endorse a
variant of the protocol (Steinbruner 2001; Leonard 2001). While a volte face by
a future administration had precedents, Kathleen C. Bailey doubted that the US
biotechnology sector would follow suit, and suspected that sustained industrial
opposition could influence US senators, two-thirds of whom would have to vote
in favour of ratifying any BTWC protocol. In any case, as Bailey observed,
9/11 and the ensuing bioterrorist attacks had accentuated the unilateral focus
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(with greater expenditure upon military bio-defence, domestic preparedness for
biological attack and strengthened liaison between the US Centers for Disease
Control and the World Health Organization (WHO) in monitoring global out-
breaks of infectious disease) (Bailey 2002: 19-20).

Internationally, the Bush administration launched several initiatives intended
to restrict the possibility of terrorists acquiring weapons of mass destruction. On
1 November 2001 the president outlined new proposals to deal with the ‘scourge
of biological weapons’. Claiming that the United States and others since 9/11
had had to face ‘the evils these weapons can inflict’, Bush declared that ‘rogue
states and terrorists possess these weapons and are willing to use them’. He rec-
ommended that all 144 state-parties to the BTWC should enact national criminal
legislation against prohibited BW activities, establish an effective UN procedure
for investigating suspicious outbreaks or allegations of BW usage and proce-
dures for addressing BTWC compliance concerns. Bush urged states to seek
improvements in the international response to disease control, establish national
oversight mechanisms for the security and genetic engineering of pathogenic
organisms, devise a universal code of ethical conduct for bioscientists and
promote responsible conduct in the study, use, modification and shipment of
pathogenic organisms (Whitehouse 2001b).

However welcome these proposals, they hardly constituted a comprehensive
solution to the shortcomings of the BTWC, a rare point of consensus between
the president and his critics (Whitehouse 2001; Miller 2003: B7, B9). Underpin-
ning these measures, though, was a pivotal assumption that guided much of the
administration’s subsequent policy making, namely that ‘America and the
world’ had witnessed ‘a new kind of war’ on 9/11. The readiness of a stateless
network to inflict mass civilian casualties, in this case ‘armed with box cutters,
mace and 19 airline tickets’, only raised ‘the prospect of even worse dangers —
of other weapons in the hands of other men’. As Bush informed an audience at
the National Defense University in February 2004, ‘The greatest threat before
humanity today is the possibility of secret and sudden attack with chemical or
biological or radiological or nuclear weapons’. No longer could states assume
that the possession of such weapons would serve the purpose of deterrence (as in
the Cold War when they remained weapons of last resort):

What has changed in the 21st century is that, in the hands of terrorists,
weapons of mass destruction would be a first resort — the preferred means to
further their ideology of suicide and random murder. These terrible
weapons are becoming easier to acquire, build, hide, and transport. Armed
with a single vial of a biological agent or a single nuclear weapon, small
groups of fanatics, or failing states, could gain the power to threaten great
nations, threaten the world peace.

(Whitehouse 2004b)

Whether intentional or not, the commentary distorted the political ideology of
bin Laden that was intent upon expelling the ‘crusader military forces’ of the
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United States and the United Kingdom from Saudi Arabia, on establishing a
caliphate in Saudi Arabia and on removing all ‘apostate rulers’ from the Arabian
peninsula and later from the Middle East. This ideology, rooted in the impera-
tive of individual jihad and acts of collective revenge, involved building an array
of Islamic states, including those armed with nuclear weapons, to wage war on
the United States and its allies (Gunaratna 2002: 119; Burke 2003: 23; Hoffman
2003). However random and opportunistic the targeting, the ideology had a
purpose and threw down a military challenge to the United States that could
hardly be ignored after 9/11.

The Bush administration chose to respond with a diverse series of measures
and initiatives in counter-proliferation, non-proliferation and consequence man-
agement (Whitehouse 2002¢; Sanger 2002: A20) all in the context of the wars in
Afghanistan and Iraq, a matrix testifying to a preference for action over arms
control. Even when some of these measures, particularly the occupation of Iraq,
proved increasingly controversial, costly and unpopular, the critique of multilat-
eral disarmament remained undiminished. As recently as 14 February 2006
Carolyn Leddy, senior adviser to the State Department’s Bureau of International
Security and Nonproliferation, informed a conference in Tokyo that ‘times have
changed, and therefore we must be prepared to part company with Cold War
approaches to arms control’ (USinfo.state 2006a). Similarly, in unveiling devel-
opments within the Bush counter-WMD strategy before a conference hosted by
the Fletcher School of Law and Diplomacy on 21 October 2005, Robert Joseph,
Under Secretary of State for International Security and Arms Control, insisted
that there could not be any return to an era when proliferation was regarded
‘more as a political challenge than a security threat’. Preventing terrorists from
acquiring WMD, he added, remained a key objective because ‘if terrorists acquire
them, they are likely to employ them, with potentially catastrophic effects’.
Although some counter-proliferation measures applied against rogue states and
WMD terrorism, such as securing stocks of and curbing trade in dangerous
materials (notably the commercial network built and operated by the Pakistani
scientist, A.Q. Khan), improving detection capabilities, and interdicting the ‘illicit
traffic in nuclear and biological materials’, the intelligence challenge posed by
WMD terrorists was peculiarly daunting. Anti-terrorist intelligence had to focus
on individuals and groups and not merely state-based programmes. The United
States, argued Joseph, was ‘working hard to close any gaps in our intelligence
collection, analysis and action on WMD terrorism’ (USembassy 2005a).

Intelligence difficulties underpinned the doubts about the value of resuscitat-
ing existing treaties and agreements. The Bush administration, like its prede-
cessor, did not request any challenge inspections under the CWC, despite
suspecting ‘nearly a dozen countries of violating the treaties banning chemical
and biological weapons’. As officials conceded, they usually lacked ° “smoking
gun” evidence of such cheating” (Miller 2003: B9; Jehl 2003: A13; DeSutter
2006), a point confirmed officially when the State Department issued a report on
its compliance concerns with existing treaties on 30 August 2005 (State 2005).
More substantively, several US arms control experts doubted that the existing
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treaties could be used to address the daunting array of threats that the United
States faced in the aftermath of 9/11. W. Seth Carus, deputy director of the
Center for Counterproliferation Research (National Defense University), main-
tained that ‘terrorists cannot be deterred by existing treaties or emerging tools’.
Judith Miller agreed that if nations no longer needed to stockpile vast quantities
of micro-organisms or chemicals for weapons but could produce them by means
of ‘fast new production techniques’, treaties could not stop them (Miller 2003:
B7, BY). Facing such formidable threats and technological challenges at a time
when the USA perceived itself engaged in a ‘long war’ against terrorism (Rums-
feld 2004; US Department of Defense 2006), the Bush administration was not
going to revert to the consensual processes of multilateral arms control. Leddy
confirmed that the administration supported ‘meaningful, dynamic and proactive
strategies to confront proliferation’ and would not pursue ‘lowest common
denominator approaches which will have little, if any, effect’. Multilateral com-
mitments, she characterised, as only as effective ‘as the actions undertaken by
the states themselves to implement such commitments’. In the absence of such
action, ‘multilateral obligations were only rhetoric’ and ‘we know all too well
that rhetoric does not make us any safer from the proliferation of weapons of
mass destruction’ (USinfo.state 2006a).

The Proliferation Security Initiative (PSI), announced by President Bush
in Krakow on 31 May 2003, and codified by the 11 founding participants in
Paris on 4 September 2003 (Bush 2003; Winner 2005: 129-43), represented a
commitment to interdict WMD-related cargoes, whether by sea, land or air.
Hailed as an innovative counter-proliferation measure, John Bolton, then Under
Secretary for Arms Control and Disarmament, dubbed it characteristically as ‘an
activity, not an organization’ (Bolton 2004).

After the triumphal interdiction of centrifuge technology on board the BBC
China in the Italian port of Taranto (October 2003), a key factor in Libya’s
capitulation before the coercive diplomacy of the United States and Britain
(Jentleson and Whytock 2005/06: 74), the PSI has attracted support from over
70 countries. By April 2006, Stephen G. Rademaker, another State Department
official, described it as ‘not a treaty-based organization, but rather ... an active
security cooperation partnership to deter, disrupt and prevent WMD prolifera-
tion’ (Rademaker 2006).

If the PSI seemed primarily a counter to state-centred proliferation, the
American proposal of UN Security Council Resolution 1540 (adopted 28 April
2004) contained a more implicit anti-terrorism message. Professing grave
concern about ‘the threat of terrorism’, and the risk of non-state actors obtain-
ing nuclear, biological and chemical weapons and their means of delivery, the
Security Council invoked its Chapter VII authorisation to require states to act
in response to a general rather than a specific threat to international peace and
security. It urged all states to criminalise the manufacture, acquisition, devel-
opment, transport, transfer or use of these weapons, and their means of deliv-
ery by non-state actors. It required states to institute effective export controls
and enhance security for nuclear, biological and chemical materials. It also
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established a Security Council Committee to monitor reports from states on
their implementation measures but, in spite of an injunction requiring states to
report within six months, 62 states had not reported to the Committee by 19
April 2006 (Rademaker 2006; UN 2006).

Even in states like Britain, where a raft of such legislation already exists (the
Biological Weapons Act 1974, the Chemical Weapons Act 1996 and the Anti-
terrorism, Crime and Security Act 2001), enforcing the law has proved problem-
atic. The infamous arrest of nine North Africans in north and east London in
January 2003 on the charge of conspiracy to spread poisons, including ricin,
resulted in just one conviction two years later (Cowell 2005: All). Another
blunder occurred in east London on 2 June 2006, when 250 police apprehended
two Asians, shooting one of them, on ‘specific intelligence’ that they were plan-
ning to use a chemical bomb but then failed to find any evidence in an operation
costing £2.2 million (Leppard 2006: 1-2; Steele 2006a: 1-2; Steele 2006b: 2).

Even export controls proved difficult to enforce, with only five successful
prosecutions since 2000. Despite the claims of HM Customs and Revenue that it
had ‘thoroughly disrupted” a WMD trafficking operation by 25 May 2006, it
admitted that the individuals involved were not yet in custody. As explained in a
departmental memorandum, prosecutions were hampered by the complexity of
the process, including the need to provide sufficient evidence, the requirement to
disprove the defence and the difficulty of disclosing all relevant information to
the defence. ‘Far more cases’, it observed, ‘are carefully considered for prosecu-
tion and rejected than are taken forward’ (Skinner 2006: 8).

Counter-proliferation, nonetheless, remained a core priority of the Bush
administration, involving the US Treasury Department in efforts to detect and
disrupt terrorist financing, money laundering and the financial and other support
networks of terrorists and WMD proliferators. Launched on 24 September 2001,
this was one of the earliest initiatives in the war on terror and one that recog-
nised the need for multilateral support as terrorists ‘don’t have much money in
the United States’ (Whitehouse 2006; Boese 2005; USinfo.state 2006b), hence
the promotion of UN Resolution 1373 (28 September 2001), requiring states to
criminalise the financing of terrorism and to deny terrorists safe havens, and the
launching of a G8 Global Partnership Against the Spread of Weapons and
Materials of Mass Destruction (Kananaskis summit, June 2002) (UN 2001;
Whitehouse 2002d). The latter built upon a decade of US non-proliferation
assistance for former Soviet states, derived from the Co-operative Threat Reduc-
tion (Nunn-Lugar) programme of Fiscal Year 1992. By 2005 the United States
had invested over $9 billion in the programme, which not only involved nuclear
weapons and materials, but also included enhanced security at 35 per cent of
Russia’s chemical weapons facilities, funding a nerve agent destruction facility,
improving security at four former BW sites and conducting peaceful joint
US—Russian research at 49 former biological weapon facilities (USembassy
2005a; Eisler 2006).

However laudable in their own terms, the effectiveness of such measures
remains a matter of dispute. On 30 May 2006, US Ambassador Jackie W. Sanders
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upbraided UN members for their failure to implement counterterrorism and
non-proliferation obligations under Resolutions 1373 and 1540 (USinfo.state
2006b). Implementation notwithstanding, these measures met with a measure
of scepticism. Al Qaeda, as M. Basile argued, had built a strong network of
financiers and operatives that hid terrorist finances in legitimate and illegitimate
businesses, transferred money informally in under-regulated Islamic banking net-
works and utilised a base of Islamic charities in Saudi Arabia (Basile 2004:
169-85).

Complementing the measures of counter-proliferation and non-proliferation
was the commitment towards enhancing national defence and consequence
management. Quite understandably, after 9/11 the Bush administration, often
buttressed by cross-party support in Congress, invested huge resources in
improving airport, border (and belatedly port) security, in chemical and biolog-
ical detection, protection and response measures (including Project BioShield),
and in federal funding for the training of first responders and state public
health preparedness programmes. Institutional reform buttressed this massive
expenditure, with the creation of a Department of Homeland Security (DHS) in
January 2003, merging some 22 separate organisations and agencies, and the
reorganisation of the intelligence agencies, following the criticisms of the 9/11
Commission and the Intelligence Reform and Terrorism Prevention Act of
2004. John D. Negroponte became the first Director of National Intelligence
(Whitehouse 2004a; Gaouette and Curtius 2005: Al8; Tyson 2006: All;
USinfo.state 2006b; Jervis 2006: 3—-52).

Despite promising advances in research and development of biological (and
chemical) detectors and in public health capacity (Casagrande 2002: 59—63;
Koch 2006: 28; Brief Report 2005: 549-50), scepticism about the capacity and
effectiveness of defensive measures remains pervasive. Doubts about the
ability of the USA to detect and respond to the many potential forms of a
chemical or biological attack (Miller 2004: A17; Kaufman 2005: AS), or about
the inadequacy of critical infrastructure protection (Flynn 2004a: 20-33; Flynn
2004b) or about the effectiveness of the measures undertaken (Ervin 2006)
recur.

Defensive measures perforce come at a considerable price, especially in a
liberal democratic society that thrives on a largely laissez-faire economy,
freedom of movement of goods and peoples, and has open borders to facilitate
trade and commerce. Spending on security whether by federal or state authorities,
or by private enterprise (and incentives for the latter may be variable at best)
(Flynn 2004a: 27-9), can only reduce but never eliminate elements of risk, and so
the Bush administration always envisaged waging the war on terror or the ‘long
war’ (as it became known) on the offensive. The pre-emptive wars and regime
change practised in Afghanistan and Iraq were part of a deliberate policy, as
President Bush acknowledged, to ‘engage ... enemies in these countries and
around the world so we do not have to face them here at home’ (Whitehouse
2004a; Whitehouse 2006). As ever, Vice-President Dick Cheney summarised this
point neatly. Prior to 9/11, he argued terror attacks against Americans were
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treated as isolated incidents, and answered, if at all — on an ad hoc basis — largely
‘as criminal acts, to be handled primarily through law enforcement’. However the
current terrorist enemy, who seeks ‘weapons of mass destruction, to blackmail
and murder on a massive scale’ holds:

no territory, defends no population, hides among the innocent and seeks
their death by the thousands. Such as adversary cannot be deterred, con-
tained, appeased, or negotiated with. Nor can we hope that defensive actions
are enough to protect our country. Wars are not won on the defensive. To
fully and finally remove this danger, we have only one option — and that’s to
take the fight to the enemy.

(Whitehouse 2004b)

Debates over the rectitude of the pre-emptive war and regime change, and the
mismanagement of the Afghan and Iraqi occupations (Mearsheimer and Walt
2003: 50-9; Diamond 2004: 34-56; Dunn 2006: 1-29) reopened issues that
were momentarily stifled in the aftermath of 9/11. After the invasion of
Afghanistan, reporters found documents and computer files confirming Al
Qaeda’s interest in developing chemical and biological weapons, some glass-
ware and chemical reagents at an Al Qaeda training camp, and a video showing
tests of a toxic agent on a dog. General Tommy Franks claimed that this evid-
ence demonstrated ‘that Al Qaeda had a desire to weaponize [a] chemical and
biological capability, but we have not yet found evidence that indicates that they
were able to do so’ (Shanker 2002: Al, A16; Miller 2002: Al, A8; WMD
Report 2005: 270-1). These findings, as President Bush’s WMD Commission
confirmed, only revealed how little US intelligence knew about Al Qaeda, espe-
cially the scarcity of information from human intelligence sources (WMD
Report 2005: 273-4, 276). Similar failings recurred in the case of Iraq: “We were
almost all wrong’, admitted Dr David Kay, the former head of the Iraq Survey
Group (ISG), with reference to the pre-war assessments of Saddam’s NBC pro-
grammes and capabilities. The ISG found that Iraq had abandoned its WMD
programmes since the mid-1990s, was neither producing nor weaponising stocks
of chemical and biological weapons, and had not engaged in any WMD-sharing
with Al Qaeda (Kay 2004).

All the many failings of allied intelligence — poor human intelligence collection
operations, dependence on unreliable single sources of information, over-reliance
on ambiguous imagery indicators and chronic failures of analysis, reflecting the
dominance of preconceived assumptions, a discounting of alternative explana-
tions, a lack of critical thinking and the prevalence of conventional wisdom — have
been examined extensively (WMD Report 2005: 65, 71, 110, 130, 157, 162; Jervis
2006: 14-33; Russell 2005: 466-85; Blix 2004: 2604, 278-9, 284-5; US Senate
Select Committee 2004; Review of Intelligence 2004).

They fed the critique of the strategy and policies pursued by the Bush
administration, reinforced the scepticism of WMD terrorism (despite the find-
ings in Afghanistan) and revived claims that a package of policies, including
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multilateral arms control might serve US interests more effectively than one
largely unilateralist in conception and highly militarised.

The critics comprised three broad schools of thought, overlapping in part, but
all sceptical in their own way of the official response to the threat posed by ter-
rorists armed with WMD. Gregg Easterbrook questioned whether chemical or
biological weapons in light of their historic usage and the botched efforts of
Aum Shinrikyo really constituted weapons of mass destruction. Milton Leiten-
berg agreed that the threat of bioterrorism has been ‘systematically and deliber-
ately exaggerated’ in the decade since the Aum revelations, and that resources
invested in ‘Bioshield’ should be diverted to procuring vaccines against pan-
demic flu strains. The US government, he asserted, should make ‘every effort to
strengthen the Biological Weapons Convention’ (Easterbrook 2002: 22-5; Leit-
enberg 2005: 88, 90; Carr 2006: 270-1). Another group focused upon the gulf
between Al Qaeda’s professed interest in, and willingness to use, unconven-
tional weapons and their apparent inability to do so. In analysing the rarity of
terrorism employing chemical or biological weapons, John Parachini reflected
upon the difficulty of obtaining materials and of designing effective means of
delivery, the tactical flexibility of terrorists who have demonstrated an interest
in, but not any obsession with, WMD, and the problems that WMD might pose
for terrorists in maintaining group cohesion and political and financial support
(Parachini 2003: 37-50; Stevenson 2004: 33, 99). Finally, some commentators
maintained that the terrorist WMD threat has been overstated, and that a dispro-
portionate and heavily militarised response, as launched in the wake of 9/11 and
foreshadowed for the future in the US Department of Defense Quadrennial
Defense Review (2006), was unwise. Resources devoted to bioterror defence,
argued 758 microbiologists, could be better spent on public health programmes
of higher importance, a priority challenged by Tara O’Toole, director of the
Center for Biosecurity, Pittsburgh Medical Center: ‘It is true’, she claimed, ‘that
pandemic flu is important and we’re not doing nearly enough, but I don’t think
pandemic flu could take down the United States of America. A campaign of
moderate biological attacks could’. (Washington Post 2005: A20; Warrick
2006a: pp. Al, A7).

Critics rarely doubted that the military, especially special forces, had an
important role to play in counterterrorism but they claimed that excessive
reliance on the military option had proved counter-productive politically, ratio-
nalizing the ‘defensive jihad’ proclaimed by bin Laden (Gunaratna 2005: 14-23;
Kucera 2006; Stevenson 2006: 37-54). The risks posed by terrorism, argued
Clarke and Mueller, should be placed in perspective, and traditional counterter-
rorist measures, involving protection, penetration of terrorist networks to gain
intelligence and efforts to separate terrorists from their bases of political support,
should take precedence in operational terms (Clarke 2005: 59-68; Mueller 2005:
487-505).

Like Leitenberg, and other arms controllers, Hans Blix seized the opportunity
to revive the case for enhancing multilateral arms agreements. Thwarted by
Bush and Blair in Iraq, he lauded multilateral and legal agreements as a
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means of restoring ‘a great deal of stability and predictability’. Despite admit-
ting that Iraq and North Korea had evaded and exploited existing agreements, he
defended ‘relatively inexpensive independent international inspection’ as more
‘reliable’ than national intelligence agencies (Blix 2004: 292-4).> By reviving
these claims, Blix was harking back to the pre-9/11 era, when arms controllers
contended that multilateral agreements could provide obstacles to proliferation
and terrorist acquisition. By establishing international norms, buttressed by
national legislation, the CWC would purportedly outlaw ‘possession of CW both
by states and by their nationals’ (Gee 1996: 203—4; Pearson 1996: 210-12). If
such an option is still less feasible for the BTWC, following the debacle over the
protocol, committed supporters advocated promoting the universality and
national implementation of the regime, coupled with additional transparency and
confidence-building measures, all to boost the Convention as a disarmament
treaty (Sims 2006; Isla and Hunger 2006).

The Bush administration could doubtless endorse these aspirations. Despite
its doubts about the declarations of some states parties, and a reluctance to
employ challenge inspections, it has been actively involved in the development
of the CWC. In addressing the first review conference of the CWC on 28 April
2003, Stephen G. Rademaker declared that the US government ‘has utilized the
consultative provisions of Article IX on numerous occasions to address ... com-
pliance concerns, often with great success’ (Rademaker 2003: US State Depart-
ment 2005).

It was also committed to a chemical demilitarisation programme, whose total
costs could exceed $32 billion, quite apart from over $9 billion invested in the
Co-operative Threat Reduction Programme by 2005 (Javits 20006).

However, Paula A. De Sutter, Assistant Secretary for Verification and Com-
pliance, State Department, doused any supposition that a second-term Bush
administration, chastened by events in Iraq, might revise its assessment of inter-
national organisations. In a series of speeches, she dubbed ‘international organi-
zations such as the OPCW ... as useful fora for sharing information, for sharing
judgements and for deliberating response options’, but, unlike the states parties,
they do not make final compliance judgements. ‘It is a common misperception’,
she argued:

that a combination of international data declarations, international coopera-
tive measures (including technical measures) and on-site inspection regimes
by themselves will be sufficient to detect noncompliance ... . However,
inspections provide information according to the agreed access and collec-
tion capabilities ... and only provide such information as is available at the
specific time and place of the inspection ... . Time and again, determined
cheaters have proven capable of evading arms inspectors.

(DeSutter 2004; 2005)

Similarly the massive investment in US bio-defence, including the construction
of the $128 million, 160,000 square-foot National Biodefense Analysis and
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Countermeasures Center at Fort Detrick, Maryland, will continue despite the
claims of some arms controllers that this research contravenes the BTWC
treaty. Of particular importance will be its study of the risks posed by emerging
technologies, such as new DNA synthesising techniques that may create geneti-
cally altered or artificial viruses made from non-living parts. As Penrose
Albright, the former Homeland Security assistant secretary observed, ‘how can
I go to the people of this country and say, “I can’t do this important research
because some arms control advocate told me I can’t”?” (Warrick 2006b).

Of course US policy could change in the wake of the Bush administration but
a return to pre-9/11 assumptions about the value of multilateral agreements
seems unlikely. Whatever its political complexion, the post-Bush administration
will wish to reassure its domestic audience over the robustness of its counterter-
ror policies, to work with Congress, which has hardly evinced much enthusiasm
for international agreements since its non-ratification of the Comprehensive Test
Ban Treaty, and to carry industrial support (including the biotechnology indus-
tries which, unlike their chemical counterparts, never supported an inspection
regime) (Bailey 2002:19). Any return, even partially, towards the use of conven-
tions as part of a package of diplomatic (and military) tools in the new security
environment could only work not as a ‘web of deterrence’ (Pearson 1993:
145-62) (as terrorists, with a few exceptions, are difficult to deter) but as a web
of action, committed to respond whenever evidence of terrorist outrages,
planned or perpetrated, occurred.*

Whether this is possible after the recurrent divisions within the Security
Council may seem doubtful, both politically and technically. Determining the
source of a CBW incident, recourse to agricultural terrorism or the release of a
poisonous cloud from a chemical plant could prove demanding. Sustaining inter-
national cooperation may also be problematical over the course of a ‘long war’,
possibly spanning several decades, especially as the array of ‘micro’ terrorist
organisations appears to be growing in number (including over 30 affiliated to
Al Qaeda since the attacks of 9/11) (Shanker 2006: 18; Coughlin 2006: 10).
CBW usage may seem increasingly possible not only on account of Al Qaeda’s
declared intentions (Maples 2006; ISP/NSC 2005), its use of a microbiologist,
Abdur Rauf, and its experiments to develop dispersal systems (notably, the
‘mubtakkar’ device intended to spray hydrogen cyanide within a confined area)
(Suskind 2006; Warrick, 2006¢: Al; Gendar and Maek 2006; Waterman 2006)
but also as the organisational and technological obstacles are unlikely to endure
indefinitely. In evaluating this likelihood (2 February 2006), John D. Negro-
ponte, as Director of National Intelligence, reported that nearly 40 terrorist
organisations, insurgencies or cults had used, possessed or expressed an interest
in chemical, biological, radiological or nuclear (CBRN) agents or weapons. He
anticipated thereby the judgement of the National Intelligence Estimate (April
2006) — that ‘CBRN capabilities will continue to be sought by jihadist groups’ —
but still regarded a conventional attack as ‘the most probable scenario’. He reck-
oned, nonetheless, that many terrorist groups ‘are capable of conducting simple,
small-scale attacks, such as poisonings, or using improvised chemical devices’
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(Negroponte 2006; Odni 2006). Henry Crumpton, when Special Coordinator of
Counterterrorism, State Department, was even more emphatic (Jacoby 2005;
Smithson 2006: 11-18):

I rate the probability of terror groups using WMD (to attack Western
targets) as very high. It is simply a question of time. And it is not just the
nuclear threat that bothers me ... . If you look at a worst-case scenario for a
biological attack, it would be difficult to determine whether or not it was a
terrorist attack, and it would be far more difficult to contain.

(Coughlin 2006: 10)

Nor is it the case that any such attack in the future would necessarily be intended
to inflict massive civilian casualties — a scale of loss and disruption that might
galvanise international support for the victim state. The despatch of five letters
containing anthrax spores in the United States (October 2001) provoked public
anxiety across the country and tied up critical resources in the emergency, health
and law-enforcement agencies to deal with this event and the subsequent hoaxes
(Zanders 2003: 683—4). Were the terrorists able to use genetically engineered
microbes or viruses, they could bypass bio-defences designed to detect and
counter traditional agents. Mooted by Joshua Lederberg as early as 1970, this
misuse of genetic engineering aroused intense debate in the 1980s. If such usage
seemed unlikely to produce novel BW agents with greater potency than naturally
occurring agents, genetic engineering might facilitate, as the Office of Techno-
logy Assessment argued, the modification of ‘standard agents to make them more
stable during dissemination or more difficult to detect or defend against’ (Office
of Technology Assessment 1993: 114-17; Lederberg 1971: 195-7).° The JASON
study by several American scientists in 1997 agreed that bacteria and viruses
could be engineered to imbue them ‘with such “desirable” attributes as safer han-
dling, increased virulence, improved ability to target the host, greater difficulty of
detection and easier distribution’ (Block 2001: 8). More recently scientists, who
have created live, artificial viruses or discovered how to preserve the potency of
botulinum toxin, have warned that their findings could be misused for the pur-
poses of bioterrorism (Warrick 2006a: A1; Canon 2005).

Such developments may not be inevitable. As Charles E. Allen, chief intelli-
gence officer of the Department of Homeland Security, observed, ‘Just because
the technology is available does not mean terrorists can or will use it’, but he
conceded that small groups or even an ‘individual with training in the bio-
sciences’ might use small-scale production facilities to make a crude but effect-
ive biological weapon (Allen 2006). Applying the techniques of genetic
modification to produce a more sophisticated weapon would probably require —
at present — the resources of a state-level BW programme. Hence British
government claims that:

The development of a sophisticated BW capability using genetic modification
techniques requires a high level of expertise, experience and equipment — a
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level which has been attained by few countries. In practice, the deliberate
release of ‘classical agents’, possibly with some features enhanced by genetic
modification, currently remains a more likely threat than novel agents or
novel concepts of agent/host interaction.

(Secretary of State 2002: 8)

Over the several decades envisaged for the ‘long war’ many developments may
or may not occur. Using a ‘generation’ as her time frame, Dame Eliza Manning-
ham-Buller, the director-general of MI5, warned on 9 November 2006, that
‘today we see the use of home-made explosive devices. Tomorrow’s threat may,
and I suggest will, include the use of chemical, bacteriological agents, radio-
active materials and even nuclear technology’ (Evans 2006: 1-2). This possibil-
ity and its potential impact (which could range across a spectrum of causing
panic and disruption to inflicting mass casualties and significant political/eco-
nomic costs) place a premium upon bio-security. Bolstering international legal
norms whether inside or outside existing conventions seems necessary, includ-
ing enhanced bio-security laws to license facilities that transfer, possess or use
human, animal or plant pathogens. In addition, codes of conduct could be
developed for biologists and biotechnologists to enhance awareness of how
work in the life sciences might be misused in contravention of the BTWC and,
increasingly, of national legislation (Pearson 2006: 21). Finally, in view of the
massive expansion of US laboratories handling anthrax (over 100, involving
7,200 scientists and technicians in October 2006, compared with about a dozen
before October 2001), and the adverse reports upon bio-safety procedures within
laboratories in 16 Asian countries (Associated Press 2006; Genengnews 2006),
procedural training could be enhanced in certain facilities to reduce the likeli-
hood of accidental contamination. As national regulations on such issues vary
considerably, Grotto and Tucker argue that a global approach would be prefer-
able lest terrorists seek to acquire pathogens and/or dual use production tech-
niques by exploiting gaps in an ‘uneven patchwork of national regulations’.
They claim that only the agreement of the United States and other leading coun-
tries upon a set of specific bio-security measures will offer incentives and
inducements to all UN members to fulfil their obligations under Security
Council Resolution 1540 (April 2004) (Grotto and Tucker 2006: 11; Smithson
2004-05: 165-78).

At the opening of the Sixth Review Conference of the Biological and Toxin
Weapons Convention in Geneva (20 November 2006), US Assistant Secretary of
State John C. Rood confirmed that the US government had a continuing interest
in enhanced bio-security as well as disease surveillance, national enforcement
legislation and greater oversight of research laboratories. He attracted more atten-
tion, though, by reaffirming US compliance concerns about the alleged BW activ-
ities of North Korea, Iran and Syria in view of ‘their support for terrorism’. Rood
asserted that Iran ‘probably has an offensive biological weapons program in vio-
lation of the BWC’, that North Korea ‘has a biological warfare capability and
may have developed, produced, and weaponized for use biological weapons’ and
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that Syria, ‘a signatory but not a party to the BWC — has conducted research and
development for an offensive BW program’. He also revealed that ‘since the last
review conference, the United States has engaged several states through diplo-
matic channels on issues of possible non-compliance with Article 1 and other
BWC obligations’ (Rood 2006a). When challenged at a subsequent press confer-
ence about the inability to verify compliance issues without a protocol, he reiter-
ated that the United States did not ‘see a regime that would be effective in that
area’ (Rood 2006b; The Economist 2006: 72-3).

So the prospects for concerted international action are hardly encouraging,
whether measured in compliance with multilateral conventions, the endorsement
of counter-proliferation initiatives or the lack of political accord during the war
on terror. Claims that a consensus in favour of pre-emptive war is now emerging
seem rather far-fetched in view of the dwindling international coalition in Iraq.
There may be more support for crisis intervention, peacekeeping, humanitarian
aid and nation building (Dombrowski and Payne 2006: 115-36).” But relying on
this level of response or, more generally, upon a legalistic/regulatory approach
may not yield the desired results. Coalitions of the willing have proved fragile
since 9/11 and regulations can be evaded. Ultimately concerted action or the
implementation of laws, norms and conventions depends upon political will and,
if that proves lacking, then a unilateralist response, especially from the United
States if its citizens were the victims, must remain all too likely.

Notes

1 One of the more famous incidents occurred in September 1984 when the Rajneesh cult
used salmonella to poison local residents in Oregon (Miller ez al. 2001: Chapter 1).

2 On the value and limitations of legislation in this area, see Walker (2005: 175-200).

For the argument that this capacity should be reserved for ‘special cases for which the

Security Council gives a mandate’, see Taylor (2004).

4 The empirical evidence in favour of deterring terrorists is extremely small, largely
focused on local terrorists with very specific aims, and, in the case of the Israeli—
Hizbollah disengagement agreement of the mid-1990s, not very encouraging (Trager:
and Zagorcheva 2005/06: 103).

5 For a synthesis of the debates in the 1980s, see Spiers (1989).

6 Article 1 of the Convention requires that state parties should never develop, produce,
stockpile or otherwise acquire or retain microbial or other biological agents or toxins
and any weapons, equipment or other means of delivering such agents.

7 Compared with the coalition of 40 states supporting Operation Iraqi Freedom in 2003,
only 28 states deployed peacekeeping forces in Iraq by 2006 (IISS 2003: 152; IISS
2006: 166; Franks 2006: 346-8).
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4 The Chemical Weapons
Convention and the Biological
Weapons Convention

Confronting the threat of international
terrorism

Daniel Feakes

Introduction

Both the 1972 Biological Weapons Convention (BWC) and the 1993 Chemical
Weapons Convention (CWC) are multilateral treaties negotiated between states.
In many respects, both are products of the period in which they were negotiated,
namely the Cold War, and the context in which they were negotiated strongly
influenced their design. For example, the overwhelming threat in the minds of
negotiators at the time was the possibility of armed confrontation between the
superpowers and their allies and the use of chemical or biological weapons (CB
weapons) in such a confrontation. International terrorism emerged as a major
issue during the 1970s (and after the BWC had been concluded) but it was not
until the mid-1990s that terrorists demonstrated a willingness to inflict mass
casualties and an interest in CB weapons. While the precise reasons for the
negotiation and conclusion of both treaties were different, the underlying
purpose of both is to strengthen the existing taboo against the use of such
weapons in warfare and to ensure that states that possess such weapons destroy
them. Particularly in the case of the CWC negotiations, the focus of the negotia-
tors was on ‘militarily significant’ quantities of chemical agent, i.e. those the use
of which could change the course of events on the battlefield. Other reasons,
such as preventing the proliferation of CB weapons to states that did not possess
them, and preventing the acquisition of CB weapons by sub-state actors such as
terrorists were either secondary priorities or, as appears to be the case with ter-
rorism, were not expressed at all. Clearly, things have changed since but, as
negotiated, neither the BWC nor the CWC were designed to address a threat
from international terrorists.

Today, the situation with regard to the perceived threat has in some respects
been reversed. The end of the superpower rivalry, the disarmament of some coun-
tries (either voluntarily as with Libya or coercively as with Iraq) and the imple-
mentation of the CWC means that the problem of militarily significant stockpiles
has largely been addressed, or at least limited to a ‘small and stable’ set of coun-
tries, with a low likelihood that CB weapons would actually be used in conflict
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between states. Simultaneously however, and particularly since the terrorist
attacks in 2001 on the USA and the mailing of Bacillus anthracis (anthrax)
spores by an unidentified culprit soon after, the increased perception of a threat
from international terrorism means that attention is now focused on small quanti-
ties of chemical or biological agents and the acquisition and use of them by non-
state groups or individuals for the purposes of inflicting terror upon civilian
populations. However, neither the BWC nor the CWC were designed or equipped
to address this threat. This is not to say that either treaty is irrelevant in the face
of this threat, but it is to acknowledge that the BWC and CWC should not be seen
as the answer to the threat posed by terrorists acquiring CB weapons. It is also
not a case of simply changing either treaty to reflect new threats. Each treaty is
essentially a package of compromises between different, often competing,
national interests and to attempt to unpick those deals now risks unravelling the
whole package. In addition, the procedure for amending both treaties is cumber-
some and time consuming. Instead, as this chapter will show, adjustments have
been made at the level of the implementation of both treaties and, in addition,
initiatives have been undertaken outside the framework of either treaty that are in
some cases designed to fill perceived ‘gaps’ in the existing regime.

In the long run, whether any of these instruments, be it treaties or other types
of cooperation, on their own can prevent terrorists acquiring and using CB
weapons is questionable. However, efforts need to be continued and questions
need to be asked of some current counterterrorist efforts that could actually be
increasing the likelihood of a terrorist attack. And if such an attack was to take
place what would be its implications? Looking back, the use of CB weapons by
the Japanese Aum Shinrikyo group in the 1990s did not lead to the widespread
acquisition and use of CB weapons by other terrorist groups. Admittedly, times
have changed since then, but small-scale or one-off attacks with CB weapons by
terrorists are not likely to alter dramatically current thinking. Things would be
different however, if CB weapons were to be assimilated into the tactics and
techniques of particular groups and their use became part of their ‘behavioural
repertoires’. Preventing that would seem to call for a focus on those things that
uphold the norm against CB weapons (such as the BWC and CWC), as well as
on more direct counterterrorism tools.

The origins and design of the BWC and CWC

A shared ancestry

Although the conclusion of the negotiations on each treaty was separated by 20
years, the BWC and CWC share many elements. This ranges from specific items
like the use in both treaties of a ‘general purpose criterion’ ensuring that the pro-
hibitions in the treaties are applied broadly and allowing them to keep pace with
advances in science and technology, to the organic way in which provisions
from the BWC were incorporated, with modifications, into the CWC (and into
intermediate and subsequent arms control treaties). Both are products of the
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United Nations’ disarmament machinery, principally the Conference on
Disarmament (and its predecessors) and the First Committee of the General
Assembly. And both treaties can trace their ancestry back to the 1925 Geneva
Protocol that is itself rooted in earlier agreements such as those from The Hague
peace conferences of 1899 and 1907. This common heritage is expressed in the
preambles to both treaties; both refer to the ultimate goal of ‘general and com-
plete disarmament’, and both refer to the UN Charter and the Geneva Protocol.
Most directly however, Article IX of the BWC requires states to ‘continue nego-
tiations in good faith with a view to reaching early agreement’ on a chemical
weapons ban and reference is made to this article in the preamble to the CWC.
The BWC and CWC evolved as constituent parts of what Walker has
described as an ‘international WMD order’ (2004). Over the years, states have
developed a generic approach to dealing with WMD based, in part, on concepts
such as arms control and verification. This approach emphasises consensus-
based multilateral treaty negotiation between states, oversight by an inter-
national organisation and referral of state violators to the United Nations
Security Council. Walker refers to these as the ‘constitutional’ elements of the
WMD order by which restraint among states was entrenched through ‘agree-
ments on norms, rules, institutions and practices, which would guide their
behaviour’ (2004: 12). Ikenberry notes how this constitutional order was ‘organ-
ised around agreed-upon legal and political institutions that operated to allocate
rights and limit the exercise of power’ (2001: 29). A distinct field of inter-
national law has developed in which one international agreement borrows ele-
ments from another so that treaty provisions are similar whether dealing with
nuclear, biological or chemical weapons. This can be seen in the many simil-
arities among the provisions of the 1968 Nuclear Non-Proliferation Treaty
(NPT) and its descendants, among them the BWC and CWC. This organic
growth with later treaties borrowing from earlier ones has been termed the
‘Geneva process’ by one former participant after the location of the Conference
on Disarmament in which the treaties have all been negotiated. The ‘Geneva
process’ involves ‘formal multilateral negotiations by governments of legally
binding agreements with inputs from NGOs and others’ (Moodie 2004: 46).
Within this international WMD order, states are the key actors, indeed they
are often the only actor acknowledged as having any rights or responsibilities:
‘From 1899 until the end of the Cold War, WMD policy concentrated almost
exclusively on WMD in the hands of states operating under the influence of
the anarchical structure and dynamics of the international system’ (Fidler
2004: 64). It is states that are the recipients of obligations under the BWC and
CWC and it is only states that can be sanctioned as violators of either treaty.
For example, the preamble to the BWC expressly refers to ‘the importance and
urgency of eliminating from the arsenals of States, through effective measures,
such dangerous weapons of mass destruction as those using chemical or bacte-
riological (biological) agents’. Consideration of WMD during the Cold War
took place within what de Larrinaga and Turunne Sjolander term a ‘state
security discourse’ in which the state possesses a monopoly on the use of force
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as ‘necessary’ to the preservation of the state, and the possibility of their
removal from national arsenals is seen as a threat to the state (1998: 370).
Therefore, any discussion or negotiation about the abandonment of a particular
weapon is a matter of national security and is the preserve of state institutions.
From the perspective of civil society, Carroll wrote that the international
consideration of WMD disarmament took place within ‘a world view where
states are perceived to be the primary agent for analysis and action’ (Carroll
2002: 23). The contrast with the situation today is starkly made in the follow-
ing extract:

Aum Shinrikyo broke the monopoly that the nation-state has previously
held over the most powerful means of organized violence ... Indeed, the
diffusion of mass destructive power to sub-national groups undermines the
ability of the nation-state to protect the security of its citizens — the funda-
mental source of its political legitimacy.

(Tucker 1996: 175)

Relevant provisions of the BWC and CWC

As products of the Cold War, the BWC and CWC must be seen in that context;
they were intended to contribute towards greater reassurance between East and
West and to lessen the impact of conflict between the blocs if it did break out.
The preamble of the BWC refers to its contribution to the ‘strengthening of confi-
dence between peoples and the general improvement of the international atmo-
sphere’. Both treaties, although negotiated within a multilateral setting (i.e. the
Eighteen Nation Disarmament Committee for the BWC, and its successor, the
Conference on Disarmament, for the CWC), were therefore strongly influenced
by bilateral discussions between the USA and the USSR. Indeed, many of the
general provisions of the CWC date from bilateral discussions between the super-
powers in the 1970s (Kenyon 2006: 1-3). However, both treaties did also look
back to their shared ancestry with references to the Geneva Protocol and both
also contained longer-term ambitions, which made it clear that the Cold War was
not a precondition for their survival. For example, the preamble to the CWC
declares that states parties are ‘determined for the sake of all mankind, to exclude
completely the possibility of the use of chemical weapons, through the imple-
mentation of the provisions of this Convention’. The preamble of the BWC
includes almost identical wording, to which is added ‘convinced that such use
would be repugnant to the conscience of mankind and that no effort should be
spared to minimize this risk’. In addition, both treaties include provisions offering
a degree of ‘future-proofing’: general purpose criteria that ensure the
comprehensive nature of the prohibitions of each treaty; the convening of confer-
ences of states parties to review the operation of the treaties and to take into
account any relevant scientific and technological developments; and, in the case
of the CWC, a Scientific Advisory Board to offer specialised advice. As a former
deputy director-general of the Organization for the Prohibition of Chemical
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Weapons (OPCW) states: ‘The organs of the OPCW will be able to consider the
effectiveness of the convention and adapt it to new needs’ (Gee 1996: 203-204).
But the clearest expression of the long-term nature of the BWC and CWC was
that, unlike the NPT originally, both treaties stated specifically that they were of
unlimited duration.

The BWC spells out its primary objectives in its first three articles:

Article I
Each State Party to this Convention undertakes never in any circumstance to
develop, produce, stockpile or otherwise acquire or retain:

1 Microbial or other biological agents, or toxins whatever their origin or
method of production, of types and in quantities that have no justifica-
tion for prophylactic, protective or other peaceful purposes;

2 Weapons, equipment or means of delivery designed to use such agents
or toxins for hostile purposes or in armed conflict.

Article II

Each State Party to this Convention undertakes to destroy, or to divert to
peaceful purposes, as soon as possible but not later than nine months after
the entry into force of the Convention, all agents, toxins, weapons, equip-
ment and means of delivery specified in Article I of the Convention, which
are in its possession or under its jurisdiction or control.

Article IIT

Each State Party to this Convention undertakes not to transfer to any recipi-
ent whatsoever, directly or indirectly, and not in any way to assist, encour-
age, or induce any State, group of States or international organizations to
manufacture or otherwise acquire any of the agents, toxins, weapons, equip-
ment or means of delivery specified in Article I of the Convention.

The CWC lists its main objectives in Article I:

1 Each State Party to this Convention undertakes never under any circum-
stances:

a  To develop, produce, otherwise acquire, stockpile or retain chemical

weapons, or transfer, directly or indirectly, chemical weapons to anyone;

To use chemical weapons;

To engage in any military preparations to use chemical weapons;

d To assist, encourage or induce, in any way, anyone to engage in any
activity prohibited to a State Party under this Convention.

o o

2 Each State Party undertakes to destroy chemical weapons it owns or pos-
sesses, or that are located in any place under its jurisdiction or control, in
accordance with the provisions of this Convention.
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3 Each State Party undertakes to destroy all chemical weapons it abandoned
on the territory of another State Party, in accordance with the provisions of
this Convention.

4  Each State Party undertakes to destroy any chemical weapons production
facilities it owns or possesses, or that are located in any place under
its jurisdiction or control, in accordance with the provisions of this
Convention.

5 Each State Party undertakes not to use riot control agents as a method of
warfare.

As can be seen from the above, all of these obligations fall onto the shoulders of
the states party to each treaty. During the Cold War when both treaties were
negotiated, the primary threat in the minds of the negotiators was the possession
and use of CB weapons by states in military conflicts between each other. At the
time that it was negotiated, it was not possible for verification measures to be
incorporated into the BWC so it addresses this threat simply and without much
detail in the disarmament and non-transfer obligations of Articles II and IIL."' In
contrast, the CWC was negotiated with an extremely detailed and complex veri-
fication system. In its Articles III and VI it requires states parties to submit dec-
larations of military and civilian facilities of relevance to the Convention.
Articles IV and V require the destruction of chemical weapons and related facili-
ties within certain periods and obliges states parties to allow inspectors to verify
that destruction takes place. Article VI additionally requires states parties to
allow on-site verification of certain industrial facilities under their jurisdiction.
Detailed procedures for on-site verification of the destruction and non-
production of chemical weapons are provided in the treaty’s Verification Annex.
Although the CWC applies to all toxic chemicals and precursors by virtue of its
general purpose criterion, international verification is limited to three lists or
‘schedules’ of chemicals contained in the treaty’s Annex on Chemicals. The
inclusion of a particular chemical on one of the three schedules was the result of
long and detailed negotiations, often more political than technical, but the
guiding principle was to include chemicals that had been weaponised by states,
while at the same time avoiding imposing intolerable burdens on legitimate
chemical industry.

While the above demonstrates that the BWC and CWC are primarily agree-
ments between states aimed at restraining the behaviour of states, it would be
misleading to give the impression that neither treaty refers at all to sub-state
groups or individuals. Indeed, Article III of the BWC prohibits transfers ‘to any
recipient whatsoever’ and states parties have, since the Second BWC Review Con-
ference in 1986, affirmed that this covers recipients ‘at the international, national
or sub-national level’. In addition, Article IV of the BWC requires its states parties
to ‘take any necessary measures to prohibit and prevent the development, produc-
tion, stockpiling, acquisition or retention of the agents, toxins, weapons, equip-
ment and means of delivery specified in Article I of the Convention’. It is this
article that requires states parties to enact legislation to implement the Convention
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nationally by taking any necessary legislative and administrative measures to
ensure that its prohibitions are enforced (Dunworth et al. 2006: 94). In a similar
fashion, states parties to the CWC are prohibited from transferring chemical
weapons to ‘anyone’ and from assisting, encouraging or inducing ‘anyone’ to
engage in prohibited activities. Furthermore, like the BWC, the CWC also requires
states parties to adopt the necessary measures to implement its prohibitions nation-
ally. Article VI obliges states parties to implement the general purpose criterion
nationally by requiring them to:

adopt the necessary measures to ensure that toxic chemicals and their pre-
cursors are only developed, produced, otherwise acquired, retained, trans-
ferred, or used within its territory or in any other place under its jurisdiction
or control for purposes not prohibited under this Convention.

Most specifically however, Article VII of the CWC requires states parties to:

prohibit natural and legal persons anywhere on its territory or in any other
place under its jurisdiction as recognized by international law from under-
taking any activity prohibited to a State Party under this Convention,
including enacting penal legislation with respect to such activity.

Article VII also goes on to require states parties to extend such penal legislation
to cover prohibited activities committed by its nationals when abroad.

There are further references in each treaty that are not directly related to the
activities solely of states. Article VII of the BWC requires each state party:

to provide or support assistance, in accordance with the United Nations
Charter, to any Party to the Convention which so requests, if the Security
Council decides that such Party has been exposed to danger as a result of
violation of the Convention.

While legally this article only relates to states, as strictly only a state can violate
the Convention, as will be seen below the Sixth BWC Review Conference
acknowledged the willingness of states parties to act in response to the use of
biological weapons ‘by anyone other than States Parties’. The CWC is more
explicit in this regard. Under its Article X, states parties can request expert
advice and assistance from the OPCW Technical Secretariat on developing and
improving national capabilities to protect against chemical weapons. In addition,
states parties can also request assistance and protection from the OPCW if they
consider that chemical weapons have been used against them, or if they have
been threatened with the use of chemical weapons. Unlike the BWC, Article X
of the CWC does not state that the chemical weapons have to have been used by
another state (Mashhadi 2001: 24-27). As will be see below, the OPCW has
been active in providing expertise and assistance to states parties that request it,
both in terms of threats from states and from other actors.
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As designed and negotiated then, the BWC and CWC were not intended to
address the problem of CB terrorism. For example, in his contribution to the
First CWC Review Conference, the OPCW director-general stated that ‘the
amounts of toxic or precursor chemicals that are regulated under the Convention
are well above the quantities relevant for terrorist activities” (OPCW 2003a: 14).
As Kadlec, Zelicoff and Vrtis point out ‘the BWC was originally drafted to
formalize the obligations between nations’ (1997: 351-356). Similarly, Smith
states that ‘the CWC is not principally focused on terrorist activities, but rather
on the behavior of states’ (1995: 176—178). However, the final paragraphs above
should have demonstrated that both treaties do include provisions establishing a
foundation upon which a contribution to the prevention of CB terrorism can
be built. This is amply demonstrated in the ‘Report on the Response to Threats
of Terrorist Use of Weapons of Mass Destruction’ issued by the White House
in February 1997:

Although the CWC was not designed to prevent chemical terrorism, certain
aspects of the Convention, including its implementing legislation and non-
proliferation provisions, will augment existing law enforcement efforts to
fight chemical terrorism. Implementing legislation required by the CWC
will strengthen legal authority to investigate and prosecute violations of the
treaty and raise the level of public alertness to the threat and illegality of
chemical weapons.

The same argument is also made by Smith, who states that ‘many of the Con-
vention’s provisions ... are also likely to be very useful tools for preventing the
use or threat of use of chemical weapons by sub-state entities’ (1995: 176-178).
Smith identifies a number of such tools: the requirement on states to enact laws
criminalising the production of, or attempted production of, chemical weapons;
the obligation on states to control the production of chemical weapons; the alert-
ing of chemical industries to the danger that their products may be misused; the
creation of national and international agencies that can serve as resources in the
fight against terrorism; the discouragement of states from assisting or protecting
chemical terrorists; the provision of assistance to states that are the victims of
actual or threatened chemical terrorist attacks; the elimination of national stock-
piles of chemical weapons that might otherwise fall into the hands of terrorists;
and the CWC as a forum for discussing chemical terrorism-related problems.
The third part of this chapter will illustrate that many of these tools have indeed
been put to use since 11 September 2001 (‘9/117).

The changing perception of the threat

Writing in the mid-1990s, prior to the Aum Shinrikyo attack with chemical
weapons in Tokyo, Ron Purver of the Canadian Security Intelligence Service
pointed out that ‘most of the literature on possible terrorist use of weapons of mass
destruction has focused on so-called “nuclear terrorism”’. As Purver observed,
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entire books had been written on the subject? and the USA had established Nuclear
Emergency Search Teams to counter threats or acts of nuclear terrorism (Purver
1995: 2). In contrast, according to Purver there was only a ‘small body of profes-
sional literature on the subject of chemical-biological terrorism’. In fact, neither
CB terrorism nor nuclear terrorism were particularly high on any agenda through-
out the 1970s, 1980s and early 1990s. This is in stark contrast to the situation in
the early years of the twenty-first century. In his first State of the Union address
since 9/11, President Bush said:

States like [Iran, Iraq and North Korea], and their terrorist allies, constitute
an axis of evil, arming to threaten the peace of the world. By seeking
weapons of mass destruction, these regimes pose a grave and growing
danger. They could provide these arms to terrorists, giving them the means
to match their hatred ... . The United States of America will not permit the
world’s most dangerous regimes to threaten us with the world’s most
destructive weapons.

(Bush 2002)

A year later, at their summit meeting in Evian, France, the leaders of the G8
countries declared that ‘the proliferation of weapons of mass destruction and their
means of delivery poses a growing danger to us all. Together with the spread of
international terrorism, it is the pre-eminent threat to international security’ (G8
2003). As one senior Russian CWC negotiator has written: ‘the perception of the
nature of the threat is also different today: superpower arsenals have been sup-
planted by transnational terrorist organizations and a handful of small states’
(Batsanov 2006: 345). This section will briefly describe the transition in the per-
ception of the threat that took place between the 1970s and the 2000s.

As described above, both conventions were negotiated within a paradigm
marked by the centrality of states, both in terms of the design and implementa-
tion of treaties and in terms of being the subjects of the rules and procedures
elaborated by those treaties. In addition, this was an era in which the main
threats posed to international security by WMD were seen as coming from
states, and focused mainly on nuclear weapons: ‘Indeed, much of the research
on potential uses of WMD during the Cold War understandably concentrated on
nuclear confrontation involving almost exclusively the two superpowers and
their allies’ (Hoffman 1997: 45). In the 1970s and 1980s the primary threat
regarding chemical weapons stemmed from the possibility of their use in major
conflicts between states. During the Cold War, both superpowers built up large
stockpiles of chemical weapons, with the USSR maintaining a stockpile of
40,000 agent tonnes and the USA maintaining a stockpile of 29,000 agent
tonnes, according to official public statements made during the later stages of
the CWC negotiations. The situation was somewhat different as regards biologi-
cal weapons because, from the entry into force of the BWC in March 1975, no
state party was meant to possess a stockpile of biological weapons. Indeed, from
1975 in the US and UK defence establishments there was a feeling that
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resources devoted to biological defence could be significantly curtailed (Davis
1999: 509). However, almost simultaneously with its signature of the BWC, the
USSR began a huge offensive biological weapons programme hidden behind a
legitimate biotechnology concern called Biopreparat, and Iraq began its own
biological weapons programme in the 1970s (Alibek and Handelman 1999;
Mangold 1999; Miller et al. 2001).

During the 1970s and early 1980s, although international terrorism was
often making news headlines, the possibility of CB terrorism appeared to
remain fairly remote, and references to it in the literature were sporadic
(Hurwitz 1982; Douglass and Lukens 1984; Livingstone and Douglass 1984:
36). According to Hoffman, the ‘potential terrorist use of [WMD] was either
addressed within the Cold War/superpower paradigm or else dismissed, given
the prevailing patterns of sub-state violence and the aims and objectives of
violent non-state groups active at the time’ (Hoffman 1997: 45). The conven-
tional thinking at the time among terrorism scholars was that terrorists were
limited in their choice of weapons by considerations of technical feasibility
and whether the use of non-conventional weapons would alienate their polit-
ical support base. The guiding principle was summed up by Brian Jenkins:
‘Terrorists want a lot of people watching, not a lot of people dead’ (Jenkins
1985: 511). Hoffman noted that ‘traditional’ terrorist groups such as the Provi-
sional IRA or ETA ‘engaged in highly selective and mostly discriminate acts
of violence’ (Hoffman 1997: 46). For these reasons, many scholars in the
1970s and 1980s argued that terrorists would not resort to weapons of mass
destruction (Wohlstetter 1976; Mullen 1978; Jenkins 1985). However, it was
during the 1980s that the first serious incident of biological terrorism took
place. In 1984 members of a religious group called the Rajneeshees contami-
nated salad bars in ten restaurants in The Dalles, Oregon with Salmonella
enterica serotype Typhimurium, causing 751 people to fall ill (Carus 2000;
Miller et al. 2001: 15-33). The attack was an attempt to influence the outcome
of a local election in a way favourable to the Rajneeshees, but was ultimately
unsuccessful. The incident attracted little publicity at the time, perhaps delib-
erately: “When public health officials figured out how easily the Rajneeshees
had spread the disease, they decided not to publish a study of the incident. No
one wanted to encourage copycats’ (Miller et al. 2001: 32).> However, the
attack and its implications were noticed in some quarters: ‘Quietly, the small
cadre of experts and federal officials who understood the power of germ
weapons began to wonder if the attack in Oregon was an anomaly or a harbin-
ger’ (Miller et al. 2001: 33).

During the mid to late 1980s the perceived threat from CB weapons began to
change as awareness grew of the proliferation of chemical weapons to develop-
ing countries. This trend gained much public exposure in 1984 with the confir-
mation by UN investigators that Iraq had used chemical weapons during the war
with Iran. Before 1984, there had only been three confirmed possessor states
(France, USA and USSR) but, following releases of information from the US
intelligence community, by the end of the year the number of alleged possessor
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states had risen to at least 30 (Robinson 1985: 171-176). Later in the decade the
USA claimed it had evidence that Libya was producing chemical weapons
(Gordon 1987: 1; Brummer 1988: 8). The annual UK Ministry of Defence
‘Statement on the Defence Estimates’, which had previously emphasised the
threat from Soviet chemical weapons, from 1986 also focused on chemical
proliferation: ‘the further use of chemical weapons in the Gulf War illustrates
the danger posed by the proliferation of these weapons in the Third World’.
A similar situation pertained as to biological weapons. In September 1988, the
Director of US Central Intelligence, William Webster, stated that ‘at least 10
countries are working to produce biological weapons’, and in the 1991 ‘State-
ment on the Defence Estimates’ the UK Ministry of Defence reported that ‘there
are indications that in fact about ten countries possess or seek to acquire a bio-
logical warfare (BW) capability’ (United Kingdom 1991).

Towards the end of the 1980s a new dimension was added to the potential
threat from CB terrorism with the rise of ‘state-sponsored terrorism’ and the
realisation that some states alleged to be sponsors of terrorism were also those
identified as possessing CB weapons, such as Iraq and Libya. In December
1988, US Ambassador-at-Large for Counterterrorism Paul Bremer told the
press: ‘the fact you’ve got the Libyans with a chemical weapons capability, the
historic ties and the propensity to turn heavy-duty stuff over to terrorists makes
it a concern-raising situation’ (AP 1988). In January 1989, US Secretary of
State George Shultz told the Conference of States Parties to the 1925
Geneva Protocol that ‘terrorists’ access to chemical and biological weapons is
a growing threat to the international community’. Worries about terrorist
acquisition of state CB weapons were heightened further during the 1991 Gulf
War against Iraq with its known links to international terrorism and its posses-
sion of chemical weapons. While no terrorist attacks with CB weapons took
place, some states began thinking about defences against CB terrorism. For
example, in 1992 government officials and defence scientists from Canada, the
UK and the USA met in Canada for a trilateral conference on responses to CB
terrorism. The conference became a recurrent event, with working groups con-
vened under its auspices. The late 1980s and early 1990s were marked by
increased attention in the USA to CB weapons and their possible use by terror-
ists (McGeorge 1986, 1988; Simon 1989: 24; Zilinskas 1990). During 1989,
the Senate Foreign Relations Committee and the Senate Governmental Affairs
Committee both conducted hearings on CB proliferation and the Office of
Technology Assessment began an investigation into the status of research on
technological means to protect against terrorist threats. Both of the reports pro-
duced by the OTA dwelt at length on the issue of CB terrorism (US Congress
OTA 1991, 1992).

The early 1990s were marked by concern that a ‘new breed’ of terrorist was
emerging, driven by religious or apocalyptic goals rather than political or ideo-
logical ones (Hoffman 1993; Vegar 1998: 50-55). In addition, greater scholarly
attention was being given to the possibility of CB terrorism (Kupperman and
Smith 1993; Stern 1993) and concerns about it were raised within policy-making
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circles; in 1993 a Pentagon study, ‘Terror 2000: The Future Face of Terrorism’,
declared, according to one of its authors:

The next 15 years may well be the age of superterrorism, when they gain
access to weapons of mass destruction and show a new willingness to use
them. Tomorrow’s most dangerous terrorists will be motivated not by
political ideology, but by fierce ethnic and religious hatreds. Their goal will
not be political control, but the utter destruction of their chosen enemies.
Nuclear, biological, and chemical weapons are ideal for their purpose.
(Cetron 1994)

In late 1994, the director of the US Defense Intelligence Agency described
WMD terrorism as ‘a most nightmarish concern’ and said ‘it is amazing we have
not seen any actual incidents’ (Starr 1994: 10). In January 1995, the magazine
National Defense carried three articles under the heading ‘mass destruction
weapons enter arsenal of terrorists’ (Evancoe and Campbell 1995: 24-25;
Kupperman 1995: 22-23; Snell and Keusenkothen 1995: 20-21). Whereas pre-
vious generations of terrorists had largely acted rationally and carried out attacks
that conformed to Jenkins’ dictum that ‘terrorists want a lot of people watching,
not a lot of people dead’, it appeared that there was a growing trend towards
more spectacular attacks causing large numbers of casualties (Juergensmeyer
1996; Laqueur 1996).

As if to confirm these fears on 20 March 1995 an obscure Japanese cult
called Aum Shinrikyo released sarin nerve gas on the Tokyo underground
system (Kaplan and Marshall 1996; Reader 2002). The attack, although relat-
ively crude, killed 12 people and caused around 5,000 to seek medical assis-
tance.* For many people, the attack was confirmation of their worst fears:

The scenario of a terrorist group either obtaining or manufacturing and
using a weapon of mass destruction is no longer the stuff of science fiction
or adventure movies. It is a reality which has already come to pass, and one
which, if we do not take appropriate measures, will increasingly threaten us
in the future.

(Nunn 1995)

Later investigations revealed that Aum also had a biological weapons pro-
gramme, and had actually tried to spray Bacillus anthracis spores over Tokyo,
although the programme was not successful (Broad et al. 1998; Leitenberg 1999).
Taken together with existing concerns about former Soviet CB programmes and
the ongoing revelations coming from Iraq, and against the backdrop of a per-
ceived radicalisation of terrorist groups, the Tokyo attack was a watershed event
in the policy debate on CB terrorism: ‘the topic broke out of scholarly and closed
government circles after Aum Shinrikyo’s 1995 poison gas attack in Tokyo,
when rapt media coverage ensured that policy makers and the public could hardly
avoid it’ (Smithson and Levy 2000: 11). In the opinion of many experts, the Aum
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attack confirmed their worse fears and with the genie now out of the bottle, they
expected many more CB attacks by terrorists. Philip Wilcox, the State Depart-
ment’s coordinator for counterterrorism, told a conference on responding to the
consequences of CB terrorism in July 1995 that ‘once it has happened, others will
take their cue and try it again. Once the barrier has been breached, what was
originally unthinkable now becomes more likely’ (Miller et al. 2001: 163). The
Aum Shinrikyo case was analysed in detail in the USA and it strongly influenced
how the US government perceived the global terrorism threat: ‘apocalyptic, inter-
national, equipped with the financial assets and scientific skills to develop and use
weapons of mass destruction’ (Guillemin 2004: 159).

The policy debate that began in the USA following the Tokyo attacks quickly
developed a momentum of its own, in some respects divorced from the reality of
the situation. The debate was also driven by the vested interest of defence con-
tractors eager for new business, of government agencies looking to justify their
existence in the post-Cold War world and of local politicians looking to attract
federal government funding to their constituencies (Sprinzak 1998). Some
commentators tried to inject a sense of caution into the debate (Stern 1998;
Tucker and Sands 1999) but more powerful forces were pushing a debate that
was becoming dominated by ‘melodrama and speculation’ (Smithson and Levy
2000: 12). By 1998 President Clinton had also become personally interested in
the issue, thanks in part to a campaign by the Undersecretary of the Navy
Richard Danzig (Miller et al. 2001: 155-159, 193-201) but also due to briefings
from his counterterrorism adviser, Richard Clarke, and his own reading of
fiction, most particularly 7he Cobra Event by the journalist Richard Preston
(1998). He held a round table with experts in April 1998 (White House 1998)
and launched a new initiative on bioterrorism a month later, stating that:

we will undertake a concerted effort to prevent the spread and use of biolog-
ical weapons, and to protect our people in the event these terrible weapons
are ever unleashed by a rogue state, a terrorist group or an international
criminal organization.

In January 1999, Clinton announced that he would be requesting $1.4 billion to
‘protect citizens against chemical and biological terror’, more than double the
amount spent two years earlier. The day before his speech, the president gave an
interview to the New York Times focused on bioterrorism, in which he said that
the use or threat of use of CB weapons by terrorists in the USA was ‘highly
likely to happen sometime in the next few years’ (Miller and Broad 1999).

With such interest from the highest levels, attention to the threat grew among
the security community and the media. In 1999, the new Center for Civilian
Biodefense Studies at Johns Hopkins University organised a National Sympo-
sium on Medical and Public Health Response to Bioterrorism. The event was
attended by over 900 people, with another 300 unable to attend for lack of space.
According to one report, a ‘sense of urgency pervaded the meeting’” (Marshall
1999: 1234—1235). Further books and articles on the subject were published in
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the late 1990s, and it became commonplace to hear that ‘it is not a question of if,
but when’ a terrorist attack with CB weapons would occur. In order to prepare
for such an eventuality, a large number of exercises were organised at the
federal, state and local level. Over 200 such exercises took place between 1998
and 2001. Many congressional committees convened hearings on the threat
from bioterrorism. Also in the late 1990s, two high-level commissions were
established in the USA to investigate the threat from terrorism. All of this
attention meant that ‘as the millennium approached, influential politicians and
consulting experts broadcast apocalyptic visions of thousands, even hundreds
of thousands of Americans dying from unnatural, international epidemics of
anthrax, smallpox, or some newly devised disease, invisibly inflicted by bar-
barous foreigners’ (Guillemin 2004: 149). Leitenberg described the years
between 1995 and 2000 as being characterised by:

spurious statistics (hoaxes counted as ‘biological’ events); unknowable pre-
dictions; greatly exaggerated consequence estimates; gross exaggeration of
the feasibility of successfully producing biological agents by nonstate
actors ... the apparent continued absence of a thorough threat assessment;
and, thoughtless, ill-considered, counterproductive, and extravagant rhetoric.

(Leitenberg 2005)

Writing in 1999, Tucker pointed out how ‘this sensational and at times hysteri-
cal coverage may have the unintended effect of popularizing and even glamoriz-
ing these weapons in the minds of potential perpetrators’ (Tucker 2000a: 3).

By 2001, given the intense attention focused on CB terrorism over the past
six years, many in the USA were almost expecting a CB terrorist attack. So,
when 9/11 came, many were caught unawares, or expected it to be quickly fol-
lowed by terrorist attacks with CB weapons: ‘America on the eve of 9/11 was
expecting a bio-weapon attack rather than a “conventional” attack using com-
mercial airliners’ (Sarasin 2006). Indeed, within hours of the attacks, National
Guard CB response teams were mobilised and the Centers for Disease Control
and Prevention warned health-care workers to be vigilant for any signs of a
bioterror attack. A few days after the attacks, all crop-dusting aircraft in
the USA were grounded when it was discovered that one of the hijackers had
expressed an interest in crop dusting. Within a month, it seemed that these initial
thoughts might be right as envelopes containing Bacillus anthracis spores were
discovered in the US postal system addressed to various media outlets and to
senators. Between 4 October and 21 November 2001, 22 people were diagnosed
with anthrax. Of the 11 who contracted cutaneous anthrax, all survived. But of
the 11 who contracted inhalational anthrax, five died (Cole 2003). However, no
links between the 9/11 hijackers and the anthrax letters have ever been proven,
so it is important to remember that ‘although often conflated with the attacks on
the World Trade Center and the Pentagon, the anthrax outbreak in the Eastern
United States that followed was a separate event, and American responses to it
have a considerable historical lineage’ (King 2003: 434). But, in the minds of
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many, the letters symbolised the link between terrorists and weapons of mass
destruction. Following 9/11 and the anthrax letters, public attention and govern-
mental action to prevent bioterrorism increased massively, not only in the USA
but around the world. However, it was the USA that set the pace and increased
funding the most. In financial year 2001, the USA spent $414 million on civilian
bio-defence, but this had increased to a projected $5.2 billion in the financial
year 2007 budget, having reached $7.6 billion in 2005. Over the six years from
2001 to 2006, the USA spent a total of $26.8 billion on civilian bio-defence
(Lam et al. 2006). Guillemin notes that ‘Clinton’s fortification of a few public
health technologies was dwarfed by sweeping policies to incorporate US biolog-
ical sciences into the campaign against bioterrorism’ (Guillemin 2004: 167).

The terrorist attacks on 9/11 had a profound effect on US thinking towards
multilateral treaties like the BWC and CWC. According to Sloan, 9/11 affected
the American psyche so deeply that ‘most US foreign relations are viewed through
the prism of its war on terrorism’. She adds that ‘the war on terrorism is as all-
pervasive an organizing principle for American foreign and defence policy as the
cold war’ (Sloan 2003: 301). However, the shift was already apparent even before
9/11, particularly in US attitudes towards international agreements. Guillemin
describes how bioterrorism had ‘diverted’ the Clinton administration from agree-
ment on the BWC protocol during the 1990s and how the USA ‘gradually lost its
long-range perspective on the importance of states in preventing proliferation’
(Guillemin 2004: 149, 151). All of this happened with little real assessment of the
actual threat posed by CB terrorism. Indeed, Brian Jenkins labelled it a ‘fact-free
scaffold of anxieties and arguments — dramatic, emotionally powerful, but analyti-
cally feeble’. Often, in the late 1990s, the US General Accounting Office com-
plained that no threat analysis had ever been prepared within the US government.
Instead, the government was most influenced by a simplistic, linear perspective
that argued that as CB technology was widely available (and becoming more so
due to globalisation), its use by terrorists was inevitable. This is illustrated by the
following extract from a 1997 White House report:

The chance of a significant WMD incident occurring in the United States is
heightened by several factors, including: Inexpensive production and avail-
ability of chemical/biological (C/B) agents; Easily obtainable chemical pre-
cursors and biological production processes; Portability of small amounts of
C/B agents especially useful for clandestine purposes; Potential for large-
scale public impact based on limited ability to quickly identify and/or
contain the effects of such substances; Increased WMD stockpiles, with the
potential for theft or acquisition of the weapons by terrorists groups; Capa-
bility of inflicting mass casualties; and, Increased media coverage of the use
of WMD.

(White House 1997)

In contrast, those threat assessments that were carried out, by academics and
other non-governmental experts, relied on detailed study of historical cases
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and argued that there was nothing inevitable about the use of CB weapons by
terrorists. First of all, these assessments found that several of the case studies
turned out to be apocryphal (Tucker 2000b). Second, they discovered that a
terrorist group’s decision to acquire CB weapons was a dynamic decision upon
which many factors had a influence; there was nothing inevitable about their
decision to use such weapons. Parachini argues that ‘a complex of factors
shape a group’s propensity to acquire and use unconventional weapons’.
Among these, he lists the mindset of the leaders of the group, exogenous and
internal constraints and a combination of opportunity and the technical capac-
ity of the group (Parachini 2003). Despite these studies, the dominant view
regarding CB terrorism from the mid-1990s to the present day has been that of
the G8 leaders at Evian in 2003, that it represents ‘the pre-eminent threat to
international security’. Others have gone further and described bioterrorism as
‘the greatest existential threat we have in the world today’ or as ‘one of the
most pressing problems we have on the planet today’ (AFP 2005).

By the end of the 1990s then, the threat from CB weapons was very different
from that perceived at the beginning of the decade. The assessment of the
OPCW Scientific Advisory Board in 2003 could also be applied to biological
weapons:

The threat associated with CW has changed from fully fledged chemical
warfare operations to an increased potential of smaller-scale incidents involv-
ing other types of toxic chemicals in addition to ‘classical’ CW agents ... .
The requirements that need to be met in the context of a terrorist threat
involving toxic chemicals differ significantly from those for which military
forces have made preparations in the past.

(OPCW 2003b: 25)

The changed perception of the threat from CB weapons could have led to calls
for the BWC and CWC to be drastically amended or even abandoned, as the
USA did with the 1972 Anti-Ballistic Missile (ABM) treaty when it decided the
treaty was no longer relevant to the prevailing international situation. That there
were no serious proposals to amend or abandon the treaties signifies not only
their relevance to combating terrorism, but also that the threat that they were
designed to face, state CB weapons programmes, has not totally gone away
either. Instead of amending or abandoning the BWC and CWC, the international
community has adopted two broad approaches. The first has been to focus on
addressing and strengthening those provisions of both treaties that are relevant
to CB terrorism, and to adjust implementation of the treaties accordingly. So,
this approach has therefore led to serious attention being focused on issues such
as national implementation and the provision of assistance, among others. The
second approach has been to identify and fill gaps within the existing inter-
national regime as it applies to non-state actors. This approach recognises that
there are things that are better done elsewhere, and also that attempting to do
them in the context of either treaty might well cause more problems than it
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would solve. This approach has led to, for example, the broadening of Australia
Group controls to cover agents and equipment that might be of interest to terror-
ists, the adoption of UN Security Council Resolution 1540 (2004), the establish-
ment of the Proliferation Security Initiative and the strengthening of the World
Health Organization’s role in the prevention of, and the response to, deliberate
releases of chemical or biological agents. The following two sections will
examine both of these approaches.

BWC and CWC implementation since 9/11

The BWC and CWC in the 1990s

BWoC states parties met for two review conference during the 1990s and a third
in 2001. The Third BWC Review Conference took place in 1991 soon after the
Gulf War, so concerns about BW proliferation were in delegates’ minds, as were
concerns about the status of the Soviet BW programme, on which the USA and
UK had been pressing Moscow since 1990 (Kelly 2002: 94). Against this back-
ground, states parties decided to strengthen verification of the BWC. In
September 1994, a Special Conference of BWC states parties agreed to ‘con-
sider appropriate measures, including possible verification measures, and draft
proposals to strengthen the Convention, to be included, as appropriate, in a
legally binding instrument’. The Special Conference established an Ad Hoc
Group (AHG) to carry out this mandate. Bioterrorism was not raised during the
AHG?’s five sessions prior to the Fourth BWC Review Conference in November
1996, but it was referred to in the conference’s final declaration. Like the second
and third review conferences, the fourth reaffirmed that Article III covers ‘any
recipient whatsoever at international, national or sub-national levels’. For the
first time though, states parties also agreed to ‘consider ways and means to
ensure that individuals or sub-national groups are effectively prevented from
acquiring, through transfers, biological agents and toxins for other than peaceful
purposes’. Finally, with regard to Article IV, the states parties recognised ‘the
need to ensure, through the review and/or adoption of national measures, the
effective fulfilment of their obligations under the Convention in order, inter alia,
to exclude use of biological and toxin weapons in terrorist or criminal activity’.
The AHG met for another 19 sessions before the Fifth BWC Review Conference
in 2001.

During this time, all discussions and debates about the BWC tended to focus
on the AHG and the negotiation of the BWC protocol. One AHG delegate has
since commented that the protocol negotiations were ‘the only game in town for
strengthening of the norm against biological weapons. States parties were
focused on one process — the Ad Hoc Group — and on one outcome’ (Randin and
Borrie 2005: 101). Another former AHG delegate describes the protocol as ‘the
vehicle through which all the perceived shortcomings of the convention were to
be addressed’ (Lennane 2006: 7). The protocol was designed to deal with state
BW programmes and there was little reference, if any, to bioterrorism during the
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24 AHG sessions, indeed the threat of bioterrorism would have been seen by
most AHG delegates as a distraction from their work.

A matter of months before 9/11, the new Bush administration announced its
rejection of the BWC protocol stating that ‘the traditional approach that has
worked well for many other types of weapons is not a workable structure for
biological weapons’ (Mahley 2001). At least according to the public statement,
the protocol’s relevance or irrelevance to bioterrorism did not feature in the US
policy change, its decision was based largely on a belief that verification of the
BWC was impossible and that the protocol would put US military programmes
and commercial information at risk.

In the time between the CWC’s opening for signature in 1993 and its entry
into force in 1997, the Preparatory Commission for the OPCW met in The
Hague to carry out ‘the necessary preparations for the effective implementation’
of the CWC. This is not the place for a detailed description of the Commission’s
activities,’ merely to note that, like the CWC negotiations that directly preceded
it, the issue of chemical terrorism was not on its agenda. The Aum Shinrikyo
attack in Tokyo came at a time when the Commission was intently focused on
its own activities and when there was a growing realisation that the preparatory
phase for CWC entry into force was going to last longer than two years. At the
time of the Tokyo attack, the general feeling among delegations was that chem-
ical terrorism was not the concern of the CWC. But the Tokyo attack did not go
unremarked in The Hague. The executive secretary of the Commission, lan
Kenyon, noted that the attack indicated ‘that the threat of “chemical terrorism”
is very real’. In recognition of the slow rate of CWC ratifications, he added that
the attack highlighted ‘the need for concerted efforts by the international
community to bring the Convention ... into force at an early stage and thus to
reinforce the global and domestic norms against the production and use of such
weapons’ (OPCW PrepCom 1995).

Although terrorism was not discussed again at the OPCW until after 9/11, in
the response of the executive secretary and in statements by a number of signa-
tory states can be seen the outline of future responses to terrorist attacks by the
OPCW. This comprised four key elements: an emphasis on the importance of
the norm against the use of chemical weapons; the importance of national imple-
mentation of the CWC; the availability of assistance and protection; and the role
of the OPCW as an expert forum for intergovernmental discussion and
coordination. Writing soon after the Tokyo attack, Tucker sums up elements of
this approach: ‘although the CWC cannot prevent chemical terrorism, it will
reinforce the international norm against the use of chemical weapons and create
new obstacles for terrorists by requiring parties to criminalize the acquisition
and stockpiling of chemical weapons’ (Tucker 1996).

Implementation of the CWC since 9/11

In the years immediately after the CWC entered into force, the attention of states
parties and the OPCW Technical Secretariat was on the implementation of the
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treaty; submitting and processing declarations and conducting inspections, for
example. During 2001, the OPCW was also beset by a serious financial crisis
that impacted on its ability to perform its operations and created ill feeling
between some states parties and the director-general, Jose Bustani. While the
period from 1995 until 2001 witnessed increasing attention to CB terrorism in
the USA, this had little, if any, discernable impact in The Hague. It was largely
a domestic phenomenon and, where it did have international ramifications, these
were displayed in other fora such as the G8. However, 9/11 changed this pattern
and led to an increasingly proactive approach from the OPCW, particularly from
Director-General Bustani.® In his address to the first Executive Council session
since 9/11, he said:

Chemical terrorism is a looming real threat. It is that threat which makes it
our duty to review the way in which the OPCW has been going about
implementing its mandate under the Chemical Weapons Convention ... .
What might have seemed appropriate and sufficient only a few months ago

is simply inadequate in this new reality ... . The CWC does provide an
international legal foundation for the fight against chemical terrorism.
(OPCW 2001a)

In December 2001, the Executive Council established an anti-terrorism working
group to ‘examine further the OPCW’s contribution to global anti-terrorist
efforts, including specific measures, taking into account resource implications’.
In the months immediately following 9/11, the Technical Secretariat produced
a number of papers on the OPCW’s response to global terrorism (OPCW 2001b,
2002a, 2002b). In these papers, the Secretariat outlined the OPCW’s mandate to
prevent, combat and respond to international terrorism. The papers explained
how the OPCW’s mandate in this regard stems not only from Article X on assis-
tance and protection, but also from the Article I requirement to destroy chemical
weapons, thus making them inaccessible to terrorist organisations or individuals,
the industrial and export control regime found in Article VI, and the Article VII
requirement to criminalise the prohibitions of the CWC and enact proper penal
legislation. The papers emphasised how these provisions ensure that no CWC
state party can serve as a ‘safe haven’ for those who use chemical weapons as
tools of terror.

The first real chance that states parties had to assess the implications of 9/11
for the CWC was the First CWC Review Conference in April/May 2003 by
which time the OPCW had a new director-general, Rogelio Pfirter. In his contri-
bution to the review conference, Director-General Pfirter stated that:

The Convention is not a counterterrorism treaty and the OPCW is not a
counterterrorism organisation. On the other hand, the full and effective
implementation of the Convention, and hence the work of the OPCW, can
contribute significantly to the fight against such terrorist threats.

(OPCW 2003a: 8)
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During the review conference, a number of states parties made reference to chem-
ical terrorism in their national statements. According to one delegate, ‘several
national statements referred to the importance of universality, full compliance of
all states parties with the CWC national implementation measures, and criminali-
sation of the convention’s prohibitions as means to raise the barriers to chemical
terrorism’ (Mathews 2003: 115).

In the final report of the conference, the states parties ‘noted with concern
that, along with the continued threat of possible use of chemical weapons by
States, the international community faces a growing danger of the use of chem-
ical weapons by terrorists’ (OPCW 2003b: 5). The report noted that “universal
adherence to, and full implementation of, the Convention will contribute to the
global anti-terrorist effort and strengthen the security of all states’ (OPCW
2003b: 6). The conference therefore directed the Executive Council to develop
and implement an action plan on universality. The conference also acknow-
ledged how national implementation ‘contributes to meeting new challenges,
including the possible use of toxic materials by non-state actors such as terror-
ists’ (OPCW 2003b: 19). The report reminded states parties that while the threat
of the use by terrorists of toxic chemicals has given ‘added importance and
urgency’ to the need to enact implementing legislation, the requirement has its
origin in the Convention itself (OPCW 2003b: 20). The conference therefore
decided to develop an action plan on national implementation. The report also
referred to the risk that terrorists might attack chemical facilities and suggested
that the OPCW could act as a forum for consultation and cooperation on the
subject. Regarding the scope of the CWC, the Scientific Advisory Board pointed
out that, with regard to chemical terrorism, ‘even toxic chemicals (as well as
precursor chemicals) that would not normally be considered to pose a risk to the
Convention may be relevant’ (OPCW 2003c¢: 15). Similarly, in his contribution,
the director-general pointed out that ‘the types of relevant chemicals used in
[a chemical terrorist attack] may also differ, given that accessibility would by far
be the most important factor influencing the selection of a toxic chemical by
a terrorist organisation’ (OPCW 2003c: 8). On this point, the final report of the
conference reaffirmed the ‘comprehensive nature of the prohibition of chemical
weapons under the Convention’ and, while it did not recommend any new addi-
tions to the schedules, it did request the Executive Council to consider develop-
ments in relation to additional chemicals.

The action plan on national implementation was adopted by the next session
of the Conference of the States Parties in October 2003 (OPCW 2003d). The
Action Plan reminded states parties that it had been more than six years since the
entry into force of the CWC and set a time frame of November 2005 for the ful-
filment of states parties’ Article VII obligations. Following its adoption, the Sec-
retariat prepared progress reports on the Action Plan that were reviewed
periodically by the members of the Executive Council. At subsequent sessions of
the Conference of the States Parties related decisions have been taken: one on
‘further action’ in 2004 (OPCW 2004); one on ‘follow-up’ in 2005 (OPCW
2005a); and one on ‘sustaining follow-up’ in 2006 (OPCW 2006). These
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decisions have extended the provisions of the Action Plan and requested states
parties and the Secretariat to intensify their efforts. The decision in 2005 also
opened the door to those states parties that have still not fulfilled their obligations
to be subject to the CWC’s provisions on compliance (Onate et al. 2005: 9).
During the debate on this issue, while some states parties maintained that non-
fulfilment of the Action Plan obligations was not significant enough to trigger the
compliance mechanisms, others argued that ‘failure to implement at the national
level may well affect international peace and security given the present threat of
terrorism’ (Onate et al. 2005: 8). When the Action Plan was adopted in 2003 only
33 per cent of states parties had adopted comprehensive CWC implementing leg-
islation but by 2005 this had increased to 40 per cent. However, it is clear that
national implementation is a process that will need continuing support from the
Secretariat and from states parties.

In the aftermath of 9/11, it has become more acceptable for OPCW activities
under Article X to focus on chemical terrorism. States parties have always been
able to request assistance in response to the use or threat of use of chemical
weapons by terrorists, but since 9/11 a number of OPCW events have focused
specifically on chemical terrorism. For example, in September 2002 in Croatia,
the OPCW organised its first exercise on the delivery of assistance with a sce-
nario involving a chemical terrorist attack on an airport terminal building. In
October 2005 a similar exercise took place in Ukraine after which Director-
General Pfirter commented that the exercise ‘opens a new chapter of cooperation
and partnership between national and international organisations and agencies,
bearing a responsibility to respond to acts of chemical terrorism’ (OPCW
2005b). The Secretariat has established an Assistance Response System and an
Assistance Coordination and Assessment Team, both of which were tested
during the Croatia and Ukraine exercises. A number of states parties, particu-
larly those in the Middle East, have requested assistance from the Secretariat in
improving their national protective capabilities against chemical terrorism and
the OPCW has conducted many civil protection courses for first responders.

Implementation of the BWC since 9/11

The USA rejected the draft BWC protocol in July 2001, a few months before the
deadline that the AHG had set for its completion at the Fifth BWC Review Con-
ference in November. The US decision had already changed the likely dynamics
of the review conference, but they were to be changed further by 9/11. Speaking
just weeks after 9/11, US Assistant Secretary of State for Arms Control Avis
Bohlen, said that the attacks had reinforced the US view of the protocol (Bohlen
2001). At the review conference, US Under-Secretary of State for Arms
Control and International Security John Bolton criticised ‘slowmoving multi-
lateral mechanisms that are oblivious to what is happening in the real world’ and
argued that neither the BWC nor the draft protocol would stop ‘biological terror-
ism by groups like Al Qaeda or restrain their rogue-state patrons’. For many in
the Bush administration, 9/11 seemed to be confirmation that rejection of the



The CWC, BWC and international terrorism 137

protocol had been the right approach and that a new focus was needed for the
BWHC to retain its relevance. The review conference was suspended in acrimony
for one year with no agreed outcome, thanks to a last-minute US attempt to
terminate the AHG mandate. Prior to the reconvening of the review conference
in November 2002 the US position seemed to have hardened further, with the
USA stating its belief that:

the measures that can be most effective in enhancing our ability to combat
the BW threat can be done best in fora other than the BWC. Therefore we
will not support convening any meetings in the context of the BWC before a
2006 RevCon.

(US Department of State 2002)

However, by the time of the reconvened session, the USA had softened its
approach, partly due to the need for coalition-building with regard to Iraq and
partly due to pressure from key allies (Roberts 2003: 104), and states parties
could therefore agree on a three-year programme of annual meetings.

In order to get US support, the work programme for the three years was pre-
sented by the chairman as a ‘take it or leave it” package with no possibility for
changes to be made and no opportunity for discussions on verification to resurface.
A number of the topics included in the work programme were taken from US pro-
posals in late 2001, for example national implementation, bio-security, codes of
conduct for scientists and disease surveillance. The topics agreed represented a dra-
matic shift from the concerns of the AHG during the 1990s, away from the concept
of verifying the declarations of states through inspections conducted by an inter-
national organisation and towards a much broader concept of BWC implementa-
tion: ‘Many of the measures on the agenda of the BWC new process are directed
more at reducing the threat of bioterrorism than at ensuring state-level compliance
with the treaty’ (Tucker 2004: 11). Whereas CWC states parties and the Technical
Secretariat had been able to undertake a gentle realignment of CWC implementa-
tion after 9/11 and particularly at the First CWC Review Conference, it was a lot
harder for BWC states parties to end their 1990s preoccupation with the BWC pro-
tocol and realign BWC implementation. Whether the collapse of the protocol nego-
tiations and the suspension of the Fifth BWC Review Conference were necessary
for this to occur is debatable, but together they provided an opportunity for states
parties to reassess their priorities and the programme of work implied a much
broader concept of BWC implementation. At the November 2003 meeting, the UK
representative said that the meetings ‘may also in the process establish a new and
effective paradigm for multilateral arms control” (Pearson 2003: 24). In contrast to
CWC implementation since 9/11, which has still largely been undertaken through
the framework of the OPCW, BWC implementation since then has been more
challenging given the lack of any central institution. The CWC undoubtedly bene-
fits from the existence of the OPCW with its annual conferences and the resources
of the Technical Secretariat. Instead BWC implementation has come to rely upon a
network of organisations and initiatives to fill the gap and to coordinate activities.
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In 2003, only 31 BWC states parties had national implementing legislation,
according to a survey (Ruppe 2003). The survey was a contribution to the 2003
BWC meetings on national implementation and bio-security; an experts’
meeting in August and a meeting of states parties in November. At the experts’
meeting, the BWC Meetings Secretariat distributed a CD containing information
on over 1,000 national implementation measures from over 80 states parties.
States parties themselves circulated 66 working papers during the two-week
meeting. An observer at the experts’ meeting commented afterwards that:

states parties recognised that many of them face the same legal, technical
and political difficulties in implementing the BWC at the national level.
And, in sharing experiences and putting substantive information before each
other, a few realised they could actually learn from one another and enhance
the BWC’s implementation.

(Littlewood 2003)

At the meeting in November 2003, states parties agreed on the value of review-
ing and where necessary enacting or updating national legal measures, and of
the positive effect of cooperation between states parties with differing legal
arrangements and of the need for comprehensive national measures to secure
pathogen collections (BWC 2003: 5). The minimal outcome of the meeting dis-
appointed some observers at the time (Pearson 2003), but with hindsight a more
positive interpretation can be applied. One benefit of the 2003 meetings was that
states parties managed to ‘meet and survive without drawing blood’ (Littlewood
2003). Another was the exchange of information that took place at the experts’
meeting. And finally, the focus on national implementation and bio-security fed
into an emerging trend within multilateral arms control. As already described,
the OPCW had just adopted an Action Plan on national implementation and
within a few months the UN Security Council would adopt Resolution 1540
(2004). So, while bioterrorism was not on the agenda of the 2003 meetings, dis-
cussions that took place at the meetings contributed indirectly to wider inter-
national efforts against CB terrorism.

Following the two other sets of meetings in 2004 and 2005, BWC states
parties met again in November 2006 at the Sixth BWC Review Conference. As
well as the traditional objective of reviewing the operation of the BWC, the
review conference also had to address the results of the annual meetings between
2003 and 2005. During the course of those meetings, the difficulties of 2001 and
2002 had largely healed over and BWC states parties had developed a signific-
antly new approach to implementation of the treaty. While initial expectations of
the work programme had been very low, by 2006 one former delegate could
comment that ‘this pragmatic approach has worked better than expected’ (Borrie
2006). Building on this positive outcome, the review conference itself was also a
success. Not only did it adopt a final declaration and fully review the operation of
the BWC (for the first time since 1996) but states parties also agreed to a new
series of annual meetings during the years 2007-2010. In addition, the review
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conference encouraged states parties to establish national contact points for BWC
implementation and agreed to create a small Implementation Support Unit in
Geneva. This national and international institutionalisation of the BWC, although
modest, can only help in coordinating the many initiatives relating to national
implementation of the BWC that are currently underway.

Responses beyond the BWC and CWC

While the implementation of the BWC and CWC has been adjusted as described
above to take account of the terrorist threat, there are a number of areas in which
states have decided that action is best pursued outside of the framework of the
treaties. As outlined above, neither the BWC nor the CWC were designed to
deal with the threat from CB terrorism and states parties have, for understand-
able reasons, been reluctant to amend the treaties in any way. Therefore, when
gaps have been perceived in international responses to CB terrorism, action has
taken place elsewhere. According to Moodie, ‘the combination of politics,
science and technology, and the treaty language of the CWC and BWC ensures
that these conventions will be insufficient on their own’ to deal with the threat
posed by international terrorism (Moodie 2004: 48). However, the vast majority,
if not all, of these initiatives have been designed to complement the BWC and
CWC and many refer back to the treaties as the normative foundation of inter-
national action against CB weapons, whether used by states or by terrorists. This
section will describe some of the measures beyond the BWC and CWC that
states have adopted; the selection below is intended to be illustrative rather than
comprehensive.

The Australia Group

The Australia Group (AG), which began work in 1984/1985, seeks to harmonise
supply-side controls on dual use technology, including equipment, chemical
agents and biological pathogens, applicable to chemical and biological warfare,
by promoting common standards for the formation and implementation of
national export-control policies. The AG is one of the earliest plurilateral initi-
atives on non-proliferation, arising as a direct result of the discovery, confirmed
by UN investigators, that the chemical weapons that Iraq used in its war with Iran
were not supplied by the Soviet Union as initially suspected, but had been manu-
factured using ‘dual use’ commodities and know-how imported from the global
marketplace. During 1984, a number of countries therefore implemented national
export controls on certain chemical precursors (Robinson 1985: 173-176), but
these suffered from a lack of uniformity. Australia therefore proposed a meeting
of countries with relevant export controls and the first meeting of what became
the AG took place in Brussels in June 1985 (Barton 2006). All subsequent
plenary meetings until 2003 took place in the Australian Embassy in Paris, but
from 2004 onwards meetings have taken place in the Kleber Centre in Paris
(except the twentieth anniversary meeting in 2005, which took place in Sydney).
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Australia is chair of the Group and provides its secretariat. The AG now has 39
participating countries, plus the European Commission. All AG participants are
states parties to both the BWC and CWC. All agreements are made by consensus,
but the participants are self-selecting and can be described as ‘like-minded’. The
AG is an informal arrangement rather than a legal-constituted organisation, so it
has the flexibility to adapt to changes in international relations, science and
technology and the security environment.

The membership and range of activities of the AG have expanded over the
years, most notably in the early 1990s, when it expanded its scope to include
biological as well as chemical export controls (Mathews 2004: 1). The Group
maintains lists of chemical weapons precursors, dual use chemical manufac-
turing equipment and related technology, biological agents, plant pathogens
and animal pathogens. The Group has had an, at times, difficult relationship
with the BWC and CWC. For some states parties to both treaties that have not
been invited to participate in the AG, it has the appearance of a cartel or sup-
pliers’ club and seems to be in contradiction to obligations under both conven-
tions not to enact measures that could hamper the economic and technological
development of other states parties (Subrahmanyam 1993). For participants in
the AG, however, it represents one aspect of their obligation under Article I1I
of the BWC and Article I of the CWC not to transfer chemical or biological
weapons. Over the years, states such as Cuba, India, Iran, Pakistan and Sudan
have all publicly criticised the AG. However, in recent years, and particularly
since 9/11 and the passage of UN Security Council Resolution 1540, opposi-
tion to the AG has become muted and public criticism is now more diplomatic
ritual than active opposition. Indeed, many of the states that have in the past
criticised the AG have now enacted their own national export controls in order
to implement the CWC or UNSCR 1540 effectively, and there is now
‘a growing acceptance of the AG lists as the international benchmark’
(Mathews 2004: 3). This has been helped by a more transparent approach by
the AG itself. In recent years it has created a website with translations into
French, German, Spanish, Chinese, Arabic and Russian and participants have
undertaken more outreach activities.

Like the BWC and CWC, the AG was originally designed in relation to a
threat from states, namely the proliferation of chemical agents to the Middle East.
However, CB terrorism entered its agenda in 1995 following the Tokyo subway
attack. The press release after the October 1995 plenary stated: ‘the meeting also
discussed the terrorist use of CBW, noting that recent developments had height-
ened concerns about such risks’ (Australia Group 1995). Discussion of CB terror-
ism was thereafter discussed annually at the plenary meetings. The 2001 AG
plenary was held about three weeks after 9/11 and terrorism was therefore high
on the agenda. The press release from the meeting states that:

Participants expressed the resolve of their governments to prevent CBW
proliferation, whether by state or non-state actors. Recalling that terrorist
groups have used or tried to use chemical and biological agents in the past,
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participants agreed that the Australia Group has an important role to play in
reducing the threat of CBW terrorist attacks.
(Australia Group 2001)

One former AG participant describes how at the subsequent plenary in 2002
‘several US anti-terrorist proposals were tabled ... to expand and strengthen the
AG control list’ (Seevaratnam 2006: 404). The changes adopted in 2002 demon-
strate how much easier it was for an informal arrangement like the AG to agree
dramatically new and expanded policies in response to the CB terrorism threat in
comparison to the BWC or CWC. The changes included: the lowering of the
threshold limit for fermenters from 100 litres to 20 litres, a move the AG press
release said would offer ‘a substantial increase in security against terrorists
seeking equipment for CBW attacks’ (Australia Group 2002); the addition of 27
pathogens (that were previously considered ‘not to be of sufficient proliferation
interest”) because of ‘concerns over their potential use by terrorists’ (Seevarat-
nam 2006: 412); controls on transfers of intangible technology and knowledge;
and the inclusion in the AG guidelines of a ‘catch-all clause’ to act as a safety
net covering items not on the existing AG lists. In 2005, the AG adopted con-
trols on aerosol sprayers to minimise the potential of ‘airborne bacterial warfare
by terrorists’ (Seevaratnam 2006: 412).

The G8

The Group of Eight Nations (G8) comprises eight major industrialised states
(Canada, France, Germany, Italy, Japan, Russia, the UK and the USA) whose
leaders meet annually to discuss issues of mutual concern.” Terrorism has been
on the group’s agenda since 1978, but concerns about CB terrorism did not arise
until the 1995 Tokyo subway attack. In December 1995, G7 ministers met in
Ottawa to discuss international terrorism and the communiqué issued after the
meeting ‘noted with deep concern the chemical gas attacks on the Tokyo
subway system which caused deaths and widespread injury’. It went on to:

urge all Governments to take the strongest measures to prevent toxic chemi-
cals and biological agents from getting into the hands of terrorists and to
adopt appropriate national legislation and controls in line with the Chemical
Weapons and Biological and Toxin Weapons Conventions.

In addition, the ministers agreed to ‘implement measures to deter and respond to
chemical and biological terrorist threats and incidents and to investigate and
prevent the illicit production, trafficking, possession and use of such substances’
(G7 1995). At their summit in Lyon the following June, the G7 leaders issued a
declaration on terrorism, partly in response to the attack at Dhahran and other
recent attacks but also addressing wider issues: ‘Special attention should be paid
to the threat of utilization of nuclear, biological and chemical materials, as well
as toxic substances, for terrorist purposes’ (G7 1996).
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The following month in Paris there was a Ministerial Conference on Terrorism
at which ministers undertook a thorough review of new trends in terrorism
throughout the world and adopted a list of 25 practical steps. Among them were
expanding training of personnel connected with counterterrorism to prevent
all forms of terrorist action, including those utilising radioactive, chemical,
biological or toxic substances and intensifying the exchange of operational
information, including on the threat of new types of terrorist activities such as
those using chemical, biological or nuclear materials and toxic substances (G7
1996). The list also included recommendations that states parties at the impend-
ing Fourth BWC Review Conference:

confirm ... their commitment to ensure, through adoption of national meas-
ures, the effective fulfillment of their obligations under the convention to
take any necessary measures to prohibit and prevent the development, pro-
duction, stockpiling, acquisition or retention of such weapons within their
territory, under their jurisdiction or under their control anywhere, in order,
inter alia, to exclude use of those weapons for terrorist purposes.

(G7 1996)

In the aftermath of the 9/11 attacks, the G8 stepped up its activities regarding
WMD terrorism. At their 2002 summit in Kananaskis, Canada, the G8 leaders
launched the Global Partnership against the Spread of Weapons and Materials of
Mass Destruction. The Global Partnership is a non-proliferation initiative that
supports projects, mainly in Russia, such as the destruction of chemical
weapons, the dismantlement of decommissioned nuclear submarines, the dispo-
sition of fissile materials and the employment of former weapons scientists.
However, the statement launching the initiative began by focusing on WMD
terrorism:

The attacks of September 11 (2001) demonstrated that terrorists are pre-
pared to use any means to cause terror and inflict appalling casualties on
innocent people. We commit ourselves to prevent terrorists, or those that
harbour them, from acquiring or developing nuclear, chemical, radiological
and biological weapons; missiles; and related materials, equipment and
technology.

(G82002)

Under the Global Partnership, the G8 also adopted six principles to ‘prevent
terrorists or those that harbour them from acquiring or developing nuclear,
chemical, radiological and biological weapons; missiles; and related materials,
equipment and technology’ (G8 2002). These principles included the adoption,
universalisation, full implementation and, where necessary, strengthening of
multilateral treaties, measures to account for WMD and related materials, phys-
ical protection measures at facilities housing WMD and related materials,
effective border controls and law enforcement, effective national export and
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transhipment controls, and the elimination of all chemical weapons and the
minimising of holdings of dangerous biological agents. At Kananaskis, the G8
leaders committed themselves to raising US$20 billion to support such activ-
ities over the following ten years. By the 2006 summit, held in St Petersburg,
Russia, 13 non-G8 countries had joined the Global Partnership as donors (in
2003: Finland, the Netherlands, Norway, Poland, Sweden and Switzerland; and
in 2004: Australia, Belgium, the Czech Republic, Denmark, Ireland, New
Zealand and South Korea).

Interpol

The International Criminal Police Organization, better known as Interpol, long
active against international terrorism, launched a comprehensive programme
to counter the threat of bioterrorism in July 2004, funded by the Alfred P.
Sloan Foundation in the USA, the Canadian Department of Foreign Affairs
and International Trade and the US Department of State. Within its General
Secretariat, Interpol established a Bioterrorism Prevention Unit, overseen by a
Steering Committee on Bioterrorism Prevention. In March 2005, Interpol con-
vened a Global Conference on Bioterrorism in Lyon attended by over 500
people from 155 countries, making it the largest international law enforce-
ment meeting ever. Opening the conference, Interpol Secretary-General Ron
Noble said:

The evidence uncovered by law enforcement and concerns voiced at global,
regional and national levels regarding the potential use of biological agents
by terrorists to perpetrate a mass casualty attack demonstrate that we face a
very real and present threat.

(Interpol 2005)

The conference brought together senior police officers and counterterrorism
specialists, national and international governmental and non-governmental
agencies, scientists and other academics. It also agreed a programme of work,
including developing police training programmes, establishing a resource centre
at the disposal of law enforcement worldwide, developing an Incident Response
Guide for law enforcement and enhancing cooperation and understanding
between international organisations, including public health officials, customs
and law enforcement officials.

As part of its aim to provide regional training for countries in need of
capacity-building in the appropriate responses to a bioterrorist incident, Interpol
has convened four regional workshops for law enforcement officials in Africa
(South Africa in November 2005), Asia (Singapore in March 2006), the Ameri-
cas (Chile in July 2006) and Eastern Europe (Ukraine in November 2006), with
another planned for Muscat, Oman in March 2007. In September 2006, Interpol
launched a bio-criminalisation project with the aim of identifying legislative and
regulatory gaps in national implementation and assisting Interpol member states
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to draft and enact primary and subsidiary legislation to fill these gaps and thus
strengthen their law enforcement capacity. Addressing the Sixth BWC Review
Conference in November 2006, the head of Interpol’s Bioterrorism Prevention
Unit said:

Interpol is active and innovative in our commitment to help law enforce-
ment do all in its power to confront the threat of bioterrorism. But law
enforcement cannot effectively tackle the threat alone. It must do so in
partnership with professionals from other relevant disciplines.

(Baciu 2006)

He went on to list these as law enforcement, first responders, health sciences,
bio-safety, bio-security, legal, emergency management, intelligence, environ-
mental management, agricultural authorities and other relevant private and
public resources (local, national, regional and international). Whereas in 2001
there was no relationship between Interpol and the BWC, by 2006 Interpol has
become an important contributor to international efforts to strengthen the
national implementation of the BWC, as shown by the invitation extended to it
to attend and address the Sixth BWC Review Conference.

World Health Organization

The World Health Organization (WHO) is the UN specialised agency for health
established in April 1948 and based in Geneva. It is governed by its 193 member
states through the World Health Assembly. The WHO has long been concerned
with preventing the hostile exploitation of biology. For example, in 1967 the
World Health Assembly resolved that ‘scientific achievements, and particularly
in the field of biology and medicine — that most humane science — should be
used only for mankind’s benefit, but never to do it any harm’. In 1969, the
World Health Assembly, requested the WHO director-general to continue to
cooperate with the United Nations secretary-general on the issue of chemical
and biological weapons and the consequences of their possible use. The 1970
WHO report on ‘Health Aspects of Chemical and Biological Weapons: Report
of a WHO Group of Consultants’ was the result of that work and echoed the
concerns of member states about the misuse of biology.

In May 2002, the World Health Assembly adopted resolution WHA 55.16
defining a role for WHO in responding to the ‘natural occurrence, accidental
release or deliberate use of biological and chemical agents or radionuclear
material that affect health’. The WHO Secretariat also established a unit focus-
ing on Preparedness for Deliberate Epidemics and a Chemical and Biological
Weapons Working Group. In 2004, the WHO issued the third edition of its
Laboratory Biosafety Manual, which for the first time included a section on
laboratory bio-security. Also in 2004, the WHO published Public Health
Response to Biological and Chemical Weapons — WHO Guidance, a revised
and updated version of its 1970 report. In September 2006, the WHO released



The CWC, BWC and international terrorism 145

Biorisk Management: Laboratory Biosecurity Guidance, which elaborates on
the bio-security section of the Laboratory Biosafety Manual by providing more
detailed guidance on bio-security within a biological laboratory and addresses
the basic principles and best practices of bio-security. The WHO is also
charged with overseeing the two authorised stockpiles of the smallpox virus at
laboratories in Russia and the US. In 2005, the WHO established a Global
Smallpox Vaccine Reserve with the intention of acquiring five million doses to
be stored in Geneva and a further 200 million doses to be pledged by states, to
facilitate an effective international response to a smallpox outbreak.

In 2005, WHO member states unanimously adopted an update to the
revised International Health Regulations (IHR). First adopted in 1969 (replac-
ing the 1951 International Sanitary Regulations), the IHR provide an inter-
national legal framework for efforts to prevent and control the cross-border
spread of communicable diseases. However, under the 1969 IHR, states are
only required to notify the WHO if any of three diseases (cholera, plague and
yellow fever) occur on their territory. In 1995, after outbreaks of emerging
infectious diseases and the resurgence of existing diseases had rendered the
IHR increasingly obsolete, WHO member states requested a major updating of
the regulations to adapt them to the highly mobile, globalised world of the
twenty-first century. After negotiations in 2004 and 2005, the revised IHR text
was adopted unanimously by the World Health Assembly at its session in 2005
(Tucker 2005). The updated regulations depart in important ways from the
1969 version, particularly in their expanded scope and the powers they grant
to the WHO Secretariat. Rather than being limited to three diseases, the IHR
2005 require states to notify the WHO of any event that may constitute a
‘public health emergency of international concern’, which is defined as ‘an
extraordinary event which is determined ... (i) to constitute a public health
risk to other States through the international spread of disease and (ii) to
potentially require a coordinated international response’. The decision of what
constitutes a public health emergency of international concern is based on four
criteria: (1) the seriousness of the public health impact; (2) the unusual or
unexpected nature of the event; (3) the potential for international spread; and
(4) the risk of restrictions on international travel or trade. The IHR 2005 will
enter into force on 15 June 2007, although member states may apply them
immediately.

Global Health Security Initiative

The Global Health Security Initiative (GHSI) was established in the aftermath of
9/11 at the suggestion of US Secretary for Health and Human Services Tommy
Thompson who proposed that countries fighting bioterrorism should meet to
share information and coordinate their efforts to improve global health security.
The first meeting was held in Ottawa in November 2001 and was attended by
ministers of health and senior health officials from the European Commission,
France, Germany, Italy, Japan, Mexico, the UK, the USA and the World Health
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Organization (the latter acts as technical adviser to the GHSI). The GHSI
website states:

The GHSI was envisaged as an informal group to fill a gap for like-minded
countries to address health issues of the day, such as global health security.
The Initiative was not intended to replace, overlap or duplicate existing fora
or networks.

To date, seven GHSI ministerial meetings have been held: Ottawa, 7 November
2001; London, 14 March 2002; Mexico City, 6 December 2002; Berlin, 7
November 2003; Paris, 10 December 2004; Rome, 18 November 2005; and
Tokyo, 7 December 2006.

The GHSI is overseen by a Global Health Security Action Group of
senior officials who develop and implement activities designed to
improve global health security. The Group also serves as a network of rapid
communication/reaction in the event of a crisis. The GHSI currently has four
working groups/networks (Risk Management and Coordination Working
Group; Pandemic Influenza Working Group; Working Group on Chemical
Events; and the Global Health Security Laboratory Network) and has projects
underway in a number of other areas (Field Epidemiology and Outbreak Inves-
tigation; Public Health Aspects of Radiological and Nuclear Threats; Research
Collaboration; and Capacity Building and Training for Emerging Infectious
Diseases). In 2003, the GHSI conducted a global outbreak simulation called
Exercise Global Mercury aimed at evaluating the communications protocols
between and among the countries in the face of a terrorist attack with smallpox.
GHSI countries have also contributed to the WHO’s Global Smallpox Vaccine
Reserve.

The Proliferation Security Initiative

The Proliferation Security Initiative (PSI) was launched by US President George
Bush during a speech in Krakow, Poland in 2003. Like the Australia Group, the
PSI is not a formal organisation constituted by member states. Rather, it is a
coalition of states that adhere to a statement of principles and that undertake, on
the basis of a web of supporting agreements, to cooperate with each other in the
interdiction, by armed force if necessary, of international shipments of goods
thought destined for WMD programmes considered illegal by PSI participants.
As such, the PSI partially addresses prohibitions in Article I of the CWC and
Articles I and III of the BWC relating to transfers and to the prohibitions on
assistance, encouragement and inducement in both treaties. Neither treaty con-
tains further provisions for verifying compliance with or enforcing these prohi-
bitions, so the PSI fills the gap. According to its website: “The PSI is not a
formal institution, nor is it a treaty body. It is a statement of purpose: an activity,
not an organisation’. The initiative originated in part following an incident in
December 2002, when Spain, alerted by a US tip-off, seized a shipment of 15
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Scud missiles headed from North Korea to Yemen. The USA allowed the ship to
continue after determining that it lacked the authority under international law to
detain the vessel and after assurances had been given that the missiles would be
used for defensive purposes only.

The scope and aims of the PSI are set out in the ‘Statement of Interdiction
Principles’ adopted by PSI participants at their third plenary meeting in Paris in
September 2003. The ‘Statement of Interdiction Principles’ commits participat-
ing states to ‘undertake effective measures, either alone or in concert with other
states, for interdicting the transfer or transport of WMD, their delivery systems,
and related materials to and from states and non-state actors of proliferation
concern’. It defines the latter as:

those countries or entities that the PSI participants involved establish should
be subject to interdiction activities because they are engaged in proliferation
through: (1) efforts to develop or acquire chemical, biological, or nuclear
weapons and associated delivery systems; or (2) transfers (either selling,
receiving, or facilitating) of WMD, their delivery systems, or related
materials.

To date, PSI participants have convened seven plenary meetings since the first
in Madrid, Spain, in June 2003. In addition, there have been around 17 opera-
tional experts’ meetings in many PSI participant countries. Most significantly,
PSI participants have conducted 25 air, ground and maritime interdiction exer-
cises. Few details have emerged of interdictions conducted under the PSI.
However, in May 2005, US Secretary of State Condoleezza Rice said: ‘In the
last nine months alone, the United States and ten of our PSI partners have
quietly cooperated on 11 successful efforts’. According to a list maintained by
the US Department of State, almost 80 countries have expressed support for the
PSI. The USA has signed ship-boarding agreements with six countries (Belize,
Croatia, Cyprus, Liberia, Marshall Islands and Panama). While some states
have questioned the legitimacy of PSI, particularly in relation to the law of the
sea, UN Security Council Resolution 1540 indirectly endorsed the initiative.

2005 Protocol to the Convention for the Suppression of Unlawful
Acts against the Safety of Maritime Navigation

The International Maritime Organization (IMO) is a specialised agency of the
United Nations responsible for improving maritime safety and preventing pollu-
tion from ships. The IMO was established in 1948 and is headquartered in
London. Prompted by crews being kidnapped and ships being hijacked, deliber-
ately run aground or blown up by explosives during the 1980s, the UN General
Assembly invited the IMO to study the problem of terrorism aboard or against
ships with a view to making recommendations on appropriate measures. This
resulted in the 1988 Convention for the Suppression of Unlawful Acts against
the Safety of Maritime Navigation (known as the SUA Convention), which
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entered into force in March 1992. After 9/11, IMO member states became
increasingly concerned about the risks posed to maritime navigation by terror-
ism and the possibility of WMD being transported by ship. In response, IMO
member states negotiated a Protocol to the SUA Convention that was adopted at
a diplomatic conference in London in October 2005.

The Protocol provides the first international treaty framework for combating
and prosecuting anyone who uses a ship as a weapon or as a means to carry out
a terrorist attack, or who transports by ship terrorists or cargo (including
associated delivery systems and related materials) destined to support WMD
programmes. Article 2 of the Protocol amends Article 1 of the SUA Convention
to include definitions of biological and chemical weapons that use the same
wording as the BWC and CWC. In addition, the Protocol adds a new article to
the Convention stating that nothing in the Protocol affects states parties’ rights,
obligations and responsibilities under the BWC or CWC. The Protocol also
establishes a mechanism to facilitate boarding of ships suspected of engaging in
these activities in international waters. The Protocol was opened for signature in
February 2006 and will enter into force after it has been ratified by 12 IMO
member states.

UN Security Council Resolution 1540 (2004)

On 28 April 2004, the UN Security Council adopted Resolution 1540 on the
non-proliferation of weapons of mass destruction. The resolution affirms that the
proliferation and illicit trafficking of nuclear, biological and chemical weapons
are threats to international peace and security and it requires all UN member
states to enact and enforce laws to prohibit and prevent the manufacture, acqui-
sition, possession, development, transport, transfer or use of nuclear, chemical
or biological weapons and their means of delivery by non-state actors. It there-
fore universalises the obligations under the BWC and CWC, which only apply
to states party to those treaties, by requiring all UN member states, whether
BWC or CWC members or not, to enact and enforce such laws. The resolution
also requires states to take and enforce national measures to prevent the prolifer-
ation of these weapons, including means to account for and secure weapons and
their means of delivery, physical protection measures, effective border controls
and export controls. The resolution also obliges member states to refrain from
supporting attempts by non-state actors to acquire WMD capabilities. Along
with the Action Plan on national implementation adopted by CWC states parties,
the attention to national implementation during the annual meetings of BWC
states parties and the activities of Interpol, Resolution 1540 represents a concrete
contribution to the prevention of CB terrorism.

All states were required to provide a report on their implementation of the reso-
lution to a committee established by the resolution and by September 2006 over
130 states had done so. The committee originally had a two-year mandate, but this
was extended for a further two years by Security Council Resolution 1673 in April
2006. Resolution 1673 calls on states to provide a first report on implementation if
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they have not already done so and encourages all states to provide additional
information, at any time or upon the request of the 1540 Committee. The 1540
Committee has finalised its fifth work programme (for the period 1 October 2006
to 30 September 2007), under which it will focus on ‘increasing its knowledge by
examination of information on the status of implementation of SCR 1540’ and
‘outreach, dialogue, assistance and co-operation to promote implementation of all
aspects of SCR 1540’ through a range of activities.

Uniting against terrorism and the ‘bio-forum’

In May 2006, then UN Secretary-General Kofi Annan issued his response to the
2005 World Summit request for him to ‘submit proposals to strengthen the
capacity of the United Nations system to assist States in combating terrorism
and enhance coordination of United Nations activities in this regard’. The report,
entitled ‘Uniting Against Terrorism: Recommendations for a Global Counter-
Terrorism Strategy’, states that ‘the most important under-addressed threat relat-
ing to terrorism, and one which acutely requires new thinking on the part of the
international community, is that of terrorists using a biological weapon’. Reflect-
ing the analysis of Chyba (2006) and others, the report then argues that:

Preventing bioterrorism requires innovative solutions specific to the nature
of the threat ... . The approach to fighting the abuse of biotechnology for
terrorist purposes will have more in common with measures against cyber-
crime than with the work to control nuclear proliferation.

The report then goes on to propose that:

What we need now is a forum that will bring together the various
stakeholders — Governments, industry, science, public health, security, the
public writ large — into a common programme, built from the bottom up, to
ensure that biotechnology’s advances are used for the public good and that
the benefits are shared equitably around the world. Such an effort must
ensure that nothing is done to impede the potential positive benefits from
this technology. The United Nations is well placed to coordinate and facili-
tate such a forum, and to bring to the table a wide range of relevant actors.

Concluding the section, Annan urges UN member states to consider the proposal
‘in the near future’.

The report additionally includes recommendations on ‘strengthening State
capacity to prevent terrorists from acquiring nuclear, biological, chemical, or
radiological materials, and ensuring better preparedness for an attack with such
materials’. It suggests that the Security Council could promote facilitation of
technical assistance to counter terrorist development, acquisition and use of
WMD. It also suggests that the General Assembly and the Security Council
consider adopting a resolution calling on all states to provide cooperation and
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assistance in the event of a terrorist attack using WMD. Regarding chemical
terrorism, the report recommends that states ensure that security at chemical
plants is kept to the highest standards and it proposes that a mechanism is
developed so that the OPCW with other UN bodies can provide assistance and
coordinate the relief and response operations in case of a chemical attack. On
bioterrorism, the report calls for ‘a major initiative ... to strengthen States’
public health systems’. The report notes the ‘good work’ done by the WHO in
providing technical assistance to states but says that efforts must be stepped up
dramatically. Finally, the report says that the UN should ‘develop a single com-
prehensive database on biological incidents and promote information-sharing to
facilitate threat and risk assessment and support criminal investigation’.

In September 2006, the General Assembly adopted a resolution containing a
‘UN global counterterrorism strategy’, picking up many of the ideas in the
secretary-general’s report. The strategy calls for strengthened ‘coordination and
cooperation among States in combating crimes that might be connected with ter-
rorism, including ... smuggling of nuclear, chemical, biological, radiological
and other potentially deadly materials’. From the ‘Uniting Against Terrorism’
report (Annan 2006), the resolution invites the UN system to develop the ‘single
comprehensive database on biological incidents’ and it also notes the importance
of the secretary-general’s ‘bio-forum’ proposal. The resolution invites the UN
to improve coordination in planning a response to a WMD terrorist attack by
reviewing and improving the existing inter-agency coordination mechanisms
and by developing guidelines for cooperation and assistance. The resolution
also encourages the OPCW to continue its capacity-building efforts with states
and it encourages the WHO to step up its technical assistance to states. The
secretary-general has established a CounterTerrorism Implementation Task
Force comprising representatives of 24 UN and related agencies, among them
the OPCW, WHO, Interpol, the UN Department for Disarmament Affairs and
the expert staff of the 1540 Committee.

Before he stepped down from his post as UN secretary-general at the end of
2006, Kofi Annan devoted one of his last speeches to his ‘bio-forum’ proposal
and the thinking behind it. After highlighting the many positive aspects of
advances in biology, Annan said:

[I]f they fall into the wrong hands, they could be catastrophic. When used
negligently, or misused deliberately, biotechnology could inflict the most
profound human suffering — ranging from the accidental release of disease
agents into the environment to intentional disease outbreaks caused by State
or non-State actors.

Annan then offered his ‘bio-forum’ proposal as a possible tool to address these
risks:

Such a forum could discuss how to ensure that biotechnology’s advances are
used by all for the public good, how to ensure that the efforts of countries to
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harness biotechnology are not hampered by unnecessary impediments and
how we can learn to manage the potential risks.

In his speech to the Sixth BWC Review Conference two days later, Annan
described the BWC as part of an interlinked array of tools dealing with an
interlinked array of problems, among which are traditional concerns about state-
owned weapons, but that also now include ‘terrorism and crime at the non-state
and individual levels’. Annan mentioned the ‘bio-forum’ in the context of
designing a coherent strategy to address these issues and encouraged delegates
at the review conference to build bridges with different fields and to explore
other possibilities. There was no reference to the ‘bio-forum’ in the final decla-
ration of the review conference and it is unclear how the ‘bio-forum’ proposal
will be taken forward under a new secretary-general.

Notes

1 Although the use of biological weapons is not specifically prohibited by the BWC, at
the Fourth Review Conference in 1996 states parties reaffirmed that:

the use by the States Parties, in any way and under any circumstances, of micro-
bial or other biological agents or toxins, that is not consistent with prophylactic,
protective or other peaceful purposes, is effectively a violation of Article I of the
Convention.

2 For example Leventhal and Alexander (1987).

In fact a study was not published until more than a decade later: Torok et al. (1997).

4 The figure of 5,000 is often described as ‘over 5,000 casualties’ but, according to a
WHO publication, this should be seen in its true perspective; along with the 12 fatali-
ties, 54 people were severely injured and around 980 were mildly to moderately
affected. The majority of the 5,000 people, the WHO notes, had psychogenic symp-
toms and were (understandably) worried that they might have been exposed (World
Health Organization 2004).

5 Such a history will be published in the near future: Feakes and Kenyon (2007).

6 Not all states parties welcomed Bustani’s proactive approach. The USA was particu-
larly critical and used his advocacy of an anti-terrorism role for the OPCW in its ulti-
mately successful campaign to have him removed from office. The US claimed that
Bustani:

w

seized on [the] September 11, 2001 terrorist attacks to promote costly initiatives —
clearly outside of the Organization’s primary mission — verification ... . Many of
these proposals also had very little connection to terrorism, the genuine competen-
cies of the OPCW staff, or the financial capabilities of an OPCW already
embroiled in a financial crisis.

7 The Group was the G7 until Russia joined in 1998.
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S The status of the Biological
Weapons Convention (BWC)
in relation to the prevention
of bioterrorism

Nicholas A. Sims

Introduction

The status of the Biological Weapons Convention (BWC)' in relation to the
prevention of bioterrorism is an interesting question. In this chapter the view
will be advanced that the relationship between the two is indirect, tangential
and incidental. But first the formal history and current legal status of the BWC
are summarised.

It was first publicly proposed by the UK in 1968, in the Foreign Office’s
Working Paper on Microbiological Warfare to the Eighteen Nation Disarmament
Committee, ENDC/231, gradually acquired international support through 1969
and 1970, was negotiated multilaterally at Geneva by the twenty-five then partici-
pating members of the ENDC’s successor the Conference of the Committee on
Disarmament (and behind the scenes bilaterally by the United States and the
Soviet Union) between March and September 1971 (Goldblat 1971), was com-
mended by the UN General Assembly on 16 December 1971, was opened for sig-
nature on 10 April 1972, and entered into force on 26 March 1975, originally for
forty-six states parties. The single review conference prescribed by Article XII
was held 3-21 March 1980 (Sims 1988). Further review conferences have been
held by decision of the states parties in 1986, 1991, 1996, 2001-2002 and 2006.

It is currently in force for 155 states parties. A further sixteen states signato-
ries (of which the two of greatest military significance are Egypt and Syria) are
under the standard signatory obligation in international law to refrain from acts
that would defeat the object and purpose of the BWC, until and unless they
make clear their intention not to ratify their signatures. This leaves at least
twenty-two states (of which the one of greatest military significance is Israel)
that have not signed. (By way of comparison, the much younger Chemical
Weapons Convention, opened for signature on 13 January 1993 and in force
since 29 April 1997, has already acquired 181 states parties.)

What the BWC is

The BWC is a multilateral disarmament treaty. Each of these words is rich in
implications.
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As a treaty it constitutes a set of obligations from which flows a treaty
regime: the BWC in operation.

Also, as a treaty, it binds only states directly (though obliging them under
Article IV to translate their international obligations into national laws and regu-
lations for enforcement within their respective jurisdictions): states are its sub-
jects, its objects, its governors and its beneficiaries, all at the same time.

As a multilateral treaty, it was negotiated and continues to be reviewed in a
UN setting, but one that is no longer dominated by the Cold War alliances but
instead by the political dynamics of the US, the EU, the non-aligned movement
and other groups of states since the end of bipolarity.

As a multilateral disarmament treaty, it bans an entire class of weapons,
present and future. Negotiated at a particular point in time, it is nevertheless
intended to endure: adapting it to expectations of permanence is a constant
challenge.

What the BWC is not

It is not a non-proliferation treaty allowing a few states to possess biological and
toxin weapons while denying them to the rest: all are equally forbidden to all.

It is not primarily intended as a counter-proliferation or counterterrorism
device: these are recent concerns to which parts of the BWC can be applied, but
no more than that — as the rest of this chapter seeks to demonstrate.

It is not a comprehensive regime governing the uses and abuses of the life
sciences: it is silent on research and is limited to generalities on the peaceful
uses of microbiology.

It is not an absolute guarantee against biological and toxin weapons: a treaty
cannot bind non-parties, and even BWC states parties may cheat.

It is not subject to verification: which is not to say that its provisions are
inherently unverifiable (although some take that view), but only that it has no
verification machinery at present and verification remains at best a long-term
objective.?

It is not institutionally strong: indeed it suffers from a chronic institutional
deficit. Elsewhere, the case has repeatedly been made that the BWC needs
interim strengthening structures to support it in the short term — Annual Meet-
ings of States Parties or an Intersessional Committee of Oversight, supported by
a Scientific Advisory Panel, a Legal Advisory Panel and a standing secretariat
dedicated to the service of the Convention — pending the eventual establishment
of a permanent organisation, an OPBW to match the OPCW (Sims 2001b:
13—19; Sims 2005; Sims 2006c: 17-26).

Paradigm shifts that never quite work

Trying to force the BWC into a counter-proliferation or counterterrorist context
is a paradigm shift that never quite works. They are recent concerns to which
parts of the BWC can be applied, but no more than that. They are not the
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central purpose or the natural habitat of the BWC, which is first and foremost a
disarmament treaty.

Counter-proliferation always highlights the problem of rogue states. It is a
one-way, top-down or supply-side approach. The Proliferation Security Initi-
ative of 2003 has given it a plurilateral form but it falls short of full multilateral-
ism. The BWC is completely different. It is fully multilateral and thoroughly
egalitarian. By nine months at latest from entry into force (the time limit set in
Article II addressed to possessors) every state party has to be, and has to remain,
fully disarmed. Every one of them has equal obligations towards every other one
of them. That includes demonstrating their own compliance, not just questioning
other people’s, and providing reassurance when ambiguities or suspicions arise,
not just demanding it from others. The treaty relationship is one of equality and
reciprocity. Those qualities are inherent in it. They are not inherent in the
counter-proliferation paradigm (Joyner 2005: 507-548).

Article III of the BWC has some counter-proliferation value, but its context
as part of a carefully balanced set of articles within a disarmament treaty means
that the obligations in Article III:

not to transfer to any recipient whatsoever, directly or indirectly, and not in
any way to assist, encourage, or induce any State, group of States or inter-
national organizations to manufacture or otherwise acquire any of the
agents, toxins, weapons, equipment or means of delivery specified in Article
I of the Convention

are essentially ancillary to the main object and purpose of the Convention.
Moreover, Article III exists in tension with Article X, subtly determining the
balance of risk and opportunity in exchanges of materials and technologies for
peaceful purposes across the whole range of applications of microbiology.

Counterterrorism always highlights the problem of non-state actors. But the
very demanding Article IV of the BWC with its stringent prevention criterion
(“shall, in accordance with its constitutional processes, take any necessary meas-
ures to prohibit and prevent’) makes no such distinction. It applies equally to
everyone, including organs of the state and its agents. That is why it is more
comprehensive than Security Council Resolution (SCR) 1540 (2004). It is
predicated on the principle that biological and toxin weapons are unacceptable
in any hands: there are no ‘responsible’ developers, producers or possessors of
such weapons, however governmental their affiliations may be. There are to be
no BW possessors at all (Sims 2006a: 17).

Articles III and IV of the BWC have some counterterrorism value, but it is
incidental. In 1996 the Fourth Review Conference added a new reference at the
end of the inherited text for the Article IV section of its Final Declaration
(UN 1996), in which the states parties recognised ‘the need to ensure, through
the review and/or adoption of national measures, the effective fulfilment of their
obligations under the Convention in order, infer alia, to exclude use of biologi-
cal and toxin weapons in terrorist or criminal activity’. In 2006 the Sixth Review
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Conference was expected to reaffirm and expand this accumulated text with a
reference to SCR 1540 (2004) and perhaps to other counterterrorism measures
(Pearson et al. 2006: 15—-17). But the reference would remain heavily qualified
by the words ‘inter alia’. Excluding the use of the prohibited weapons in terror-
ist or other criminal activity remains incidental to excluding any use whatever.
Article IV requires, first, the comprehensive domestication by each state party of
its international obligations under the BWC, to a high standard in order to
encompass all its prohibitions (Woodward 2003). But that is only the beginning.
The resulting national legislation and regulations must then be applied, and
enforced with sufficient stringency to satisfy the prevention criterion, to every-
one ‘within the territory of such State, under its jurisdiction or under its control
anywhere’. (This was not ‘extraterritorial’ enough for some: the Third and
Fourth Review Conferences (UN 1992, 1996) ‘invited each State Party to con-
sider, if constitutionally possible and in conformity with international law, the
application of such measures to actions taken anywhere by persons possessing
its nationality’.)

Articles III and IV make sense within the context of a disarmament treaty.
Forcing them into a different context would distort their purpose and introduce
an imbalance into the overall treaty regime as well as obscuring its essential
nature. It would let states and their governments off the hook by restricting its
purview to a narrower category of potential sources of threat.

The BWC Sixth Review Conference

At the Sixth Review Conference (Geneva, 20 November to 8§ December 2006)
expectations were modest and a suitably modest success was achieved, despite
earlier fears and continuing apprehensions that acrimony between Iran and the
United States would prevent consensus being reached (Sims 2006b: 8—16). As at
the Preparatory Committee for the conference (Geneva, 2628 April 2006), Iran
and the United States delayed but in the end did not prevent agreement. Each
insisted on pruning the outcome documents of elements it found unacceptable,
but the pruning was not so drastic as to make the rest of the conference despair.
Valuable ‘middle ground’ proposals had been advanced by three significant
groupings of states parties — the thirty-six European states that endorsed the
European Union position, twelve Latin Americans and the seven JACKSNNZ?
delegations — with an impressive degree of convergence among the three groups
on what they wanted. These proposals had sometimes to be diluted to win
through, but in essence survived into the consensus.

Moreover, a measure of success not to be neglected is that compared with other
multilateral arms control and disarmament meetings in UN settings in 2005-2006,
which had ended in deadlock, this conference was at least able to agree a Final
Declaration, Decisions and Recommendations (UN 2006b). That in itself was an
achievement that produced sighs of relief. Diplomacy succeeded: it had set its
sights low, but did not have to lower them much further during the three weeks
at Geneva.
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The delegates were able to endorse the outcomes of the first (2003—2005)
intersessional process and to set a course for the period up to the Seventh
Review Conference in 2011, with a second intersessional process consisting of a
one-week Meeting of States Parties preceded by a one-week Meeting of Experts
each year from 2007 to 2010: with a work programme of six topics alloc-
ated to those meetings; a ‘concerted effort’ to promote universalisation, through
national focal points and international coordination; and a three-person Imple-
mentation Support Unit given an agreed mandate (inevitably a cautious one) and
funded up to 2011 by the states parties collectively. Some might add progress on
confidence-building measures (CBM) as an achievement, but here the outcome
was more equivocal, with advances in data exchange processes disappointingly
limited. The conference soon got bogged down in procedural skirmishes on how
and when to consider the subject of CBM, and any substantive decisions to
improve the CBM components of the treaty regime were postponed to 2011.
Without verification, the BWC depends on CBM reporting to reinforce the ori-
ginal elements of its compliance regime, and the record up to now suggests that
it is not much to rely on: better than nothing, certainly, but painfully stuck in the
precise modalities agreed in 1986—1987 and 1991 and unchanged since. This
aspect of the BWC is in urgent need of reformulation, wider participation
(alarmingly skewed as between regions), improvements in the quality as well as
quantity of information exchanged and serious rethinking of what is really
needed to build confidence in one another’s compliance (Hunger and Isla 2006:
27-36).

The conference failed to develop an action plan for national implementation, or
for ‘comprehensive implementation’, which would have embraced the Article X
(peaceful uses) alongside Article IV (legislative and other enforcement) aspects of
the Convention: it failed to engage fully with developments in science and techno-
logy, let alone arrange for regular scrutiny of their implications for the health of
the treaty; and it failed to allow the intersessional process for 2007-2010 a
continuing agenda of ‘recurrent items’ or any other of the attributes the absence of
which had severely constrained the effectiveness of the process in 2003—2005. The
institutional deficit from which the BWC has always suffered continues up to (at
least) 2011, mitigated only slightly by the upgrading of successive conference sec-
retariats into an Implementation Support Unit around which cluster the hopes of
many who want to see the BWC strengthened in low-key, practical and essentially
uncontentious ways.

The main achievement of 2006 was to sweep away the debris of the Fifth
Review Conference and the associated debacle in BWC history that followed
the collapse of the Ad Hoc Group of 1995-2001, the halting of its negotiations
for a strengthened Protocol and recriminations (notably between the United
States and Iran) in the course of which verification became a no-go area and
multilateralism itself reduced to a bare minimum level of permitted activity
(Sims 2003: 11-18). After 2006 it became easier to look forward, even if many
key questions — on accountability, on bio-defence, on compliance — remained
unresolved and, for the time being, largely unaddressed. But a constructive
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evolution for the treaty regime flowing from the BWC, blocked for so long,
became a real possibility once more, as the Convention emerged from the
diplomatic doldrums at last.

Terrorism as a theme at the Sixth Review Conference

Where was the theme of biological terrorism in all this? At Geneva in 2006 the
delegations:

steered a careful course between the extremes of treating bioterrorism as the
only threat worth bothering about and shrugging it off as a remote eventual-
ity. The BWC ban is total: no possessors are permitted, whether states or
non-state actors. But it has to be used to prevent any recrudescence of BW
activity, whether states or terrorists (or a mixture of the two categories) are
implicated. Using it means national implementation, and a heavy emphasis
on national precautions and national enforcement is right and proper — but
not to the exclusion of international procedures and commitments by the
States Parties to what is, after all, an international treaty. Here, too, a careful
course has always to be steered; and, at Geneva in 2000, it was.

(Sims 2007)

Solemn Declaration

In the Solemn Declaration which, as in 1991 and 1996, prefaced the Article-by-
Article sections of the Final Declaration, the longest element of all was devoted
to the issue of terrorism (UN 2006b: 8).

The States Parties ... solemnly declare:

... (vii) Their conviction that terrorism in all its forms and manifestations
and whatever its motivation, is abhorrent and unacceptable to the inter-
national community, and that terrorists must be prevented from develop-
ing, producing, stockpiling, or otherwise acquiring or retaining, and using
under any circumstances, biological agents and toxins, equipment, or
means of delivery of agents or toxins for non-peaceful purposes, and their
recognition of the contribution of full and effective implementation of
UNSC Resolution 1540 by all States to assist in achieving the objectives of
this Convention.

This theme was entirely new, having no precursor in the Solemn Declarations
of the Third and Fourth Review Conferences. (The Fifth, at its resumed session
in 2002, had failed even to attempt a Final Declaration at all, so a Solemn Decla-
ration had been out of the question.)

Including such language, and giving it pride of place in the Declaration, can be
seen as signalling collective recognition of a newly prominent source of threat,
without however jettisoning established concerns and perspectives. This bears out
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the view that the delegations to the Sixth Review Conference ‘steered a careful
course between the extremes of treating bioterrorism as the only threat worth
bothering about and shrugging it off as a remote eventuality’ (Sims 2007).

It can also be seen as a graceful gesture towards the United States, whose
representative (Assistant Secretary of State for International Security and Prolif-
eration John C. Rood) speaking in the first plenary session had urged the confer-
ence to ‘recognize the grim prospect of terrorist organizations using biology as a
weapon of terror and mass destruction’ and had concluded that ‘we must gird
ourselves to respond to new and evolving threats’ (Pearson 2007: 11, quoting
John C. Rood). Together with other concessions to US positions, it represented a
generous spirit in which the other states parties showed a new-found readiness to
overlook the damage done to the BWC earlier in the decade and bring the
United States back into the mainstream of BWC diplomacy from its relative iso-
lation of 2001-2005. This was all the easier to do in 2006 because attitudes in
the United States towards the usefulness of multilateral approaches had become
slightly more favourable (Smithson/CSIS 2006: 29-38) and its own agenda had
become less distant from others’ concerns. By the time the conference opened
on 20 November the United States was understood to be willing to allow (within
the same procedural constraints as in 2003-2005) a second intersessional
process with meetings each year from 2007 to 2010, and also action plans on
universality and national implementation, possibly combined with some
strengthening of implementation support (provided it did not lead to a standing
secretariat as advocated by the Blix Commission (Blix 2006: Recommendation
34), or worse still to an embryonic organisation). All of this was conditional, as
was well understood, on no one rocking the boat at Geneva by attacking the US
record, reviving the debate over verification or trying to reactivate the BWC Ad
Hoc Group from the suspended animation into which it had been plunged in
August 2001.

Would other states, or groups of states, have put terrorism references into the
Final Declaration anyway? It is possible, but unlikely.* This was not because
they underrated the gravity of potential terrorist use of BW. But they were wary
of being co-opted into a supposed ‘war on terror’ when they preferred to tackle
such threats in a criminal justice perspective that respected (up to a point) their
national legal traditions, and therefore to subsume them under the broader
heading (and wider category) of criminality. The ‘war on terror’ was a highly
contentious concept, even for close allies of the United States, while for others it
connoted an uncomfortably close alignment with the world outlook of the Bush
administration.

Not only were the words ‘war on terror’ absent from the outcome documents
of 2006: even the words ‘terrorism’ and ‘terrorists’ were never used again after
their appearance in the longest element of the Solemn Declaration.

Instead, the conference addressed terrorist threats within four wider contexts
that found expression in the Article-by-Article text of the Final Declaration, as
shown below. It also adopted a work programme for the second intersessional
programme that largely accepted US priorities, including implied acceptance of
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an emphasis on using the BWC to counter terrorists through national enforce-
ment, bio-safety and bio-security. But this acceptance was only implicit. The
words ‘terrorism’ and ‘terrorists’ were still not used in the list of topics for
2007-2010.

Article by-Article sections of the Final Declaration

The Article-by-Article sections of the Final Declaration contained new
language, relevant infer alia to terrorism, at four points (UN 2006b).

1

In the Article III section, the new paragraph 9 reads:

‘The Conference calls for appropriate measures by all States Parties to
ensure that biological agents and toxins relevant to the Convention are pro-
tected and safeguarded, including through measures to control access to and
handling of such agents and toxins’.

In the Article IV section, similar new language is used in paragraph 11, in
the context of the objectives of ‘legal, administrative, judicial and other
measures, including penal legislation’ with states parties calling upon one
another to adopt such measures. They should be designed infer alia to:
‘ensure the safety and security of microbial or other biological agents or
toxins in laboratories, facilities, and during transportation, to prevent unau-
thorized access to and removal of such agents and toxins’. It should be
noted that until 2006, Final Declarations had commended penal legislation
but only as one example among others. The word ‘including’ in the Final
Declaration text at last tightened up this reference to its commendation
(Pearson 2007: 51). Penal legislation is still not as mandatory as in Article 7
of the Chemical Weapons Convention (CWC) but constitutes instead a
politically binding commitment, as an understanding, recorded as having
been agreed by consensus, of one of the implications of Article IV. This
position is arguably reinforced since 2004 by the authority of the UN Secur-
ity Council through its Resolution 1540.

Still in the Article IV section, paragraph 17 contains the important state-
ment that the conference accepts Resolution 1540 as consistent with the
BWC and reassures states parties that their overall compliance load is not
doubled, because the same information may be used for both 1540 and
BWC purposes:

The Conference recalls UN Security Council Resolution 1540 (2004)
that places obligations on all states and is consistent with the provisions
of the Convention. The Conference notes that Resolution 1540 affirms
support for the multilateral treaties whose aim is to eliminate or prevent
proliferation of nuclear, chemical or biological weapons and the
importance for all States Parties to those treaties to implement them
fully in order to promote international stability. The Conference also
notes that information provided to the United Nations by states in
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accordance with Resolution 1540 may provide a useful resource for
States Parties in fulfilling their obligations under this Article.

The wording of the final sentence shows the conference making the assump-
tion that governments will give priority to their reporting obligations towards
the UN Security Council, a fair assumption given that 1540 was adopted
under Chapter VII of the UN Charter, with attendant follow-up machinery
and authority renewed in 2006 by Resolution 1673, while reporting obliga-
tions under the BWC are woefully underdeveloped. They are only politically
binding and as yet consist merely of the few CBMs agreed in 1986—1987 and
enhanced and expanded in 1991. The hope must be that more states parties
will henceforth participate in the exchange of CBM information and provide
more detail on their national implementation. However, this can be no more
than a hope, given the weakness of BWC Article IV, compared with the
requirements of CWC Article 7, and the patchy record of CBM participation.
Paragraph 17 interestingly does not mention 1540’s concentration on
non-state actors. References instead to ‘proliferation’ and ‘international
stability’ broaden the context. Article IV concerns national implementation,
and must constrain governments as well as non-state actors. Once again, the
conference rightly ensured that governments would not be let off the hook.
4 The fourth and last innovation in the Final Declaration with an implicit rele-
vance to terrorism occurs in the Article VII section. Here non-state actors
are bracketed with states outside the BWC as ‘anyone other than States
Parties’, in another entirely new passage of text. Paragraph 38 reads:

The Conference takes note of the willingness of States Parties, where
appropriate, to provide or support assistance to any State Party which
so requests, when that State Party has been exposed to danger or
damage as a result of the use of bacteriological (biological) agents and
toxins as weapons by anyone other than States Parties.

Only attacks that constitute a breach of the Convention trigger assistance
under Article VII (not to mention the further hurdle of having to satisfy the
Security Council). After some reported initial confusion over how to con-
strue Article VII, this new paragraph was drafted and accepted. It does not
purport to draw out (how could it?) a freshly discovered implication of
Article VII. It does not proclaim a new-found obligation. Instead, all it does
is to record an additional expression of willingness to act, outside (but con-
sistently with) the terms of the BWC, in certain eventualities: qualifies that
expression of willingness with the words ‘where appropriate’; ensures by
the words ‘which so requests’ that a state can still decline international
assistance (as the USA did during the anthrax letters episode of 2001, when
France offered to take the lead in organising international assistance under a
Security Council resolution); and places it in the section of the Final Decla-
ration to which it is most closely related.
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Sources for proposed additions to Final Declaration text in 2006

Observers on the margins of the Sixth Review Conference were able to trace
the origins of proposed language for the Final Declaration through the paper
trail of early suggestions, and in particular the conference room paper into
which they were consolidated at the end of the first week (UN 2006a). By this
time the European Union, India and the United States had proposed language
for most of the Article-by-Article sections, and other states or groups of states
for particular sections. China, Japan and the Latin American and Non-Aligned
Movement groups made significant contributions, as more sparingly did Aus-
tralia and New Zealand. (The JACKSNNZ group — Japan, Australia, Canada,
[South] Korea, Switzerland, Norway and New Zealand — had taken the tactical
decision to refrain from submitting text systematically, preferring to rely on
their individual working papers issued in advance in consultation with one
another and on offering comment on other draft texts during the committee
stage of the conference.)

Scrutiny of the 24 November compilation shows the origin of the four
additions discussed above. It also shows that one state party wanted stronger
language dispersed through more sections of the Final Declaration to drive
home the new emphasis it sought on bioterrorism. Not surprisingly, this was
the United States. Here the unsuccessfully proposed US language will be set
out, too.

Article IT1

The addition under Article III has its origin in proposals from the European
Union, Japan and the United States. But the United States proposed a much
fuller body of text placing a notably stronger emphasis on non-state actors and
‘unauthorised entities’ in seeking to add to the conference’s agreed understand-
ing of Article IIT and its implications for states parties.

If the United States had had its way, the following language would have been
added to the Final Declaration under the heading of Article III:

The Conference emphasises that the provisions of Article III that ‘Each
State Party to this Convention undertakes not to transfer to any recipient
whatsoever, directly or indirectly...” obligates States Parties not only to
refrain from direct transfers of items that are prohibited by the Convention,
but also to take the steps necessary and foreseeable to preclude their indirect
transfer. This step can be completed in part by enacting adequate security
measures and export controls that prohibit the diversion of such items to
either State or non-state actors, foreign or domestic, for purposes prohibited
under the Convention.

The Conference notes that, in order to minimise the possibility that an indi-
rect transfer to a State or non-state actor may occur through negligence on
the part of a State Party rather than from an intentional act, States Parties
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should implement laws that define who may rightly receive, hold, and work
with dangerous biological agents.

The Conference encourages States Parties to ensure that all dangerous bio-
logical agents are adequately protected and safeguarded to avoid transfer to
unauthorised entities.

The Conference notes that Article III does not preclude sharing information
concerning prohibited items and activities that supports peaceful activities,
including bio-defence and public health, at the international, national or
sub-national level.

The Conference also encourages States Parties to ensure that appropriate
pathogen security practices are in place at facilities to adequately control
access and transfer of dangerous biological agents, and that programmes to
assess the adequacy of such practices and the security of pathogens are
established on a site-specific basis.

The Conference urges States Parties to support the development of training
and education programmes for those granted access to dangerous agents to
ensure they know the risks of working with such agents as well as their
country’s obligations under the Convention that impact the use of dual-use
agents.

Article IV

The ‘terrorist or criminal activity’ language of the Article IV section in the
1996 Final Declaration, noted earlier, was lost in the thoroughgoing reconstruc-
tion of that section for the purposes of the 2006 Final Declaration, which took
place during the Sixth Review Conference. Its retention had been proposed by
the European Union, India and Japan in their respective proposals (which all
antedated the reconstruction) but perhaps surprisingly not by the United States.
Instead the United States had proposed a quite different body of text spelling
out the responsibility of states parties for preventing diversion to non-state
actors:

The Conference calls to the attention of the States Parties two key phrases
contained in Article IV relevant to the new biological weapon threat. Those
phrases are ‘take any necessary measures’ and ‘within the territory of such
State, under its jurisdiction, or under its control anywhere’.

The Conference notes that these phrases clearly define an obligation for
States Parties to ensure that the prohibitions of the Convention not only are
applied and enforced, not only to government entities, but also to non-state
actors within the jurisdiction or control of a State Party.

The Conference urges States Parties not only pass laws but to take neces-
sary steps for effective enforcement of those laws.
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The Conference understands that ‘necessary measures’ to be taken by States
Parties should include the promotion of public awareness of the need to
report activities conducted within their territory that could conceivably be a
violation of the Convention, and take action to mitigate the risk of Conven-
tion violations.

Instead, the two successfully proposed additions noted above, in paragraphs
11 and 17 of the Final Declaration of 2006, have their origins in the language
proposed by the European Union and by Japan, although this was much rewrit-
ten during the conference.

Article VI

Much the same emphasis on non-state actors is found in United States proposals
for the Article VI section, none of which succeeded:

The Conference recognises that, since States Parties are obligated under
Article IV of the Convention to take ‘any necessary measures’ to prohibit
and prevent BWC-relevant activities within its territory, or under its juris-
diction or under its control anywhere, non-compliant activities, even if com-
mitted by non-state actors, could qualify for referral for investigation by the
United Nations Security Council.

In this connection, the Conference stresses that it is therefore incumbent
upon States Parties to provide the technical resources to the Security
Council that it may need to conduct an investigation, and urges States
Parties to maintain lists of technical experts and laboratories within their
jurisdiction that could assist the Security Council with investigations and
should update and provide those lists to the United Nations Security
Council regularly.

The Conference understands that the possibility of having an investigation
by the United Nations Security Council based on illicit actions by non-state
actors within the territory of a State Party or under its jurisdiction or control
anywhere underscores the importance of having effective national imple-
mentation measures.

Article VII

The addition agreed as paragraph 38 of the 2006 Final Declaration does not
appear in any of the textual proposals from the first week. It was an outcome of
later negotiation, after it had become clear that a new paragraph at the end of the
Article VII section was the only way of handling this matter that would be work-
able, in view of its externality to the scope of Article VII. International assis-
tance when the BWC has not been breached is stricto sensu outside the
Convention and its review conferences. However, the new category invented for
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this purpose — ‘anyone other than States Parties” — constitutes the reciprocal of
the category for which states parties do have responsibility; and it was this cat-
egory to which the United States had drawn attention in its textual proposals:

The Conference takes notes (sic) of the fact that, since violations of the
Convention are not limited to the actions of States Parties, but also to the
actions of individuals or groups within the territories of States Parties or
territories under their jurisdiction or control anywhere, attacks by non-state
actors that are determined by the UNSC to expose a State Party to danger
are subject to Article VII, and, as such, entitle the aggrieved State Party to
assistance from other States Parties, upon request and within the capacity of
States Parties to provide assistance.

In this connection, the Conference urges States Parties to develop effective
national implementation measures that include criminal penalties, operating
together with bilateral and multilateral legal assistance agreements that are
standard among States which will greatly facilitate the type and extent of
assistance that states will be able to provide to each other in such a situation.

Article XII

The United States wanted the Sixth Review Conference to recognise bioterror-
ism as a new source of threat and this informed its proposal for a drastic expan-
sion of the Article XII section. In its view, the Seventh Review Conference in
2011 should have a much expanded agenda, oriented towards new threats from
non-state actors (with ‘terrorists’ an explicit subset of that category) in ‘a
dynamic security environment’ or ‘the strategic environment’:

The Conference notes that, since Article XII states that review must take
into account ‘any new scientific and technological developments relevant
[to] the Convention’, it must also take into account how such developments
might be misused, not only by States, but also by terrorists or other non
state actors, thereby altering out [sic] perspective on the security of danger-
ous biological agents. As a result, the threat of illicit access to biological
agents and toxins by non-state actors must be considered in any review of
the Convention.

The Conference further notes that this Article also requires States Parties to
consider how a dynamic security environment may or may not alter our
perspective of the BW threat. The Conference calls to the attention of States
Parties scientific reports in recent years that continue to show that biological
materials that have the potential for uses contrary to the Convention are not
adequately protected.

The Conference decides that the Seventh Review Conference should con-
sider the Convention in the context of the strategic environment as well as
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in light of the progress that States Parties have made on implementing their
obligations, as discussed during the 2003-2005 work program, and as
reviewed at the Sixth Review Conference.

In addition, the Conference decides that States Parties should work to
reduce the threat of non-state actors and should report on their progress to
thwart these actors from escalating the biological weapons threat, and that
States Parties should also constantly review risk and vulnerabilities of col-
lections of dangerous biological materials and new developments for redu-
cing those risks and, if appropriate, vulnerabilities should be regularly
shared among States Parties.

This bold attempt to reorient the review process was unsuccessful. It was
probably too ambitious for 2006.

What was agreed (UN 2006b: Final Declaration paragraph 61) was a much
less specific mandate for the Seventh Review Conference, which:

should review the operation of the Convention, taking into account, infer
alia:

1 new scientific and technological developments relevant to the Convention;
ii the progress made by States Parties on the implementation of the
obligations under the Convention;
iii progress on the implementation of the decisions and recommendations
agreed upon at the Sixth Review Conference.

Article XIV

The United States also tried without success to have its distinctive emphasis on
new sources of threat included in the Article XIV section, as a further reason for
promoting universal adherence to the Convention:

Conference notes that all collections of biological agents with the potential
for use as biological weapons pose a potential risk to the global community,
whether or not those collections are located in the territory of a State Party
or under its jurisdiction or control.

As a result, the Conference urges all States Parties to work to universalize

the Convention and to assist States in implementing their obligations under

the Convention [and] United Nations Security Council Resolution 1540.
(UN 2006a: paragraphs 234-235)

The second intersessional programme, 2007-2010

The intersessional programme agreed for 2007-2010, with its US-oriented agenda,
offers the United States the possibility of getting parts of its ‘lost’ language of
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November 2006 (as set out above) recouped into the outcome documents of
relevant Meetings of States Parties. However, its own insistence on denying those
Meetings of States Parties any powers of decision will militate against their ‘con-
clusions or results’ enjoying any status until they fall to be considered as part of
‘the work and outcome of these meetings’ by the Seventh Review Conference in
2011 (UN 2006b: Decisions and Recommendations paragraph 7).

Topic (i) ‘“Ways and means to enhance national implementation, including
enforcement of national legislation, strengthening of national institutions and
coordination among national law enforcement institutions’ resembles the first
topic of the first intersessional programme, which was considered in 2003, but
with ‘enforcement of national legislation’ (which had been emphasised by
the US representative in his national statement in the General Debate) replacing
‘the adoption of penal legislation’, and with ‘strengthening of national institutions
and coordination among national law enforcement institutions’ added. In practice
it is becoming increasingly difficult to disentangle Article III and Article IV
implementation measures, as both articles converge on similar requirements for
legislation, for enforcement and for coordination — and, one might add, for vigi-
lance directed towards governmental and non-state actors alike.

Topic (ii) ‘Regional and sub-regional cooperation on BWC implementation’
with which it is combined for attention in 2007 comes straight from a UK/France
working paper, issued on 19 September 2006 on behalf of the European Union,
where it is envisaged as involving regional and sub-regional organisations
sharing their experiences with the states parties to the BWC:

The regional and sub-regional organisations of all five continents could be
invited in this connection to express their views on the actions they have
undertaken to facilitate BTWC implementation. Exchanges of views might
cover the areas likely to be the focus of future effort and how to ensure
complementarity to relevant work undertaken in other fora. The EU could
give feedback on its experience of the implementation of its Joint Action in
support of the BTWC.

(UK/France 2006)

Here too it should be possible for the United States to encourage the Meetings of
Experts and of States Parties in 2007 to encompass the full spectrum of threats,
including those deemed terrorist, in the context of comprehensive prevention.

Topic (iii) ‘National, regional and international measures to improve bio-
safety and biosecurity, including laboratory safety and security of pathogens and
toxins’ is paired with fopic (iv) on codes of conduct for attention in 2008 and
affords a good opportunity for different approaches to bio-safety and bio-
security to be compared.

There are further opportunities for the ‘lost’ language of 2006, or at least the
perspectives represented, to be fed back into the meetings of 2009 and 2010,
which have to consider disease surveillance and assistance in case of alleged use
of biological weapons — fopics (v) and (vi) respectively.
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In other words, there is much to play for. The United States has plenty of
chances to persuade other states parties to accept its preferred emphases and per-
spectives before the Seventh Review Conference; but, by the same token, it may
benefit from exposure to other views of the BWC and its priorities. There is
much to be learned from the European Union and Latin American groups but
especially perhaps from the JACKSNNZ, whose seven members, preserving
much individuality through loose coordination rather than tight group control,
bid fair to occupy a pivotal position in the intersessional process and at the
Seventh Review Conference in 2011.

The way ahead for the BWC

States parties to the BWC have a full agenda, now that the debris of the Ad Hoc
Group/Fifth Review Conference debacle has been cleared away and the treaty is
out of the doldrums in which it had been becalmed. It has put the past behind it.
For the foreseeable future it cannot realistically expect to find reinforcement
from a strengthened Protocol, however desirable the legally binding quality of
obligations assumed under such a Protocol and the greater certainty they might
offer. The Ad Hoc Group is not about to be awakened from its suspended ani-
mation. Verification remains a long-term objective for the European Union (still
committed to developing measures for verifying compliance), which has to be
played down out of consideration for US sensitivities. And an organisation in
the service of the BWC remains as unattainable as a Protocol, the United States
being dogmatically and intransigently opposed to both.

So instead of incurring yet further vehement denunciation from that quarter,
the BWC has to proceed on the principle of endogeny. It must continue to draw
out the implications of its articles as they stand, and develop them endogenously
by recording extended understandings whenever these can be agreed by
consensus, using the modest resources of its Implementation Support Unit and
the national focal points to keep up a certain momentum of activity between
meetings. There is much that can be done to put flesh on the bones without
amending the Convention or doing violence to its essential character and history.

To treat it as solely, or even primarily, a counterterrorist device will benefit
no one. It has to preserve a wider perspective than that of bioterrorism alone, if
by bioterrorism is meant the activity of non-state actors.

The BWC needs steering into a course that assures a well-balanced evolution
across the various sectors of its overall treaty regime (Sims 2001a), charac-
terised by a growing acceptance of mutual accountability as the organising
framework within which states parties seek to demonstrate their compliance
with all aspects of the Convention (Canada 2006). Treaties require trust, as well
as equality of obligation and reciprocity of performance; but trust has to be
earned. In the absence of verification it is all the more incumbent upon indi-
vidual states parties to find ways of demonstrating their own compliance, rather
than only questioning that of others, and upon all states parties to devote ingenu-
ity and resources to the task of building up their trustworthiness.
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States parties need to maximise their commonality of interest: in high standards
of public health for detection, identification and control of naturally occurring out-
breaks of disease, and in working together for ever more effective detection, iden-
tification and control of the weaponisation of disease before such weapons can be
used. This applies equally whether the alleged or suspected perpetrators have gov-
ernmental or other affiliations.

In steering the way ahead for the BWC, it is difficult to see why the labels
‘criminal” and ‘terrorist’ should be confined to non-state actors. Anyone caught
developing agents, toxins or weapons in breach of the BWC or making prepara-
tions for weaponisation should be equally liable to prosecution under penal leg-
islation without being able to shelter under the protection of the state; in some
cases the state may share their guilt. An international convention to criminalise
such activity (Meselson and Perry Robinson 2001) would bolster the BWC by
helping to pinpoint individual criminal responsibility; but even without such a
legal instrument there is plenty of material in the BWC and in the corresponding
norm of customary international law to indicate the illegality of biological
weapon-related activity under any circumstances whatever.

Back to a disarmament paradigm

So the BWC must continue to be understood — and made to work — within a dis-
armament paradigm.

The trouble is that many people have lost (or never acquired) the vocabulary
of disarmament, so they are unfamiliar or uneasy with the analysis of a treaty
in terms of its disarmament value. It is not just the BWC which suffers. Con-
sider the CWC. Throughout the twenty-one years of its negotiation at Geneva
it was drafted and elaborated — and criticised by the sceptics — as a disarma-
ment treaty. Waverers among the CW-possessor states that might supposedly
have benefited from a ‘chemical NPT’ may occasionally have been tempted to
deviate but never got far with that concept. On the contrary, the disarmament
objective remained the one straightforwardly simple element in an otherwise
complex and often unwieldy negotiating process for the CWC. Article 1
(General Obligations) is as full a statement of disarmament obligations as any
disarmer could ask for. Yet the word disarmament was treated with distaste,
and is hardly used at all in the treaty text. Indeed, so far as I can tell, after the
first preambular paragraph’ it disappears from sight altogether — exactly as it
does in the much shorter text of the BWC. Significantly, the CWC’s Article
VIII creates an Organisation for the Prohibition of Chemical Weapons, and not
(as proposed in my 1987 book under this title (Sims 1987)) an International
Organisation for Chemical Disarmament: a putative title that produced a
certain raising of eyebrows and wrinkling of noses, entirely on account of its
last word.

From the perspective of the classical disarmament paradigm, having regard to
the nature of the two treaties rather than their vocabulary (after the first pream-
bular paragraph), the BWC and CWC are the first building blocks in the
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construction of a permanent structure on the international scene, which institu-
tionalises disarmament as class after class of weapons is successively banned.

Anti-personnel landmines have proved to be the next class of weapons by
virtue of the 1997 Ottawa Convention. Arguably one might add (although the
following constraints banned use in war, not possession as such) the plastic
flechettes or other fragments not detectable in the human body by X-ray, and
blinding laser weapons, banned respectively by Protocol I and Protocol IV to the
1981 UN Convention on Certain Conventional Weapons. But after those bans,
what? The ‘laws of war’ tradition favours continuing to pursue an agenda
leading to bans on other weapons that cause unnecessary suffering (the classic
maux superflus) or that are indiscriminate in their effects, and within this tradi-
tion analogical reasoning casts its critical eye over cluster bombs (by analogy to
landmines) and certain kinds of small-calibre ammunition (by analogy to the
flattening or expanding bullets banned at The Hague in 1899).

On the other hand, taking seriously the UN’s ‘new disarmament agenda’ and
especially the ‘micro-disarmament’ that Boutros Boutros-Ghali promoted with
such passion as secretary-general in 1992—1996 (‘I mean practical disarmament
in the context of the conflicts the United Nations is actually dealing with and of
the weapons, most of them light weapons, that are actually killing people in the
hundreds of thousands’ (Boutros-Ghali 1995: 23)) means continuing to highlight
the small arms and light weapons (SALW) with which people are actually being
killed in the wars that are actually being fought. Their very ubiquity gives SALW
priority, rather than the inhumane/indiscriminate criteria of the ‘laws of war’
agenda. The same justification may be offered for the Arms Trade Treaty project.

But where does either disarmament agenda leave nuclear weapons?

If the BWC and CWC were historically only made possible, and remain unof-
ficially underwritten, by the existence of nuclear weapons, then it follows that
nuclear disarmament is undesirable and any progress in widening disarmament
has to be restricted to the non-nuclear area. This is an unpalatable conclusion
from the perspective of the classical disarmament paradigm. It drives a perman-
ent divide between biological and chemical weapons on the one side and nuclear
weapons on the other. Worse than exploding — if that were needed — the artifi-
cially constructed (and always questionable) category of ‘weapons of mass
destruction’, which is no great loss, it leaves nuclear weapons unassailable and
even to some extent legitimates their continued existence into perpetuity, as
something to be regulated but not abolished: arms control, but not disarmament.

This is bad news for nuclear disarmament; but it also, of course, undermines
the conviction, expressed in that first preambular paragraph, that the BWC ‘will
facilitate the achievement of general and complete disarmament under strict and
effective international control’ and its authors’ expressed determination ‘to act
with a view to achieving effective progress towards general and complete disar-
mament’. The teleological value of general and complete disarmament (GCD) as
the distant goal providing the context within which treaties such as the BWC
and CWC have their meaning — the building blocks notion again — is severely
diminished, if not lost altogether.
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The BWC and CWC will then need a new disarmament paradigm (neo- or
post-classical) within which they can make sense without the teleology of GCD
or a comparably synoptic framework. But it should be emphasised that this is
only required if the retention of nuclear weapons as the guarantor of biological
and chemical disarmament is accepted as a correct and necessary assumption.

Conclusion

It has been said that the BWC is a blunt instrument for preventing bioterrorism.
One reason for this is historical: its text antedates by several decades the wave of
anxiety over biological or toxin weapons getting into the hands of non-state
actors. Another reason is structural: its adaptability to changing circumstances
such as the fear of bioterrorism in the early years of the twenty-first century is
hampered by an institutional deficit that makes normative evolution, through
agreement on extended understandings and procedures at review conferences, all
too slow and uncertain a process. But a third reason is conceptual. The BWC is
predicated on a traditional view of the omnipotent sovereign state: omnipotent,
at least, to the extent of possessing the monopoly of force. Articles III and IV
assume that the state can impose, by force if necessary, and maintain in practice
effective constraints over everyone within its jurisdiction or on its territory or
under its control anywhere, as well as being (by a logical corollary) internation-
ally accountable for their actions. It is a traditional view because it emphasises
the separateness and the supremacy of each sovereign state within its own terri-
tory and jurisdiction. It is easy to criticise such a view as being outdated, but it is
difficult to see on what alternative conceptual basis an international structure of
accountability could be founded. ‘Global governance’ is too glib an answer.

Meanwhile the BWC remains ‘the only multilateral treaty with a broad con-
sensus that provides an international standard by which biological activities can
be judged’ (Blix 2006: 116). It makes sense to use Article IV to drill down
below the level of the state, as an international obligation to apply national
implementation to a high level of stringency. But its limitations must be borne
in mind. It does not incorporate an unequivocal obligation to enact penal legis-
lation (unlike Article 7.1a of the Chemical Weapons Convention) nor to extend
it extraterritorially to natural persons possessing its nationality (unlike CWC
Article 7.1c). It does not incorporate an obligation to designate or establish a
National Authority (unlike CWC Article 7.4). It does not contain an inter-
national legislative reporting obligation (unlike CWC Article 7.5) (Krutzsch
and Trapp 1994: 107-122). Some of these things can be — and have been —
encouraged by BWC review conferences, through recording in their final decla-
rations the extended understandings and politically binding commitments on
which they are able to agree by consensus. But that is not the same thing as
having them built into the treaty as explicit, legally binding obligations from
the beginning.

The BWC has only an indirect, tangential and incidental relationship to bioter-
rorism. Governments that have taken the decision to renounce the BW option
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have every interest in ensuring that every other government not only reciprocates
their own renunciation, but prevents anyone else — terrorists, other criminals or
rogue elements within their own ranks — from breaking the ban either. That is
what the BWC is for. The best thing it can do is to maintain its comprehensive-
ness of scope and effectiveness of implementation and thereby keep potential
miscreants of all kinds in their place: terrorist activity is only a subset of criminal
activity, which is only infer alia the concern of Article IV, which in turn is only
one Article in the BWC but is integral to the overall balance of that Convention
properly understood as a disarmament treaty.

Notes

1 The longer form ‘Biological and Toxin Weapons Convention’ (BTWC) is favoured by
the European Union and its member states, and by some non-EU states. BWC remains
the standard UN usage. Practice varies as between governments and among academic
and scientific commentators on the Convention.

2 Verification was a major preoccupation of the BWC’s ‘lost decade’ (1991-2001)
through the successive efforts of the Third Review Conference (1991), the VEREX
exercise, examining verification possibilities from a scientific and technical standpoint
(1992-1993), the Special Conference (1994) and the Ad Hoc Group (1995-2001), in
negotiating mode from July 1997. Its failure is comprehensively and authoritatively
told by Littlewood (2005).

3 JACKSNNZ (pronounced ‘Jacksons’) is an acronym formed from the initial letters of
seven non-nuclear-weapon, non-EU members of the Western Group: Japan, Australia,
Canada, [South] Korea, Switzerland, Norway and New Zealand.

4 None of the 19 working papers issued in advance of the Conference was on bioterror-
ism, although the European Union was known to be divided over the wisdom of adding
one to its seven papers it had issued on 19 September 2006. Eventually Italy’s working
paper on bioterrorism (BWC/CONF.VI/WP.22) was cleared for delivery by Ambas-
sador Carlo Trezza on behalf of the EU in a resumed plenary session at the end of the
first week of the Conference (24 November 2006). The JACKSNNZ and Latin
American 12 that were responsible for seven and five working papers respectively
issued in advance of the Conference did not include bioterrorism among their chosen
topics. Working papers issued during the Conference, apart from Italy’s WP.22 on
behalf of the EU, did not address bioterrorism either.

5 The first preambular paragraph of the Chemical Weapons Convention reads: ‘Deter-
mined to act with a view to achieving effective progress towards general and complete
disarmament under strict and effective international control, including the prohibition
and elimination of all weapons of mass destruction’.
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6 Verification under the Chemical
Weapons Convention

Ron G. Manley

Introduction

The Convention on the prohibition of the development, production, stockpiling
and use of chemical weapons and on their destruction or, as it is more conve-
niently known, the Chemical Weapons Convention (CWC) came into force on
the 29 April 1997 (UN 1993). The body responsible for overseeing the imple-
mentation of the CWC is the Organization for the Prohibition of Chemical
Weapons (OPCW). Its headquarters are located in The Hague, where a Tech-
nical Secretariat of approximately 500 staff, including around 200 inspectors,
are responsible for the day-to-day administration of the CWC and the implemen-
tation of its verification regime. A 41 member Executive Council, which meets
regularly four times per year — with additional sessions being held as and when
the need arises, provides oversight of, and guidance to, the Technical Secre-
tariat. It also reports to the Conference of States Parties on the progress of the
implementation of the Convention and makes recommendations on any actions
that need to be considered and taken by the Conference. The Conference of
states parties, which is open to all states parties and normally meets once a year,
is the primary decision making body of the OPCW.

Since the entry into force (EIF) of the CWC, the OPCW has assigned a high
priority to achieving universal membership of the Convention, as this is seen
as the surest way of achieving its primary objective of permanently elimin-
ating the global threat from chemical weapons. Considerable progress has
been made towards achieving universality and, at the time of writing, 182
countries are states parties to the CWC. A further six countries have signed the
CWC, thereby indicating their political commitment to its aims and objectives,
but have yet to complete the process by ratifying it and depositing their ratifi-
cation document with the United Nations. Only seven countries remain com-
pletely outside the CWC. At least five of the remaining 13 non-states parties
are suspected of either having or having had stocks of chemical weapons or
chemical weapons programmes and their continuing absence from the CWC is
of particular concern. The five countries are; Egypt, Democratic People’s
Republic of Korea, Iraq, Israel and Syria (Arms Control Association 2002).
While Israel has signed the CWC, it has, so far, not ratified it. The newly
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elected government of Iraq, however, has expressed its commitment to accede
to the CWC and discussions between the government and the OPCW, on this
issue, are currently in progress (Guthrie et al. 2006: 716). Efforts continue to
persuade the remaining 12 non-states parties either to ratify or accede to the
CWC, as its ultimate success will depend on universal adherence to its aims
and objectives.

States parties to the CWC undertake a number of obligations including the
general obligations reproduced below.

1 Each State Party to this Convention undertakes never under any
circumstances:

a To develop, produce, otherwise acquire, stockpile or retain chemical
weapons, or transfer, directly or indirectly, chemical weapons to
anyone;

b To use chemical weapons;

To engage in any military preparations to use chemical weapons;

d To assist, encourage or induce, in any way, anyone to engage in any
activity prohibited to a State Party under this Convention.

o

2 Each State Party undertakes to destroy chemical weapons it owns or
possesses, or that are located in any place under its jurisdiction or
control, in accordance with the provisions of this Convention.

3 Each State Party undertakes to destroy all chemical weapons it aban-
doned on the territory of another State Party, in accordance with the pro-
visions of this Convention.

4 Each State Party undertakes to destroy any chemical weapons produc-
tion facilities it owns or possesses, or that are located in any place under
its jurisdiction or control, in accordance with the provisions of this Con-
vention.

5 Each State Party undertakes not to use riot control agents as a method of
warfare.

(CWC, Atticle I)

Each state party also undertakes to put in place appropriate national legislation
to implement its obligations under the CWC, to establish a National Authority to
oversee the implementation and also to act as a focal point for communications
with the OPCW and to meet its obligations under the verification regime of
the CWC.

The CWC is considered to have the most intrusive verification regime of all
of the current arms control treaties. This regime is not only applied to chemical
weapons and their dedicated production facilities but, uniquely, also to those
parts of the commercial chemical industry that produce, process or consume
chemicals that have a legitimate peaceful use but which, because of their dual
purpose nature, could also be used as chemical weapons or key precursors in
their production.
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The negotiation of a verification regime that would include on-site inspections,
by teams of international inspectors, of both military sites and commercial indus-
try sites was a complex and lengthy process. In order to maintain the involvement
of the global chemical industry, for example, it was essential to minimise the
impact on its legitimate commercial business. This was by no means an easy task
and the verification regime had to be carefully constructed to maintain a balance
between the need to ensure a high level of confidence of compliance with the
CWC while, at the same time, minimising its impact on the chemical industry. It
was also essential to ensure that companies were able to protect their commercial
business information. As a result, the verification regime is a carefully con-
structed system of checks and balances, designed to increase international secur-
ity and confidence while at the same time protecting national and commercial
interests. While the resulting regime has proved to be highly effective, the need to
achieve and maintain these balances has, inevitably, placed some limits on the
level of verification that can be achieved. It should also be remembered that the
CWC is a voluntary agreement between states. Its verification regime is also pri-
marily aimed at the activities of states rather than sub-state groups or individuals.

Before considering how the verification regime might be strengthened it is
first necessary to understand its present limitations and the reasons why they
exist. The detailed rules and guidance for the implementation of the verification
regime are contained in a separate annex to the CWC. The Verification Annex
(VA), as it is known, provides details of the information that states parties are
required to provide to the OPCW and when it is to be provided and, where
appropriate, details of the inspection regime that will be used to verify this
information. It is made up of 11 parts, each dealing with a specific aspect of the
regime. For the purpose of the current discussion, however, it is more conve-
nient to consider the regime as being made of three main sections; one dealing
with chemical weapons and their associated facilities, one dealing with chemical
industry facilities and one dealing with clarification issues, such as challenge
inspections and investigations of alleged use.

CW verification

The key to this aspect of the verification regime is the actual definition of a chem-
ical weapon. Arriving at a comprehensive definition for a chemical weapon was
by no means an easy task and required many months of intensive negotiation by
those responsible for drafting the CWC. Too narrow a definition could lead to cir-
cumnavigation of the CWC’s objectives while too broad a definition might have
an unacceptable impact on legitimate national and commercial interests. The end
result is, as before, an attempt to carefully balance these two competing interests.

Definition of a chemical weapon

The general conception of a chemical weapon is that it is a toxic (poisonous)
chemical contained in a delivery system, such as a bomb or a shell. This is
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of course correct, as these are chemical weapons. For an effective CWC,
however, a much wider definition was necessary. One could imagine, for
example, a situation where the toxic chemical was stored separately from its
delivery system. The CWC resolves this particular problem by considering each
of these components of a chemical weapon to be a chemical weapon whether
they are together, as in a filled munition, or stored separately.

The CWC defines a toxic chemical as one that causes either temporary or
permanent harm to humans or animals. If a toxic chemical is produced or stock-
piled and has no legitimate use for peaceful purposes then, under the CWC, it
meets the definition of a chemical weapon. This interpretation also applies to
‘precursors’ — the chemicals that form the building blocks from which these
toxic chemicals are made. This particular part of the definition is known as the
‘general purpose criterion’ and plays a vital role in ensuring that the CWC con-
tinues to remain effective irrespective of developments in science and techno-
logy. Its potential for ensuring that the CWC’s verification regime remains
effective despite such changes is discussed more fully later in this chapter. The
need for such a definition arises from the fact that many toxic chemicals that
either have been or might be used as chemical weapons also have legitimate
uses for peaceful purposes. Examples of this are hydrogen cyanide and phos-
gene, both of which are very toxic. Hydrogen cyanide and phosgene have been
weaponised by a number of countries in the past. They are, however, also key
ingredients in the production of commercial products such as synthetic fibres,
plastics and dyes and, for this reason, they are routinely manufactured in mil-
lions of tonnes each year by a number of countries throughout the world. Some
other toxic chemicals, such as the nerve agent GB, on the other hand have no
known use other than as a chemical weapon and their production or stockpiling
is totally banned under the CWC.

The second part of the CWC’s definition of a chemical weapon deals with
unfilled munitions and devices. Unfilled chemical munitions or devices are also
defined as chemical weapons. Once again, however, without some clarification
of what is an unfilled chemical munition problems can arise. Sometimes a stan-
dard munition, such as an artillery shell, may be used for different purposes. The
same shell, for example, may be filled with high explosives or a non-toxic chem-
ical used to produce a smoke screen or a toxic chemical agent depending on the
current military requirement. Clearly if every empty shell were to be considered
a chemical weapon then life would become very difficult. The CWC overcomes
this problem by adding a caveat to the definition of a munition or device, which
states that it is a chemical weapon if it was specifically designed for the purpose
of disseminating a chemical agent.

The final part of the definition of a chemical weapon covers any equipment
specifically designed for use directly in the employment of a chemical munition
or device. Once again the key words are ‘specifically designed’. The same stan-
dard artillery gun, for example, can be used to fire high explosive munitions or
chemical munitions. It would clearly be impractical to ban the production and
stockpiling of all artillery guns on the basis that they could be used to fire
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a chemical weapon. If, however, an artillery gun had been specifically designed
for the purpose of firing chemical weapons then it would meet the definition of a
chemical weapon and as a result be subject to the CWC.

The CWC’s definition of a chemical weapon, even with its careful and
detailed wording, is by no means perfect and a number of grey areas will always
remain. It endeavours to achieve an optimum balance between the need to
prevent the production and stockpiling of chemical weapons while, at the same
time, not imposing unnecessary constraints on a state party’s right to produce
chemicals for legitimate peaceful purposes, nor on its right to acquire and retain
conventional weapons and their associated delivery systems.

Chemical weapons

Within 30 days of EIF for a state party it is required to declare whether or not it
owns or possesses any chemical weapons or whether there are any chemical
weapons located in any place under its jurisdiction or control. It must also
provide details of the precise location, aggregate quantity and a detailed inven-
tory of any such weapons. States parties must also declare any chemical
weapons that they have abandoned on the territory of another state party or have
been abandoned on their territory, at any time since 1925. Those states parties
declaring chemical weapons must also submit a general plan for their destruc-
tion. The CWC requires that the chemical weapons be destroyed within ten
years of EIF, i.e. by 29 April 2007. There is, however, a provision to extend this
deadline by a maximum of five years, to April 2012, in situations where the
OPCW’s Conference of States Parties is satisfied that the request for such an
extension is justified.

Once declared, a chemical weapon may only be moved from its declared
location for the purpose of its destruction at a declared destruction facility. All
declared storage sites for chemical weapons are subject to routine on-site inspec-
tion by OPCW inspectors who will carry out an initial inspection shortly after
the submission of the declaration for the purpose of confirming its accuracy.
Each storage site will be regularly re-inspected, at a frequency determined by the
Technical Secretariat, until all of the weapons have been destroyed. The state
party will be given 48 hours’ advance notice of each inspection.

A state party possessing chemical weapons must also provide full details of
each chemical weapons destruction facility that it proposes to use to destroy its
chemical weapons. These facilities are also subject to on-site inspection and,
during those periods when chemical weapons are being destroyed, OPCW
inspectors will be continuously present at the site to verify their destruction. The
choice of destruction method is left to the state party but destruction or disposal
by burial, sea dumping or open pit burning is not permitted. States parties have
opted for a range of destruction methods primarily based on either incineration
or chemical degradation or a combination of both. As a result the on-site verifi-
cation activities need to be adapted to suit the destruction technology being used
at each site. The OPCW and the state party concerned will negotiate and agree
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on a detailed verification plan for each facility and this will form the basis for
on-site verification at the facility.

Since entry into force of the CWC, more than 8.6 million chemical weapons
have been declared by the six ‘possessor’ states parties. OPCW inspectors have
inspected all of these weapons and by July 2006 they had observed the destruc-
tion of approximately 2.5 million of them. Around 6.1 million, located at 35
storage sites, however, still await destruction (OPCW 2007). The vast majority
of these weapons belong to the two possessor states with the largest stockpiles
of chemical weapons, the Russian Federation and the United States of America.
It is now clear that neither will be able to meet the April 2007 deadline and both
are seeking an extension to 2012 (OPCW 2003). There is also a significant risk
that, without additional support from other member states, at least one of these
countries may have difficulty meeting the 2012 deadline.

All the chemical weapons are safely stored at storage sites within the six
‘possessor’ states and are regularly monitored by inspectors from the OPCW.
The states parties concerned have also undertaken action to increase, signific-
antly, the level of security at these storage sites and also at the sites where the
weapons are being destroyed. Nevertheless, the continued existence of such
large numbers of stockpiled chemical weapons, albeit stored at secured loca-
tions, does pose an ongoing risk, particularly with respect to the problem of non-
state actors seeking access to such weapons. Increasing the level of verification
by the OPCW at either storage or destruction sites, however, would be unlikely
to lead to any significant reduction in this risk. The best solution is for these
weapons to be destroyed as soon as possible. It is, therefore, important to main-
tain the pressure on the states parties possessing these weapons to speed up the
destruction process and, where appropriate, for other states parties to provide
support and assistance.

Old chemical weapons

Historic chemical munitions left over from the First and Second World Wars
pose another problem. Large numbers of these weapons were abandoned or
intentionally buried in many countries throughout the world following both wars
(Manley 1998: 1-16). Even greater numbers were disposed of by dumping at sea
(Noblis 2007). While these munitions continue to meet the definition of a chem-
ical weapon they are considered, due to their age and condition, to pose a greatly
reduced threat. In order to deal with this problem the CWC recognises two sub-
classes of chemical weapons, namely, chemical weapons manufactured before
1925 and chemical weapons manufactured between 1925 and 1946 that are no
longer usable as chemical weapons. When chemical weapons meeting these def-
initions are recovered they must be declared and destroyed. The verification
regime, applied to them, however, is less stringent than that applied to modern
stockpiled chemical weapons. It will be based on the assessed risk that the
recovered munitions pose to the object and purpose of the CWC and can range
from the same level of verification as that applied to stockpiled chemical
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weapons down to a single, initial inspection, to confirm their identity and
condition.

The drafters of the CWC recognised that it would be impractical to require
states parties to declare and destroy chemical weapons buried on their territories
if their location and condition were unknown. The situation with sea dumped
munitions was even more complicated. It was accepted that, while these buried
or dumped weapons might well pose an environmental threat, it was unlikely
that they would pose any significant military threat. In accordance with the
CWC, therefore, chemical weapons dumped at sea before 1 January 1986 or
buried on land before 1 January 1977 are not to be covered by the CWC unless
they are recovered. Where such weapons are subsequently recovered they must
be declared and destroyed in accordance with the requirements of the CWC. It
should be noted that the above dates were chosen for purely historical and polit-
ical reasons and are not linked in any way to the technical design or condition of
the munitions themselves.

By their very nature it is likely that these dumped and buried munitions will
continue to be recovered for many years, well beyond the 2012 destruction dead-
line. While, due to their age and condition, these munitions are generally
regarded as posing no significant military threat, they could, nevertheless, still be
attractive to non-state actors seeking access to chemical weapons for use as a ter-
rorist weapon. Once again, increasing the level of verification of these old chem-
ical weapons would not bring about any significant reduction in this risk and
ensuring that, when such weapons are recovered, they are securely stored and
destroyed at the earliest opportunity remains the best solution to the problem.

CW production facilities

These are the facilities used to produce the toxic chemical agents, the specialised
munitions and components and the facilities used to fill the chemical agents into
the munitions. Each state party must declare whether it has or has had any chem-
ical weapons production facilities under its ownership or possession, at any time
since 1946, and, where appropriate, provide the required detailed information on
these facilities. All operational chemical weapons production facilities must be
closed and inactivated within 90 days after the CWC enters into force for the
state party. The CWC normally requires the state party to destroy its CW pro-
duction facilities completely and all related facilities and equipment within ten
years of EIF. In exceptional cases of compelling need, however, a state party can
request permission to convert a CW production facility permanently for pur-
poses not prohibited under the Convention. The granting of such a request is not
automatic and rests solely with the Conference of States Parties who will deter-
mine each request on its own merit. Where permission is given to convert a
facility, all specialised equipment and all specialised features of buildings neces-
sary for the production of chemical weapons must be removed and destroyed.
Once converted the facility must pose no more risk to the CWC than a normal
commercial chemical plant built to the prevailing chemical industry standards.
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CW production facilities are subject to systematic on-site inspection by
OPCW inspectors until they are certified as destroyed. Where facilities are being
converted they will be subject to regular inspection until the conversion is com-
plete. The OPCW also has the right to continue inspecting such facilities for a
period of at least ten years after their conversion.

Since EIF, 65 CW production facilities in 12 states parties have been declared.
It is important to note that only a handful of these facilities were still capable of
being used for the production of chemical weapons. The majority had either been
destroyed or partially destroyed prior to EIF. In order to be certified as destroyed
all specialised and standard equipment and all buildings must be destroyed. By
July 2006, 55 of the 65 declared facilities had been certified either as destroyed or
converted to peaceful use. The remaining ten facilities are all inactivated and in
the process of being destroyed or converted for peaceful purposes.

In summary, while the destruction of chemical weapons is behind schedule,
the CW verification regime has been shown to work well. Over the nine years
since EIF, its application has been refined to ensure that it is carried out in an
efficient and effective manner. This is particularly true in relation to verification
at CW destruction facilities. The requirement for the continuous presence of
inspectors during destruction operations that, in many cases run 24 hours per
day and seven days per week, has proved to be very resource intensive. Since
EIF, therefore, considerable efforts have been made, by both the OPCW and the
states parties concerned, to overcome this problem. By careful design and the
extensive use of installed instrumentation it has gradually proved possible to
reduce, significantly, the number of inspectors necessary to monitor these
destruction operations. This has freed up valuable inspector resources for
deployment on other verification activities.

Riot control agents

Riot control agents (RCAs) such as, for example, CS (o-chlorobenzylidene mal-
ononitrile) and CN (chloroacetophenone) receive special treatment under the
CWC. They occupy one of the grey areas in the definition of a chemical weapon.
While these chemicals were primarily designed for civil law enforcement they
have, on a number of occasions, also been used on the battlefield. In the latter
case they clearly fall under the definition of a chemical weapon and their use for
this purpose is prohibited under the CWC. In accordance with their obligations
under Article I of the CWC, states parties undertake not to use RCAs as a means
of warfare. They may, however, continue to produce, stockpile and use these
chemicals for law enforcement, including domestic riot control purposes. States
parties are required to declare the chemical name and structural formula of any
chemicals that they hold for this purpose. RCAs, however, are not subject to
routine verification under the CWC. Control of the production, stockpiling and
trade in these chemicals is left to individual states parties.

During the CWC negotiations a number of countries were not prepared to
accept that RCAs should be classed as chemical weapons. Some even wanted
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them specifically excluded from the CWC. As a chemical weapon they would
not only have had to be declared but both the chemicals and the facilities pro-
ducing them would have had to be destroyed. Clearly this was not going to be
acceptable. On the other hand, as stated above, they have and could still be used
on the battlefield. The solution to this problem was the ‘general purpose crite-
rion’ contained in the definition of a chemical weapon. If law enforcement,
including riot control, is a permitted activity then toxic chemicals produced for
this purpose are not chemical weapons as long as the types and quantities pro-
duced are consistent with this purpose. Even with this approach it would still
have been possible to add RCAs to the list of chemicals, annexed to the CWC,
that were to be subject to routine verification. The general issue of which chemi-
cals should be included in this list was, in itself, however, highly contentious
and, at the time, there was no willingness to complicate matters even further by
adding the status of RCAs to this debate. The consensus view was that the
general obligation for states parties not to use RCAs as a means of warfare and
the requirement for them to declare which chemicals they held for riot control
purposes would be sufficient to meet the objectives of the CWC.

In the years since EIF, however, the problem of non-state actors and their
desire to acquire chemical weapons has increased sharply. While, by definition,
riot control agents are relatively non-toxic they can, nevertheless, under the right
conditions, still be used as an effective terrorist weapon. Given these new
factors, the question becomes: should these compounds now be added to the list
of chemicals annexed to the CWC and subject to routine verification? While the
CWC does contain a mechanism for adding or removing chemicals from the list,
obtaining the necessary political consensus to add RCAs to the list would be
extremely difficult. It would be necessary to convince states parties that subject-
ing these chemicals to declaration and, where appropriate, on-site inspection
would bring about a significant reduction in the risk of their being acquired by
non-state actors. To achieve such an aim would require a very low declaration
threshold and a high level of verification of their production, stockpiling and
use. Given the global scale of their production and the fact that, in a number of
countries, these chemicals are sold on the open market, for example, in personal
protection devices, such an intense level of verification would simply not be a
practical option. There is, thus, very little chance that these compounds could be
added to the list of those chemicals subject to verification under the CWC. The
solution to the problem will continue to lie with individual states. Those wishing
to reduce the risk of the potential use of these materials, by individuals or
groups, on their territory will need to put in place effective national legislation to
control their production, possession and sale. Some countries, such as the United
Kingdom, have already taken such steps (Firearms Act 1968).

Industry verification

As mentioned previously, many of the toxic chemicals that have been used as
chemical weapons or have the potential to be used for that purpose are also key
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intermediates in the production of chemicals for the legitimate commercial
chemical industry. The same is true of many of the precursor chemicals used to
produce toxic chemicals for use as chemical weapons. The inevitable question,
therefore, was which chemicals should be subjected to verification and what
form this should take. Given the scale of the global chemical industry it was
clearly going to be impractical to apply the verification regime to the production,
processing and consumption of all toxic chemicals and their precursors. The
solution was to draw up and agree on a list of those chemicals that were con-
sidered to pose the greatest risk to the object and purpose of the CWC. Only
chemicals on the list would be subject to routine verification.

Annex on chemicals

This list of chemicals forms an annex to the CWC. As mentioned previously,
reaching agreement on which chemicals should or should not be included on this
list was extremely difficult. Clearly, due to the dual nature of the majority of
these chemicals, each chemical added to the list placed an additional burden on
the chemical industry producing it. States and their chemical industries, there-
fore, needed to understand fully the reasons for the proposed inclusion of each
chemical on the list. Whilst in many cases this was obvious, in others the reasons
were not so clear. In some instances the proposal to add a particular chemical to
the list was based, partially, on intelligence information, which those making the
proposal were neither in a position to, nor prepared to share. There was also a
marked reluctance to add to the list toxic chemicals or related precursors that
were the subject of ongoing research as potential chemical weapons, as to do so
might itself lead to further proliferation. Reaching agreement on the list was not
the end of the matter. It was also necessary to agree on the level of verification to
be applied to the listed chemicals. Clearly, some of these chemicals posed a
greater risk than others and would need to be subjected to a more intense level of
verification than those that were perceived to pose a lesser risk. To overcome this
problem the list was broken down into three groups or schedules. Very toxic
chemicals that either have been, or have the potential to be, used as chemical
weapons (e.g. the organophosphorus nerve agents and the nitrogen and sulphur
mustard gases) and the key precursor chemicals necessary to produce them and
that have little or no legitimate use for peaceful purposes were placed on sched-
ule 1. Toxic chemicals that are produced in limited quantities for peaceful pur-
poses but could also potentially be used as chemical weapons or as key
precursors for their production were placed on schedule 2. Chemicals that have
been used as chemical weapons (e.g. phosgene and hydrogen cyanide) or are
important intermediates for their production but are also produced in large quan-
tities for peaceful purposes were placed on schedule 3. Each schedule was
assigned a different declaration threshold and inspection regime, the most strin-
gent requirements being placed on schedule 1 chemicals. As a further confidence
building measure, states parties are also required to make a declaration, provid-
ing basic information, on plant sites that have produced, during the previous
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year, more than 200 tonnes of any discrete organic chemical (DOC) not listed on
the above schedules or more than 30 tonnes of a DOC containing the elements
phosphorus, sulphur or fluorine (PSF). Plants that produce exclusively hydrocar-
bons, explosives or polymers are excluded from this particular declaration
requirement.

The production of chemicals listed on schedule 1 is strictly controlled and
may only be undertaken for the purposes of research, medical, pharmaceutical or
protective purposes. With one exception all facilities producing schedule 1
chemicals must be declared and provide, on an annual basis, full details, includ-
ing the quantities, of all schedule 1 chemicals produced. These facilities are also
subject to frequent inspection by the OPCW. The exception is for facilities pro-
ducing less than 100 grams of these chemicals per year for research, medical and
pharmaceutical purposes. Such facilities are not considered to pose any signific-
ant military risk and need not be declared. As a result they are not subject to
routine monitoring under the CWC. The total quantity of schedule 1 chemicals
held by a state party must not exceed 1 tonne. The declaration thresholds for the
dual use chemicals listed on schedules 2 and 3 are much higher, ranging from
one kilogram to one tonne per year for chemicals on schedule 2 and over 30
tonnes per year for chemicals on schedule 3. In the case of schedule 2 chemicals,
declarations are required for plants producing, processing or consuming them
while for schedule 3 chemicals, only their production need be declared. The
thresholds for on-site inspection are even higher, ranging from ten kilograms to
ten tonnes per year for schedule 2 facilities and over 200 tonnes per year for
schedule 3 facilities. Facilities that do not exceed these thresholds will not be
subject to on-site inspection. Those below the declaration threshold will be
totally transparent to the OPCW.

Inevitably, both the list of chemicals and the declaration and inspection
thresholds are a compromise. They are designed to provide a balance between
the perceived chemical weapon risk and the need to protect national chemical
industries and the international trade in chemicals. As a result, while the
‘Annex on Chemicals’ contains the most militarily significant toxic chemicals
and their precursors it is by no means exhaustive and many known toxic
chemicals and potential precursors, judged not to pose a significant military
risk, are either not included or only subjected to limited verification. Both
ammonia and chlorine, for example, which are moderately toxic and produced
globally in many millions of tonnes per year, are excluded from the list. Phos-
gene and hydrogen cyanide, with a global production of around 3 and 1.5
million tonnes per year respectively, are included but only on schedule 3. All
four chemicals are key intermediates in the production of a wide range of
commercial chemicals and despite the fact that both the latter chemicals have
a long history of use as chemical weapons, banning their production or sub-
mitting them to an intense verification regime would simply not have been a
viable option. Many other toxic chemicals that have the potential to be used as
chemical weapons or might serve as precursors for their manufacture posed
similar problems.
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Inspections

The inspection regime for facilities declared under Article VI (chemical industry
facilities) varies depending on which of the CWC’s three schedules the chemi-
cals being produced — in the case of schedule 2 produced, processed or con-
sumed — appear. Facilities producing schedule 1 chemicals, for example, are
subjected to inspection at a rate ranging from once to twice per year. The aim of
the inspection is to confirm the accuracy of the declaration. Currently only 27
such facilities are under verification and most of these are laboratories with the
capacity to produce only gram quantities of schedule 1 chemicals. The majority
have produced less than 100 grams of schedule 1 chemicals during the nine
years since EIF.

For the approximately 150 schedule 2 plant sites currently subject to inspec-
tion, the inspection frequency is determined by the assessed potential risk posed
by the chemicals and the capabilities of the facility producing, processing or
consuming them. While the majority of schedule 2 plant sites will receive an
average of three inspections over a period of ten years, a small number, those
judged to pose a more significant risk to the object and purpose of the CWC,
will receive more frequent inspections. The duration of each inspection is
limited to 96 hours. The aim of the inspection is to confirm: that the levels of
production, processing or consumption are consistent with the declaration; the
absence of schedule 1 chemicals; and that schedule 2 chemicals are not being
diverted for non-permitted purposes.

Approximately 400 sites are currently subject to inspection under schedule 3.
Individual sites are selected for inspection on the basis of agreed weighting
factors using a specially developed computer programme. For schedule 3 facili-
ties the inspection duration is limited to 24 hours. Once again the aim of the
inspection is to confirm that the activities are consistent with the declaration pro-
vided and the absence of schedule 1 chemicals.

The inspection regime for DOCs/PSFs is somewhat different from the other
Article VI inspections in that the focus of the inspection is on the capability of
the plant rather than on the chemicals: the primary aim being to confirm that the
plant is not being used, and has not been used, to produce schedule 1 chemicals.
Sites are selected for inspection from the list of approximately 4,000 declared
sites using a similar process to that used for the selection of schedule 3 facilities.
Once again the duration of each inspection is limited to 24 hours.

International trade in chemicals

The CWC and its ‘Annex on Chemicals’ tries to establish a careful balance
between the need to prevent the proliferation of chemical weapons while at the
same time fostering the free trade in chemicals between its states parties. Transfers
to non-states parties of chemicals listed on schedule 1 are prohibited. While transfer
of these chemicals between states parties is permitted for research, medical, phar-
maceutical or protective purposes, both parties must declare the proposed transfer
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before it takes place. There is no minimum declaration threshold for transfers of
schedule 1 chemicals. Export to non-states parties of chemicals listed on schedule 2
is also prohibited. Transfers of schedule 3 chemicals to non-states parties are per-
mitted but subject to specific conditions. Each state party is required to submit an
annual declaration of the aggregate amount of each schedule 2 chemical produced,
processed, consumed, imported and exported and each schedule 3 chemical pro-
duced, imported and exported. Included within this declaration are the quantities of
each schedule chemical imported or exported from each country involved in the
exchange. These declarations are intended to provide the OPCW with a means to
monitor the global movement of these dual use chemicals. Initially there were a
number of difficulties associated with these aggregate declarations, particularly in
matching import figures with export figures. Most of these problems arose from
different interpretations among states parties on the method to be used to arrive at
the aggregate data; for example, how to deal with mixtures containing schedule 2
or 3 chemicals. States parties have now, largely, agreed on a common approach to
the calculation of this national aggregate data and the quality and usefulness of this
information should improve in future years.

Modifying or updating the industry verification regime

States parties to the CWC have voluntarily agreed to forgo the production,
stockpiling and use of chemical weapons. As previously stated the primary aim
of the verification regime for the chemical industry was to enable them to
demonstrate that toxic chemicals and their key precursors were not being
diverted for purposes not permitted under the CWC. Over the nine years since
EIF, the implementation of the verification regime has proved to be highly suc-
cessful and during this period more than 1,000 inspections of commercial sites
have been carried out in 76 states parties.

The regime was and remains, however, primarily targeted at tracking militar-
ily significant quantities of these chemicals. In order to produce a stockpile of
chemical weapons for military purposes a country would need to divert hun-
dreds or, in some cases, thousands of tonnes of scheduled chemicals and the
chances of such a diversion being detected are very high. Diversion of these
chemicals for potential use by non-state actors, however, is a very different
matter. Unlike in the military scenario, the diversion of kilogram quantities of a
toxic industrial chemical or, in the case of a schedule 1 chemical, a few grams
may be sufficient to mount a terrorist attack (Manley 2007: 73—85). As currently
configured, in the majority of cases the verification regime is simply not capable
of detecting diversion at this level. First, it is focused on the production of these
chemicals, except in the case of schedule 2 chemicals where processing and con-
sumption are also monitored. Second, many schedule 2 and 3 chemicals are rou-
tinely transported by road, rail and sea and their movement, within a state party,
is not subject to verification under the CWC. Even their movement between
states parties is only subject to minimal verification in the form of an annual
declaration of transfers. The opportunities, for individuals or groups, to divert
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small quantities of these chemicals for terrorist purposes are, therefore, almost
limitless. A single road tanker or rail car filled with chlorine, for example, would
be more than adequate for their needs.

A mechanism has been incorporated within the CWC to enable the verifica-
tion regime to be reviewed and if deemed necessary amended. Using this
mechanism the regime could be strengthened by taking one or more of the
following actions; adding chemicals to the schedules, lowering the declaration
and inspection thresholds or increasing the inspection frequencies. Doing this,
however, would be unlikely to bring about any significant reduction in the risk
of the potential diversion of toxic industrial chemicals for use by non-state
actors and might increase the burden on the global chemical industry to unac-
ceptable levels. While some minor adjustments to the verification regime may
well take place in future years, obtaining the required consensus for major
changes will be extremely difficult, if not impossible to achieve. Alternative
solutions to the problem of the potential diversion of toxic industrial chemicals
by non-state actors will, therefore, need to be found. In particular additional
consideration needs to be given to monitoring the trade and movement of toxic
chemicals of types and quantities that might be useful to non-state actors plan-
ning to engage in terrorist activities and, where practicable, further action taken
to restrict their access to such materials.

A number of states have already taken action with respect to the international
trade in chemicals and put in place additional arrangements to monitor and control
the export of certain chemicals and the equipment that could be used in the pro-
duction of chemical weapons. The 39 countries belonging to the °Australia
Group’, for example, have agreed on lists of both chemicals and dual use chemical
manufacturing equipment that they will subject to such additional controls (Aus-
tralia Group 2007). The Australia Group chemical list currently contains 54 dual
use chemicals that are routinely traded internationally, 20 of which are not
included in the CWC’s ‘Annex on Chemicals’ such as, for example, sodium and
potassium cyanide. The CWC of course has no mechanism to monitor or control
the export of dual use equipment and the equipment list is, therefore, specific to
the Australia Group. It is important to note that the declared purpose of these addi-
tional controls is to prevent the potential misuse of the listed chemicals and equip-
ment and not to obstruct legitimate trade in them. All current members of the
Australia Group are also states parties of the CWC and have, therefore, undertaken
an obligation to foster the legitimate trade in chemicals between states parties to it.

Challenge inspections

Those responsible for the drafting of the CWC recognised the potential limita-
tions of the routine on-site inspection regime and, to restore the balance, an
additional verification mechanism was incorporated into Article IX of the Con-
vention. Article IX provides a range of mechanisms by which a state party that
has concerns about the possible compliance of another state party can have them
addressed. These include, for example, bilateral consultations, informal visits
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and exchanges of information, a formal request for clarification through the
Executive Council or a formal request for a challenge inspection. This last
option enables a state party to have its concerns addressed by having inspectors
from the OPCW’s Technical Secretariat carry out a short notice, on-site inspec-
tion of the location giving rise to the concern.

A challenge inspection may be requested at any location within a state party
whether it has been previously declared or not. The state party requesting the
inspection must, however, provide sufficient information to the Executive
Council of the OPCW to demonstrate that their request for such an inspection is
valid. An Executive Council meeting will be called to consider the request
immediately the director-general receives it. The inspection will proceed auto-
matically, unless, within 12 hours of receipt of the request, the Executive
Council votes by a three-quarters majority of all 41 of its members not to go
ahead. Achieving such a majority would not be easy and, therefore, it is anticip-
ated that the requested inspection will invariably go ahead. The challenged state
party is required, within a very short time frame, to permit the inspection team to
visit the location and investigate the allegation.

The inspection team will be made up of inspectors from the Technical Secre-
tariat, drawn from a wide geographical background. Inspectors who are nationals
of either the requesting state party or the receiving state party will be automatically
excluded from the team. The requesting state party may, at its own expense, send
an observer. While the observer has the right to remain in contact with their state
party and be briefed at regular intervals by the head of the inspection team, he or
she will have no automatic right of access to the inspection site. Any such access
granted to the observer will be at the sole discretion of the receiving state party.

The inspection will be carried out in accordance with the rules set down in
Article IX of the CWC and Part X of its Verification Annex. These rules have
been carefully constructed to ensure that the inspection can achieve its aims
while at the same time enabling the inspected state party to protect information
that is not relevant to the CWC. The inspected state party is entitled to take
action to protect sensitive information of this nature. It may, for example,
remove sensitive papers, shroud sensitive displays and equipment, log off com-
puter systems and turn off data-indicating displays, restrict sample analysis to
schedule 1, 2 or 3 compounds and their degradation products, and use random,
selective access techniques. In taking these actions, however, the state party
must, at the same time, meet its obligation to provide sufficient access to the
inspection team to enable it to fulfil its mandate. The inspected state party’s
response to a challenge inspection will, therefore, need to be carefully balanced.
If it imposes too many restrictions then the inspection team may well report to
the Executive Council that it has been unable to gather the information neces-
sary to complete the inspection. The director-general will transmit the inspection
team’s preliminary report to the requesting state party, inspected state party and
the Executive Council within 72 hours of its return to The Hague. After taking
note of any comments from the inspected state party, a final report will be sub-
mitted to the Executive Council for its consideration within 30 days following
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the completion of the inspection. The responsibility for determining whether or
not non-compliance with the CWC has occurred or whether the right to request a
challenge inspection has been abused rests with the Executive Council. The
Council will also, where appropriate, make recommendations to the Conference
of States Parties on any further action required.

Since EIF, no state party has requested a challenge inspection. States parties
have instead chosen to make use of the other clarification mechanisms available
under Article IX to resolve their concerns. Bilateral discussions, for example,
have been successfully used on a number of occasions to address and resolve a
range of potential non-compliance concerns. The logistics and procedures for
undertaking a challenge inspection are, however, regularly monitored and, as
appropriate, updated. OPCW inspectors, with the cooperation of states parties,
undertake regular training exercises in the conduct of challenge inspections and
remain ready to undertake such an inspection should the need arise.

The challenge inspection regime continues to be the most powerful compo-
nent of the CWC’s verification regime. Unlike the other parts of the verification
regime it is not limited to declared locations or to facilities above a certain size.
A challenge inspection can be mounted against any location within a state party
and makes no distinction between the activities of states or individuals or groups
of individuals.

National implementing legislation

A key factor in ensuring the success of the CWC’s verification regime is the
quality of the national implementing legislation put in place, by each state party, to
support it. In order to be able to make the required annual declarations, for
example, a state party will need to have in place appropriate mechanisms to collect
the necessary data. It will need to be able to guarantee access by OPCW inspection
teams to the relevant sites, within the required time period, and ensure that the
companies or organisations owning or operating them provide the support and
information necessary to enable the inspection team to fulfil its mandate. It will
also need to put in place mechanisms to control and monitor the import and export
of scheduled chemicals. To meet these and the rest of its obligations under the
CWC each state party is required, in accordance with Article VII, to put in place
appropriate national legislation or administrative arrangements.

Effective national implementing legislation is also an important tool in
increasing the effectiveness of the CWC with respect to the potential acquisition
or use of chemical weapons by non-state actors. In accordance with Article VII:

Each State Party shall, in accordance with its constitutional processes, adopt
the necessary measures to implement its obligations under this Convention.
In particular, it shall:

a Prohibit natural and legal persons anywhere on its territory or in any
other place under its jurisdiction as recognized by international law from
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undertaking any activity prohibited to a State Party under this Conven-
tion, including enacting penal legislation with respect to such activity;

b Not permit in any place under its control any activity prohibited to a
State Party under this Convention; and

¢ Extend its penal legislation enacted under subparagraph (a) to any activ-
ity prohibited to a State Party under this Convention undertaken any-
where by natural persons, possessing its nationality, in conformity with
international law.

(CWC, Atticle VII, paragraph 1)

The existence of such legislation will ensure that the obligations of the CWC
apply not only to the states parties but also to individuals or groups of indi-
viduals operating within them. It also provides the state party with the necessary
mechanisms to deal with individuals or groups of individuals who do not
comply with these obligations.

Putting in place effective national implementing legislation is, therefore, an
important step in a state party meeting its obligations under the CWC. Regret-
tably, in the years immediately following EIF, only a few states parties fully
appreciated the importance of this step and took the necessary action to meet this
requirement. By October 2002 only 48 per cent of states parties had reported that
they had put in place their national implementing legislation or administrative
arrangements and only 27 per cent of states parties were considered to have in
place legislation or arrangements covering all of the key areas required by the
CWC (Onate et al. 2005: 6). The Conference of States Parties became so con-
cerned over this issue that at its eighth session, in 2003, it established a two year
action plan to encourage states parties to fulfil this particular obligation and
provide the Technical Secretariat with details of their national implementing leg-
islation. This plan despite being extended for a further year in November 2005
has met with only limited success. By November 2006, 112 (62 per cent) of the
states parties had reported that they had put in place their national implementing
legislation or administrative arrangements. Only 72 (40 per cent) of these states
parties were judged, by the Organization, to have adopted and reported national
legislation covering all of the key areas required by the CWC (OPCW 2006). At
its eleventh conference, in December 2006, the states parties noted that, while the
indications were that those states parties that had failed to meet fully their Article
VII obligations were actively working to resolve this matter, much still needed to
be done and agreed to extend the action plan for a further 12 months. Without
such compliance the CWC and its states parties will not have the mechanisms in
place to deal adequately with the problem of non-state actors and their potential
activities in relation to the acquisition or use of chemical weapons.

Conclusion

The CWC continues to move steadily towards universal membership and
adherence. Its verification regime, despite the in-built limitations, has proved to
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be highly effective. Access by governments or individuals to the most toxic
chemicals, as listed on schedule 1 of the Annex on Chemicals appended to the
CWC, is now strictly controlled and the opportunities for their acquisition and
misuse are steadily decreasing. The major problem in relation to these chemi-
cals remains the large stockpiles of chemical weapons still awaiting destruc-
tion. While they are securely stored and subject to routine verification by the
OPCW their continued existence poses a risk to the object and purpose of the
CWC. Changes to the CWC’s verification regime, however, would have little
or no impact on the rate of their destruction or on the risk that they pose. The
CWC'’s verification of dual use chemicals and the chemical industries that
produce them has also been shown to be an effective means for states parties to
demonstrate that they are not diverting these chemicals for use either as chem-
ical weapons or for the production of chemical weapons. The industry verifica-
tion regime was neither designed to, nor is it capable of, detecting the diversion
of dual use chemicals at the levels likely to be sought by non-state actors for
terrorist purposes. The opportunities for such groups to acquire these moder-
ately toxic industrial chemicals during production, storage, transport and use
are so vast that no routine verification regime could ever provide an effective
deterrent against such misuse. Any additional controls on the production,
movement and use of these dual use chemicals will be dependent on actions
taken by individual states parties. In taking any such action, however, govern-
ments will need to give due consideration to the likely impact on their national
chemical industries and whether the potential benefits would justify this impact.

The CWC'’s challenge inspection mechanism has the potential to deal with
the activities of non-state actors and, providing states parties have in place the
appropriate national implementing legislation, it could play an important role in
the ongoing campaign to prevent the acquisition and use of chemical weapons
by non-state actors. Effective national implementing legislation that criminalises
the preparation, possession, use or intent to use toxic chemicals for terrorist or
criminal purposes is the most effective means of strengthening the CWC. It will
also provide individual states with a valuable tool in their fight to prevent the
diversion and misuse of toxic chemicals by non-state actors.
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Nuclear






7  The diversion of nuclear materials
for terrorist use

Stephen M. Francis

Inspections by an impartial, credible third party have been a cornerstone of
international nuclear arms control agreements for decades. Where the intent
exists to develop a clandestine nuclear weapons programme, inspections serve
effectively as a means of both detection and deterrence.'

Introduction

The use of nuclear power and associated nuclear technologies is widespread
around the globe. Currently over 30 countries are operating more than 400 com-
mercial nuclear power reactors, with a further 250-plus research reactors operat-
ing in a much wider range of states. There are also over 100 major facilities
involved in conversion, enrichment, fuel fabrication and reprocessing activities
to support the global nuclear fuel cycle. Add to this list up to another 1,000
‘other locations’ involved in the storage and use of nuclear materials and the
scale of the task of monitoring and assuring the peaceful use of nuclear materials
becomes apparent.

The International Atomic Energy Agency (IAEA) is the world’s nuclear
inspectorate, with now 50 years of verification experience. Inspectors work to
verify that safeguarded nuclear material and activities are not used for military
purposes. So-called ‘safeguards’ are the set of activities or measures by which
the IAEA endeavours to verify that states are complying with their international
non-proliferation obligations in not using nuclear materials for nuclear weapons
purposes.

The cornerstone of the IAEA safeguards system is the Nuclear Non-
Proliferation Treaty (NPT), which was agreed in 1968. Under the NPT, govern-
ments worldwide have committed to three common principles: preventing the
spread of nuclear weapons; pursuing global nuclear disarmament; and encour-
aging the peaceful uses of nuclear energy. By signing the NPT states agree to
place all nuclear material in nuclear use under IAEA safeguards and subse-
quently to conclude what is termed a ‘Comprehensive Safeguards Agreement’
with the IAEA. The NPT has been uniquely successful in the area of disarma-
ment and non-proliferation treaties in signing up all but a few of the world’s
states as states parties to the NPT. The NPT at its inception recognised the
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existence of China, France, the (now) Russian Federation, the UK and the USA
as Nuclear Weapons States (NWS) and does not entertain the possibility of
further states being added to this list.

World events over the past 15 years have brought the activities of the IAEA
sharply into focus and to a large extent have shaped far reaching changes to the
international safeguards regime. Issues surrounding the discovery of a clandes-
tine nuclear weapons programme in Iraq, the current North Korean and Iranian
situations, the self-declared and dismantled programmes in South African and
Libya and the uncovering of the ‘A.Q. Khan Network’ have all acted as catalysts
for change.

The more recent focus on global terrorism issues is also now sharpening the
focus on non-proliferation activities that do not necessarily apply at the level of
the state. At one extreme this now recognises the possible existence and involve-
ment of non-states parties in nuclear proliferation activities but, more plausibly,
their involvement in the procurement of nuclear materials suitable for use in
what is now commonly termed a ‘dirty bomb’ or some other device for the
widespread dispersal of radioactive materials into the environment.

Nuclear materials and technology — the extent
of the challenge

What nuclear material is covered by international nuclear
safeguards?

For the IAEA, nuclear material is split into two categories, these are defined as
‘special fissionable material’ and ‘source materials’. The formal definitions are
as follows (Statute of IAEA 2007):

Special fissionable material means plutonium-239; uranium-233; uranium
enriched in the isotopes 235 or 233; any material containing one or more of
the foregoing; and such other fissionable material as the Board of Governors
shall from time to time determine.

Source material means uranium containing the mixture of isotopes occur-
ring in nature; uranium depleted in the isotope 235; thorium; any of the for-
going in the form of metal, alloy, chemical compound, or concentrate; any
other material containing one or more of the foregoing in such concentra-
tion as the Board of Governors shall from time to time determine; and such
other materials as the Board of Governors shall from time to time
determine.

IAEA safeguards take into account all ‘source and special fissionable material’
in countries under their remit. However, verification activities are concentrated
more on those nuclear materials and activities that are deemed most significant in
terms of the manufacturing of nuclear weapons devices. Hence IAEA safeguards
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concentrate to a greater extent on activities involving the production or processing
of materials containing plutonium-239 and uranium enriched in the isotope 235
(enriched uranium). At the point when uranium becomes enriched in the U-235
isotope to levels above 20 per cent, the material moves from the ‘low enriched’
(LEU) to the ‘high enriched’ category (HEU).

What about ‘other nuclear materials’?

The term ‘other nuclear materials’ is most usually used to describe materials in the
form of radioactive sources. Sources containing isotopes such as caesium-137,
americium-241, strontium-90, cobalt-60 and iridium-192 are good such examples
and can be found in widespread use throughout the developed world. None of
these materials is currently considered in terms of IAEA safeguards, although the
IAEA has a number of initiatives aimed at improving security and control of these
materials. Most of these initiatives require the voluntary adherence of states to
guidelines. These measures are described later in this chapter.

Another term that has come to prominence in terms of IAEA safeguards in
recent years is ANM or ‘Alternative Nuclear Materials’. The term ANM refers to
alternative fissionable materials, alternative that is to uranium-233 and 235 and
plutonium-239. This basically comes down to americium and neptunium. In the
early 2000s there was much debate about the usefulness or otherwise of these
materials in nuclear devices and whether or not IAEA safeguards should be
applied to them to some extent. After much debate a compromise was reached.
Although it was considered as theoretically possible to manufacture nuclear
weapons with these materials, it was not seen as an attractive proposition — even
for technically advanced and experienced weapons makers. Add to this that sepa-
rated americium and neptunium are not routinely produced in conventional
nuclear fuel cycles, and the overall conclusion drawn was that these materials
only posed a very small, if not virtually zero threat in terms of nuclear prolifera-
tion. As such, limited controls were introduced based around verification of
nuclear material flowsheets, coupled to periodic declarations in relation to any
separated americium and neptunium in existence.

What is a significant quantity?

The most commonly asked question when the subject of the manufacture of
nuclear weapons is addressed is ‘How much do you need to make a bomb?’ This
question is the cause of great argument amongst even the most educated of
people, however in reality much of the quarrelling is actually undertaken from a
position of ignorance and/or prejudice. The main source of argument stems from
the fact that the IAEA has declared target values in terms of detecting the diver-
sion of nuclear material from peaceful to weapons use. These target values are
termed ‘Significant Quantities’ — usually shortened to SQ. For plutonium, an SQ
is considered as 8 kilograms, for highly enriched uranium (HEU), 25 kilograms
constitutes a SQ. These values were determined by a panel of international
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experts in the field. For other nuclear materials such as natural or low enriched
uranium, an SQ is calculated on the basis of the potential to generate an SQ of
HEU or plutonium. Hence a significant quantity of natural uranium may be
several tonnes and several hundreds of kilos of low enriched material.

The argument normally begins with the statement that you can make a nuclear
device with amounts of plutonium considerably smaller than eight kilograms.
Although precise details of weapons designs remain the subject of stringent clas-
sification restrictions, it is widely accepted that it is indeed possible that a finished
nuclear device may use as little as three kilograms of plutonium or less. However,
the IAEA SQs are structured to indicate the amount of material that a first time
proliferator would need to manufacture their first device. Therefore the SQ is not
calculated merely to reflect the amount of material in the finished device, but also
to take into account material that would be generated as scrap in the course of
manufacture. Therefore losses in the course of chemical conversion, casting and
machining need to be addressed — these could quite easily amount to at least
50 per cent of the initial feedstock; even a developed weapons builder may lose
30 per cent to recycle as a matter of course. Hence a five kilogram plutonium
weapon could easily require at least eight kilograms of plutonium feed material.

The other point to take into account is that the TAEA is looking at total pluto-
nium and does not take any account of the quality of the plutonium. This then
raises the question of what constitutes ‘weapons grade plutonium’. Although
there is obviously no declared or precise figure, a Pu-239 content in excess of
90 per cent is widely accepted as weapons grade. The figures quoted of three
kilograms plutonium required for a device would only be valid for a device
made from weapons grade material. Given that the vast bulk of the world’s sepa-
rated civil plutonium is at levels much below weapons grade, then a three kilo-
gram device would not be a practical proposition with such material. Similar
arguments can also be used for HEU, where the majority of civil HEU is well
below the accepted weapons grade of at least 90 per cent U-235.

The conclusion of this section therefore is that the current SQs in use by the
IAEA remain valid and weapons experts from the NWS remain comfortable
with their continued use.

History of the IAEA

The IAEA was founded in 1957 against a background of international concerns
as a result of the spreading development of nuclear power technology — seen at
the time as a posible source of virtually limitless, cheap energy for the future —
but against the backdrop of implications for the proliferation of nuclear
weapons. It was originally foreseen that the IAEA would have the role of acting
as an international hub, offering assistance in the development of nuclear
technology to member states and overseeing global nuclear trade in nuclear
materials and technology.

The seeds for the creation of the ITAEA were sown by President Eisenhower’s
‘Atoms for Peace’ speech to the UN General Assembly in December 1953. This



Diversion of nuclear materials 205

was followed by the drafting of the IAEA Statute that was unanimously approved
by 81 countries in October 1956. The statute covered the following three main
objectives: preventing the spread of nuclear weapons; pursuing global nuclear
disarmament; and encouraging the peaceful uses of nuclear energy.

Why then was it not until the signing of the NPT some 11 years after its
founding, did the work of the IAEA come to the fore? In the years immediately
following 1957, the world’s political climate changed so dramatically that it was
virtually impossible for the IAEA even to start to implement many of the ele-
ments of the Statute. However, events of the early 1960s proved to be a strong
catalyst for a global non-proliferation regime. France in 1960 and then China in
1964 tested their first nuclear devices (thus completing the five recognised
Nuclear Weapons States) leading to widespread international concern that
further states might pursue the development of nuclear weapons. This, coupled
with the fact that there was at least some US—Soviet dialogue in terms of arms
control in the aftermath of the Cuban Missile Crisis, gave impetus to the final
conclusion of the NPT in 1968.

The 1970s proved very successful for the NPT in terms of the sheer numbers
of developed and developing states who signed up to the treaty, putting the
treaty into legal force, and concluding comprehensive safeguards agreements
with the IAEA (so-called INFCIRC/153 agreements). Over time the IAEA has
worked relentlessly and successfully to encourage the universal uptake of the
NPT. To this end there are currently more than 180 non-nuclear weapons states
party to the NPT. All five NWS have also signed up to the NPT and concluded
safeguards agreements with the IAEA. China was the last NWS to conclude
such an agreement, in September 1989.

As the use of nuclear power throughout the world spread rapidly throughout
the 1970s and early 1980s, so did the demands made of the IAEA’s nuclear
inspectors, with the level of inspection required being directly proportional to
the number of nuclear facilities. The burden of verification falls primarily on the
IAEA’s Department of Safeguards. However, the Chernobyl accident in 1986
and the rise to prominence of ‘green’ and environmental pressure groups meant
that the development of nuclear power was not sustained through into the 1990s,
with only modest global growth, due primarily to the commissioning of new
reactors in the Far East.

The next major landmark in the development of IAEA safeguards followed
the discovery of Iraq’s clandestine nuclear weapons programme in the aftermath
of the 1991 Gulf War. This raised questions as to the adequacy of an IAEA safe-
guards regime that was only really designed to verify what was declared to it
and not to search for indications of clandestine activity. Developments in North
Korea (DPRK) and the new South African regime’s voluntary declaration and
dismantling of its clandestine nuclear weapons programme gave further impetus
to the call for change.

The outcome of several years of deliberation was the conclusion of the Addi-
tional Protocol (INFCIRC/540 (2007)) in 1997. The Additional Protocol gave
the TAEA additional powers and responsibilities in its mandate, most noticeably
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in the area of searching for and identifying evidence of undeclared nuclear
activities. Uptake of the Additional Protocol was initially high, but delays were
experienced by many states in implementing domestic legislation to enable the
protocol to come into force. The IAEA’s Safeguards Implementation Report
(SIR) for 2005 reported that some 70 countries had both Comprehensive Safe-
guards Agreements and Additional Protocols in force.

At the 1995 NPT Review Conference, the NPT was made permanent. The
non-proliferation regime was potentially strengthened further in 1996 when the
UN General Assembly approved a Comprehensive Test Ban Treaty (CTBT) and
initiated the formation of a new verification body, the CTBTO, also to be based
in Vienna (but the failure of the USA to ratify has meant that the CTBT is not
firing on all cylinders).

The final years of the 1990s was a time for the IAEA to consolidate and
implement the changes required to enable it to meet the reqirements of its
expanded mandate. This was made difficult in many respects by the unreason-
able budgetary constraint of ‘cost neutrality’ imposed on it by UN member
states. As more states implemented the Additional Protocol and the TAEA
gained experience of its implementation, so then a new ‘Strengthened Safe-
guards System’ emerged. The application of the new regime, which encom-
passed a carefully constructed balance of traditional verification activities
together with new measures from the Additional Protocol has come to be known
as ‘Integrated Safeguards’.

In more recent years, the IAEA’s work has started to encompass new dimen-
sions. As such it is looking at security-related issues and considering counter-
measures to the threat of nuclear terrorism.

International nuclear export controls

As well as considering the international safeguards regime, it is equally important
to remember that there is in place a system of international nuclear export con-
trols aimed at stopping trade in key nuclear materials, equipment and supporting
technology. Export controls, like security arrangements, are always considered a
prerogative of the state rather than the international sphere. However, in the case
of the nuclear arena, many states have seen the benefits of close cooperation,
resulting in the establishment of two key groups. In many ways the origins of
modern nuclear export controls can be traced directly back to the establishment
of the NPT. As a result the 1970s saw the establishment of two separate bodies
for dealing with nuclear export control. The first of these was the Zangger Com-
mittee in 1971 followed by the Nuclear Suppliers Group (NSG) in 1975.

Zangger Committee

The Zangger Committee’s inception had direct roots in the NPT and resulted from
a regular series of meetings held between the world’s major nuclear suppliers
at which they attempted to reach a consensus on how to interpret Article II1.2
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of the NPT. The work culminated in 1974 with the publication of the so-called
‘Trigger List” as INFCIRC/209 (2007).

The idea was that the export of the items on the list to a non-nuclear weapons
state would ‘trigger’ certain prescribed requirements of the exporting country.
These require that peaceful use assurances must be sought prior to the export of
the item, that the receiving country submits to full-scope IAEA safeguards and
that conditions are laid down concerning any potential re-transfer of the item to
a third party at a later date. The items covered by the Trigger List were essen-
tially those that were especially designed or prepared specifically for nuclear
use. No so-called ‘dual use’ items were incorporated.

Nuclear suppliers group

In 1974, India, a ‘non-nuclear weapons state’ and outside the NPT detonated its
first nuclear device. It was widely accepted that this event demonstrated how
nuclear technology legally obtained for peaceful purposes could be misused for
clandestine nuclear weapons development. As a direct result of the Indian test, the
NSG was formed shortly afterwards. Originally called the ‘London Group’, it
comprised representatives of countries who were already members of the Zangger
Committee as well as some countries who were not yet signed up to the NPT.

The NSG took due account of the work undertaken by Zangger and in 1978
produced its own guidelines for export control that incorporated its own ‘Trigger
List’. These guidelines were published as INFCIRC/254 (2007) and set out to
establish the main principles of nuclear export control and went beyond that set
out by the NPT. After publication of INFCIRC/254 the NSG remained inactive
until after the first Gulf War in 1991. Prompted in part by discoveries made in the
uncovering of Iraq’s clandestine nuclear weapons programme and the implica-
tions it had for the effectiveness of the existing nuclear export controls, the NSG
embarked on work to look at controls of dual use equipment and materials.

Dual use

The definition of materials or equipment that falls into the dual use category is
not a precise one. Whereas the classification of especially designed items was
relatively straightforward, the difficulty with dual use was maintaining the dis-
tinction between that and ‘multi-use’. It was intended that dual use would
encompass items having both significant nuclear use and use in a limited number
of non-nuclear applications. If the non-nuclear usage was too wide then export
controls would become too hard to impose and regulate.

A good example of a dual use material is high strength (7000 Series) alu-
minium alloy that can be used in the manufacture of nuclear gas centrifuge rotor
tubes as well as having specific uses in areas of the aerospace industry. In contrast,
the 6000 Series alloy, while still having potential use in nuclear centrifuges, has
many uses in the aerospace and automotive industries and widespread use in
numerous other engineering applications requiring light, high strength materials.



208 S.M. Francis

These new deliberations of the NSG resulted in the publication of ‘Dual Use
Guidelines’ as INFCIRC/254 Part 2, with the original Trigger List based guide-
lines of 1978 republished as INFCIRC/254 Part 1. The new guidelines set out
the principles to be applied in terms of the notifications and consultations to be
followed by exporting countries with other states adopting the guidelines prior
to any export.

Export control remains essentially a prerogative of individual states. This is
reflected by the fact that although published by the IAEA as INFCIRC documents,
the NSG guidelines are not actually IAEA documents, they are independently pro-
duced by the NSG members. The IAEA merely acts as a conduit for their issue.
Membership of the NSG has steadily increased over the years to over 40 states and
now includes all five nuclear weapons states and all states with significant nuclear
fuel cycle facilities. Members of the NSG are required to enact appropriate
national legislation to give legal force to a domestic export control system includ-
ing a commitment to act in line with the guidelines.

The A.Q. Khan network

Much has been documented in recent times about the so-called A.Q. Khan
network and how it managed to subvert nuclear export controls around the
world. An employee of Urenco, A.Q. Khan, managed to obtain and steal key
technical specifications relating to Urenco’s centrifuge enrichment technology.
Initially these designs and information were transferred back to his home
country of Pakistan, and undoubtedly led to the construction of enrichment facil-
ities in Pakistan capable of producing highly enriched uranium for weapons use.
Although a major enough issue in its own right, it is perhaps the subsequent
transfer of the technology and materials to other states that poses more searching
questions to the international export control regime.

The procurement by Libya of centrifuges and centrifuge components, and the
construction of the current Iranian centrifuge programme, centred at Natanz,
were both achieved through the A.Q. Khan network via a myriad of international
trade linkages, trading companies and intermediaries. For many years all trade in
technology and shipments of components managed to evade customs and export
control agencies (and seemingly without the knowledge of the Pakistani govern-
ment!). Although the unmasking of the A.Q. Khan network will probably not
result in any step change in international export control regimes, it does high-
light how a sub-state actor can operate without detection. However, as a result of
this case the IAEA now has a unit dedicated to monitoring aspects of nuclear
related-trade worldwide and it must be considered likely that the security ser-
vices of the world’s major powers will be also be doing so.

The nuclear safeguards regime

As the world’s nuclear inspectorate, the IAEA performs an indispensable role
in furthering nuclear non-proliferation. IAEA verification provides a level of
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assurance that nuclear materials are not diverted or misused for the purposes of
manufacturing nuclear weapons and that no materials that are required to be
declared under safeguards remain undeclared. IAEA safeguards activities are
applied routinely at over 900 facilities in 71 countries. In a typical year, 250
IAEA inspectors will spend more than 20,000 calendar days in the field,
devoted to verifying hundreds of tons of special fissionable material.

At the heart of its safeguards system, the IAEA uses a system of nuclear
material accountancy. Under this system, each declared nuclear facility provides
monthly reports on the status of its inventory of nuclear materials. The basic
report of this system, known as an Inventory Change Report (ICR) monitors the
quantities of nuclear material present in defined areas of the nuclear facility and
details the changes in these quantities that take place over time. These reports,
along with others related to the annual physical inventory-taking exercise
required at all declared facilities, form the basis against which IAEA physical
inspection activities can be conducted.

Under the traditional safeguards system based on INFCIRC/153 (2007)
alone, the capability of the IAEA to detect undeclared nuclear activities was
very limited. This is because inspections focused on declared nuclear material
at declared nuclear facilities, and were centred on strategic points at these
facilities, with defined intervals between inspections. A rigid set of rules
known as the Safeguards Criteria determine the periodicity of inspections at
the facility level and also spell out the precise inspection activities that should
be carried out at each facility. The criteria also define the measures of success
or inspection goal attainment targets that would determine whether or not each
inspection was considered a success or not. Under this regime, equivalent
facilities in different countries would be subjected to identical safeguards
inspection activities.

It is important to note that the whole IAEA safeguards regime, including the
actual safeguards requirements set out in the Safeguards Criteria are actually
risk based. That is, greater emphasis and control is placed on material of higher
strategic significance, hence separated plutonium and HEU materials have more
controls and higher frequency inspections than natural or low enriched uranium
are subject to. To aid in this concept the IAEA uses the term ‘timeliness’. Time-
liness is seen as the minimum time period that it is assessed would be required
for a proliferator to take a significant quantity (SQ) of material and manufacture
a nuclear device. For example the timeliness period for separated plutonium is
one month, while for natural uranium it is one year. This determines that pluto-
nium facilities would be inspected at least on a monthly basis, whereas natural
uranium facilities may only be visited on an annual basis. There are of course
other factors and inspection requirements that come to bear, but that is the main
principle of timeliness.

Overall success of the inspection regime in each year in a given country is
indicated by overall achievement of inspection goals at the individual facilities.
It is fair to say that the IAEA really did not pay any attention to detection of
potential clandestine activities in its day to day safeguards activities. This was
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reflected in the mindset of its team of professional inspectors who, whilst being
highly educated and trained, were really only fulfilling the role of ‘bean count-
ing’ whilst performing safeguards inspections. The sole aim of the IAEA inspec-
tor whilst carrying out an inspection would be to meet the goal attainment levels
set out in the Safeguards Criteria.

All this being said however should not detract from the importance of mater-
ials accountancy-based inspection activities as part of any nuclear safeguards
regime. Such inspections play an important part in providing assurance that all
declared civil nuclear materials stay under international control and that there is
no possibility of diversion to weapons use. In this regard the traditional IAEA
safeguards regime has been extremely successful. There is no evidence
from any of the discovered covert weapons programmes that diversion of
safeguarded civil nuclear materials has formed a credible part of the overall
weapons programme. Instead, the success of the safeguards regime has ensured
that proliferators have had to look elsewhere for their nuclear materials, either
through undeclared indigenous programmes or through covert procurement
from overseas.

The Iraqi nuclear weapons programme

Prior to the 1991 Gulf War, Iraq had a small declared nuclear programme. The
programme was centred around the Tuwaitha Nuclear Research Centre situated
a short drive to the east of Baghdad. The site was home to two research reactors.
The Russian IRT-1000 reactor was still in operation prior to the Gulf War, but
the French-built reactor had long since been ‘decommissioned’ by an Israeli air
strike in the early 1980s. Following this action, the Iraqis built huge earth berms
some 30 metres high around the perimeter of the site to hamper any further
strikes. Access to the site was thereafter through a narrow tunnel in the berm.
The site was known to be host to small-scale nuclear research activities, includ-
ing some for agricultural use.

The Iraqis had a well established State System of Accounting and Control
(SSAC) that was seen as being a generally cooperative and helpful example of a
SSAC. Inspections were carried out regularly by IAEA inspectors in line with
the requirements of the IAEA Safeguards Criteria. After the discovery of the
clandestine weapons programme, the inspectors would come to understand why
their very cooperative hosts would pick them up from their Baghdad hotels, and
drive them in comfortable Mercedes cars with specially blacked out windows,
directly to and from their intended inspection location. There was therefore no
opportunity to observe in any detail any other activities that were being carried
out at the Tuwaitha site.

Initial UNSCOM inspections rapidly identified that the Iraqis had in fact
embarked upon a very extensive and far reaching clandestine nuclear weapons
programme for many years. Some people argue that this programme was actu-
ally not really known to the world’s intelligence communities, while others
speculate that the programme was very well known and that Saddam Hussein
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was somehow encouraged to invade Kuwait, in order to give the outside world
an excuse to go in and dismantle the WMD programme.

The Iraqi nuclear weapons programme was reasonably well developed, with
some facilities having been through active commissioning and moved into the
production phase. These activities were mainly in the area of the production of
uranium and various uranium compounds that would be required to feed the
more technologically difficult process of uranium enrichment. It fair to say that
the Iraqis had established a viable process for the production of uranium ore
concentrate from uranium contained in phosphate rock. This raw material was
already processed into phosphate fertiliser products at the Al Qaim facility in the
west of Iraq, close to the Jordanian border. The Iraqis simply built a uranium
extraction process alongside the fertiliser plant and succeeded in producing over
100 tonnes of uranium ore concentrate, commonly known as Yellow Cake.
Further uranium processing facilities were established at other locations around
Iraq, the main drive of these was the production of uranium tetrachloride that
was required for the EMIS (or calutron) enrichment programme.

Although the Iraqi scientists at Tuwaitha did carry out experiments in hot cell
facilities to extract a few grams of plutonium, no substantial effort was put into
developing the plutonium weapon route. Instead the majority of effort was
dedicated to the production of an HEU device, using uranium enrichment tech-
niques to generate the required quantities of weapons usable fissile material. The
great surprise to outside observers was the fact that the Iraqi scientists resur-
rected the electromagnetic isotope separation methods that were developed and
used in the US Manhattan project in the 1940s. The USA had long since aban-
doned this technology due to its low efficiency and high cost, but the technology
worked and substantive details had been declassified, thus giving the Iraqis
access to a blueprint for a demonstrated enrichment technique. The Iraqi EMIS
facilities at Tarmiya (and later at Ash Sharqgat) were identified for what they
were by a US inspector who realised that the buildings were identical to those he
was familiar with at the Y-12 facility at Oak Ridge in the USA. These facilities
had commenced operations and had generated limited quantities of enriched
material, but were obviously not working very well, with much lower efficien-
cies than expected.

In a parallel, but much less advanced programme, development had also com-
menced with centrifuge enrichment, but work had not progressed beyond
laboratory-scale work. The Iraqis had managed to procure a small number of
centrifuge rotor tubes and associated components from a range of sources in
Europe. In some cases employees of nuclear companies acted illegally to manu-
facture and export centrifuge rotor tubes, in other cases companies were able to
export centrifuge components without obtaining the legally required export
licences.

The final piece of the weapons jigsaw was the so-called weaponisation activ-
ities. Aside from theoretical weapons design studies, the Iraqis had embarked on
the construction of weapons testing and assembly facilities at Al Atheer, includ-
ing bunkers for high explosives testing. The Iraqis also had in their possession
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large quantities of the ‘fast’ explosives HMX and RDX. These were stored at the
Al Qaqa chemical facility. Unfortunately, following the second Gulf War, the
US forces who came through the Al Qagqa facility en route to Baghdad, omitted
to secure this material, which subsequently fell into the hands of insurgent
groups. Consequently, many of the insurgent attacks that have persisted in Iraq
following the war can be proven to have used these fast explosives.

Post-1990 Gulf War challenges to IAEA

The discovery of Iraq’s nuclear weapons programme demonstrated very clearly
to the IAEA that the traditional safeguards regime of declaration—verification,
with its inherent limitations on access to both facilities and information, was not
by itself the most suitable tool for the detection of clandestine weapons pro-
grammes. However, the Iraqi case study would provide the IAEA with both the
impetus to change and to some extent the knowledge of how to change its safe-
guards regime.

Clearing up the mess of the Iraqi nuclear programme after the Gulf War was
a huge international exercise. The aftermath saw the creation of the United
Nations Special Commission (UNSCOM/687). This commission was charged
with investigation and dismantling of the discovered Iraqi programmes for the
production of weapons of mass destruction. Separate teams were set up to look
at the fields of nuclear weapons, missile technology, chemical weapons and bio-
logical weapons. Whereas the latter three fields were new teams specially set up
at the inception of UNSCOM, the nuclear team was staffed from existing I[AEA
personnel in the Department of Safeguards, plus selected experts from UN
member states. As such, the operational management of the team, which was
known as the ‘Action Team’, remained under IAEA control, but with reporting
lines back through UNSCOM to the UN. The field offices in Iraq were run and
managed by UNSCOM and the IAEA worked within this framework.

The work of the Action Team highlighted that when dealing with complex
nuclear weapons programmes, knowledge limited to nuclear materials and
processes for their production proved only a small element of the whole picture,
and it was for this reason that experts from UN member states were drafted in to
assist in the processes of uncovering and rendering useless the Iraqi programme.

The process of piecing together the Iraqi programme was very lengthy due to a
persistent lack of cooperation from the Iraqi authorities. Although to the world the
Iraqis claimed they were cooperating with the international inspectors, on the
ground the inspectors had constantly to ‘force’ information out of the Iraqi author-
ities. At no time would the Iraqis volunteer any fresh information, they would only
confirm facts when confronted by clear and unambiguous evidence. As such, the
UNSCOM inspection process was a true war of attrition, with the inspectors chip-
ping away at the story and the Iraqi authorities defending their position.

In reality, the bulk of the Iraqi programme was largely uncovered in the
12—-18 months immediately following the end of the Gulf War. Major facilities
were identified and subsequently destroyed and key documents relating to the
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so-called ‘PC-3” were discovered and translated. What was missing was much of
the finer details of the programme, and it was these that the Action Team would
spend much of their time and effort trying to uncover. A good example of the
behaviour of the Iraqi authorities came in the middle of 1995 with the defection
of Hussein Kamel to Jordan. Kamel was actually Saddam Hussein’s son-in-law.
At this time the Iraqis obviously took a judgement as to what the defector would
say to the UNSCOM and Action Team inspectors and took steps to release
information ‘voluntarily’.

In Baghdad, UNSCOM was initially told of a location just out of the city
where they suspected important documents had been hidden. This was suppos-
edly Hussein Kamel’s summer house. However, after two days of searching the
buildings and digging up the garden with bulldozers and JCBs the inspectors
drew a blank — some even had to stay overnight in their vehicles to protect such
an important site. This was a blatant diversionary tactic by the Iraqis, as another
location was quickly notified to UNSCOM; the ‘Chicken Farm’ was itself actu-
ally not too far out of Baghdad. At the farm, inside a building that had at some
time been used for the intensive rearing of chickens, were discovered some 80 or
so boxes, crates and tea chests filled with information on the Iraqi nuclear and
other WMD programmes. The Iraqis maintained that the boxes had been secretly
hidden at the farm by the defectors, but local sources indicated that the boxes
had in fact arrived on the back of a lorry 24 hours earlier.

Whilst to some extent the volume of material gave the inspectors problems in
terms of information overload, it provide further details on the Iraqi programme
and helped to fill in many of the gaps in the inspectors’ overall knowledge and
confirm many of the details that had already been assumed. At this point in the
inspection process as a whole, the Action Team were confident that they had
uncovered at least 90 per cent of the Iraqi weapons programme and they were
confident they knew about and understood another 5 per cent, but were just
lacking some real evidence. They also judged that the remaining unknowns
probably didn’t really matter in the overall scheme; there were no major discov-
eries left to make with the nuclear programme.

What the Iraqi experience did for the IAEA was to show what was involved
in the piecing together of a secret nuclear programme, given only limited coop-
eration by the state authorities involved. The IAEA would also benefit from their
South African experience, but in this case the state authorities would be wholly
cooperative and forthcoming. This would enable the IAEA to define the key ele-
ments of a strengthened safeguards regime that could legitimately be claimed to
be targeting the identification of covert nuclear weapons programmes.

Strengthening the IAEA safeguards regime

International developments during the 1990s in Iraq, South Africa and DPRK
prompted the TAEA, under pressure from its member states, to develop and
implement new measures designed to improve its ability to detect undeclared
nuclear material and nuclear-related activities. To do this effectively it was
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judged that the IAEA would require more wide-ranging information from states
on their nuclear and nuclear-related activities, improved access for IAEA inspec-
tors, as well as more simplified administrative procedures for inspections than
those established under existing comprehensive safeguards agreements.

The initial development programme devised in 1993 and subsequently
developed over the next two years became known as ‘Programme 93+2°, subse-
quently to be called the ‘strengthened safeguards system’. The result of these years
of deliberation and negotiation with the member states was the conclusion of the
Additional Protocol (INFCIRC/540 (2007)) in 1997. The Additional Protocol
gives the IAEA extra powers and responsibilities within its legal mandate, most
importantly to do with hunting for and identifying evidence of covert nuclear
activities. However, several new measures were also implemented to strengthen
IAEA safeguards under existing safeguards agreements. Good examples of this
include the use of satellite imagery and imagery analysis as a means of detecting
covert facilities and covert activities at declared facilities, and also the taking and
analysis of environmental samples at declared facilities to check that nuclear
materials detected actually match the declared operation and history of the facility.

Under the Additional Protocol, which is the key to the strengthened safe-
guards system, a state is required to provide the IAEA with broader information
covering all aspects of its nuclear fuel cycle-related activities, including research
and development and uranium mining. States must also grant the Agency
broader access rights and enable it to use the most advanced verification tech-
nologies. Specific measures provided for in an Additional Protocol include:

+ information about, and access to, all aspects of a state’s nuclear fuel cycle,
from uranium mines to nuclear waste, as well as any other locations where
nuclear material, even if intended for non-nuclear uses, is present;

»  short-notice access to all buildings on a nuclear site for IAEA inspectors;

* information on companies and facilities involved in the manufacture and
export of sensitive nuclear-related equipment and technology;

» access to other nuclear-related locations, including places where nuclear-
related research and development is undertaken, even if this does not
involve the use of nuclear material;

* collection and analysis of environmental samples beyond declared loca-
tions, when deemed necessary by the [AEA.

With wider access, broader information and better use of technology, the
Agency’s capability to detect and deter undeclared nuclear material or activities
is significantly improved. In the final analysis the strength of the IAEA safe-
guards system depends upon a number of interrelated elements. Of prime import-
ance is the extent to which it, the IAEA, is aware of the full extent and nature of
the state’s nuclear facilities and nuclear-related activities. Equally important is
the extent to which TAEA inspectors have physical access to the relevant nuclear
facilities and other locations for the purpose of providing independent verification
of the exclusively peaceful intent of a state’s nuclear programme.
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It must be remembered that this new information-driven safeguards regime is
still underpinned by a regime of actual physical inspection activities at known and
declared civil nuclear facilities. The real challenge for the IAEA is how to marry
their criteria-driven traditional safeguards inspection regime with the much more
qualitative techniques brought in through the advent of the Additional Protocol. A
further issue of concern to the IAEA in this period of change was the requirements
the strengthened safeguards system would make on its inspectors, and in many
ways this was one of the biggest problems that faced the IAEA at the time. Chang-
ing the mindset of an inspectorate that had basically had the same mindset for over
20 years was not an easy challenge. Whilst some could adapt to change quite
easily, many were either unwilling or unable to accept a change in mandate,
despite an extensive programme of training introduced specifically to aid with the
transition to strengthened safeguards. Fortunately, in this regard, the IAEA policy
of rotating a high percentage of its staff every seven years for once proved a posit-
ive measure. A constant influx of new inspectors over the last ten years has largely
seen the removal of any negative influences that may have existed in the past.

By entrusting and empowering an impartial international inspectorate with
the task of verifying the peaceful use of nuclear energy, the world as a whole
does take a meaningful and important step in the direction of peace and inter-
national security. However, despite all the aspects of a demonstrably strength-
ened safeguards system that is now well established and moving in a positive
manner towards universal coverage across IAEA member states, the system still
requires the international political will for it to be ultimately successful.

The TAEA safeguards system has no legal mandate for the imposition of legal
sanctions should it identify that a state is in non-compliance with its safeguards
obligations. The IAEA must therefore take action against states that are non-
compliant with their safeguards commitments through the United Nations Secur-
ity Council. As recent events show, even in the case of Iraq, mustering
unanimous support in the UN Security Council is not a straightforward proposi-
tion. As the recent debates on the supposed Iranian nuclear weapons programme
show, issues are not clear cut, reaching international agreement is not a fast
process and numerous politically motivated unilateral actions can frequently
delay or even stop the process of debate within the UN.

Potential acquisition routes for weapons usable nuclear
material and nuclear devices

Naturally the most attractive option to a terrorist with designs on obtaining a
functional nuclear device would be to obtain this as a complete device.
However, the process of creating such a device is generally split into two main
activities; first the manufacture of suitable fissile material and second the devel-
opment and manufacture of a weapon itself and the development of a means of
delivery; this is usually referred to as the weaponisation stage. These are two
entirely independent problems requiring different areas of expertise and there-
fore separate development teams.
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In considering the case of fissile nuclear material being obtained by terrorist
or sub-state groups, consideration must be given to where this material will actu-
ally come from. There are of course a number of acquisition options, which
could include purchase, theft and manufacture or maybe some combination of
these. In the world today the two main sources of nuclear material are civil
nuclear programmes and nuclear weapons programmes, but there is potential for
completely clandestine material to exist outside either of these programmes. Of
course legal purchase of the weapons usable material is not possible so any pur-
chase would have to be through means of illicit trafficking and undoubtedly
would involve smuggling routes.

Procurement from existing nuclear weapons programmes

The most obvious source of weapons usable material and complete nuclear
devices is an existing nuclear weapons manufacturer. It may seem incomprehen-
sible that nuclear devices could be available through such a route, but rumours
from the break-up of the Soviet Union suggest that control over the entire Soviet
arsenal of devices was far from complete, particularly at the outer edges of the
empire. That said there is no concrete evidence in the public domain that com-
plete nuclear devices or even discrete components ever were actually available
on the black market. Stories of the infamous ‘briefcase bombs’ are much exag-
gerated and overstated.

It is considered inconceivable that one of the five recognised NWS would
ever knowingly pass a device or weapons usable material to a terrorist or sub-
state operator. Given the inherent security measures employed within the NWS,
the possibility of theft can be completely discounted. However, some doubts
must remain over whether material, components, equipment and devices that
exist in the other states with known and viable weapons programmes, could or
would be passed into the hands of terrorists, other sub-state operators or in fact
other states with nuclear weapons aspirations. There is some evidence of the
trade in nuclear technology between these states.

Diversion from the civil nuclear fuel cycle

Diversion of nuclear material from the civil nuclear energy cycle is a possible
route for the clandestine acquisition of nuclear materials. However, the question
must be posed as to what material may possibly be procured through this route
and how suitable would it be for use either directly in a nuclear device or as an
input to a more wide ranging and extensive manufacturing programme. The
main drawback in terms of attractiveness of the civil nuclear fuel cycle to a ter-
rorist group as a means of obtaining nuclear material is that much of the material
present in the cycle would require considerable further processing to make it
weapons usable, and in some cases it would anyway be completely unsuitable
for this purpose.

The other consideration in terms of diversion is the application of IAEA
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safeguards. Safeguards should provide assurances as to the non-diversion of
material from the civil nuclear fuel cycle. However, IAEA safeguards provide
no defence against the theft or one-off diversion of a significant quantity of
nuclear material — it would detect that theft or diversion had taken place, but by
then the material would be long gone. In terms of a more protracted diversion
of nuclear material, it must still be considered possible that small quantities of
material may be diverted from civil facilities without detection by the IAEA,
but that the collection an SQ of material would take a period of many years or
involve diversion from a number of different facilities.

Even if material is successfully obtained it is not going to be immediately
usable — Table 7.1 highlights the issues surrounding various types of material
that may be thought as attractive to a terrorist.

Table 7.1 naturally highlights the attractiveness of obtaining material at a
point nearest to that of actual weapons grade. However, it can equally be seen
that the measures in place to deter and detect diversion of civil material

Table 7.1

Material Required further processing prior to weaponisation

Uranium ore concentrate Conversion, enrichment, HEU conversion

and other uranium compounds ~ All stages of the nuclear fuel cycle required

Natural uranium Enrichment, HEU conversion

hexafluoride (UF6) Removes the need for uranium conversion facilities

Low enriched UF6 Enrichment, HEU conversion
As for natural uranium, but requires only 20% of the
enrichment capacity and therefore much smaller
enrichment cascades

Unirradiated commercial Nuclear reactor, reprocessing, Pu conversion

nuclear fuel assemblies Requires the operation of a nuclear reactor, fuel storage
and handling facilities and reprocessing or hot cell
facilities

Irradiated commercial Fuel storage, reprocessing Pu conversion

nuclear fuel assemblies Removes the need for a reactor, but still requires
reprocessing or hot cell facilities

Separated plutonium Pu conversion

(commercial grade) Commercial separated Pu is usually stored as oxide and
needs to be converted to the metallic form
In addition commercial fuel will typically have less
than 85% Pu-239 that makes building a viable nuclear
device extremely difficult and most likely impossible
for a clandestine weapons programme

Unirradiated HEU research Extraction/conversion to HEU metal

reactor Depending on the actual enrichment of the fuel,

conversion and enrichment may also be required
Very high enrichment unirradiated HEU fuel is
probably the most desirable form to obtain; however
there is now a global move for all research reactors to
operate on low enriched fuel
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necessarily become more rigorous with more attractive material, the principle of
timeliness sees to that. It should also be noted that with the plutonium route for
the acquisition of a nuclear device, the radioactive nature of spent nuclear fuel
provides significant barriers in itself to both handling and processing.

Misuse of civil nuclear facilities

Another possible scenario to consider is the misuse of civil nuclear facilities.
This means that the civil facilities could be used covertly to process or produce
nuclear material that exists outside of the civil fuel cycle. The operators would
therefore have to hide such processing from the IAEA inspectors. Naturally such
a scenario needs the full complicity of the facility operators and would therefore
most likely be a state-sponsored undertaking. It does not seem credible that a
sub-state operator would be able to deal directly with civil nuclear facility oper-
ators who by and large retain some links back to state authorities.

A good example of possible misuse may be the employment of a declared
centrifuge enrichment facility to produce HEU secretly. This is not a simple
problem and would require one of several possible actions on behalf of the oper-
ator. These could include the reconfiguration of cascade pipework, the re-feed of
material through existing cascades or even the installation of completely clan-
destine cascades. Each of these described actions would not be without consider-
able risk of detection, particularly where the IAEA was operating inside a state
signed up to the Additional Protocol. One tool that is particularly good for the
IAEA in terms of detecting the illicit production of HEU at enrichment facilities
is environmental sampling and analysis. Analysis of swipe samples taken from
inside, and to some extent outside, enrichment cascade halls is particularly effi-
cient at detecting any production of HEU.

Another classic case of misuse may be the clandestine irradiation of fertile
targets inside a civil power or research reactor. The IAEA takes this possibility
very seriously and has developed various strategies to counteract it. It is also the
case that modern nuclear reactors are finely engineered to such an extent that
little space actually exists for the insertion of fertile targets. Even if this were
achieved at any significant level, say at the expense of fuel rods, then the equi-
librium operation of the reactor would be considerably affected and such
changes should be detectable by IAEA inspectors.

Clandestine fuel cycles

Probably the scenario of most concern would be the existence of a clandestine
fuel cycle in a rogue state. This may prove a route for the terrorist acquisition of
nuclear materials or, in an extreme scenario, a complete device. There has been
much international speculation regarding North Korea’s nuclear trade links over
the past decades with various other states, and it is maybe only one step further
for Pyongyang to consider dealing with terrorist groups. The detection of such
trade would not really be considered a matter for the IAEA, but more something
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that would be a subject of interest to the intelligence services of the main world
powers.

There have of course now been several examples of clandestine weapons pro-
grammes in the past two decades, some of which have had more technical
success than others and some of which have avoided detection better than
others. Nonetheless, it is clear that the outside world and the UN through IAEA
are now much more vigilant to the possibilities of clandestine nuclear pro-
grammes, and the detection of such programmes is now a priority. In some ways
the recent issues with Iran highlights this heightened state of vigilance.

There is very little real evidence openly available to support the existence of
a clandestine Iranian nuclear weapons programme. However there is a large
amount of suspicion abroad and this, coupled to some limited contraventions of
its safeguards obligations by Iran, has led to the current situation. In some ways
the early detection and addressing of the possible existence of clandestine pro-
grammes does not lend itself to a clear resolution of the issue. Ultimately it is
much easier to deal with a well-developed programme, where clear evidence of
the existence of clandestine facilities and materials actually exists.

So the question remains, in the current political climate, is it possible for a
completely clandestine weapons programme to exist without detection? Of
course it would never be possible to give 100 per cent assurances to that ques-
tion, but the experiences of the past 20 years must give strong credence to the
assertion that it is unlikely that such a programme could completely evade detec-
tion at the current time.

Clandestine sub-state operator/terrorist fuel cycles

Setting aside issues relating to the detection of a clandestine terrorist nuclear
facility, it does seem extremely unlikely that a terrorist organisation would be
able to construct and operate a nuclear facility of any degree of size or complex-
ity. Initially there would be huge problems surrounding the recruitment of suffi-
cient numbers of technical specialists to design the facility, coupled with
difficulties surrounding the design and procurement of all the necessary plant
and equipment. Then there would be the issue of how such a facility could be
constructed and subsequently operated without fear of detection.

It may be conceivable that small-scale laboratory facilities could be built and
operated, and indeed this has been seen with terrorist groups (e.g. Aum) looking
at the development of chemical weapons. However, nuclear facilities demand a
much higher degree of safety standards/precautions than conventional laboratory
facilities, particularly if the operator is keen to protect his limited team of trained
specialists and to avoid detection of the facility itself. Modern techniques for
detecting and identifying the smallest amounts of nuclear materials make it
extremely difficult for a facility processing nuclear material not to emit some
kind of signature into the environment.

It is often said that terrorists or clandestine proliferators would not be too
concerned over the safety and health of their workers. However, in some cases at
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least nothing could be further from the truth. If the terrorist only has a few
people with the required technical knowledge, such people would be indispens-
able and irreplaceable within his operation.

TAEA activities related to the prevention of nuclear
terrorism

The TAEA has been actively involved in the promotion of a number of initiatives
in the areas relating to the prevention of nuclear terrorism and the detection of
illicit trafficking of nuclear material. The IAEA considers that prevention is the
first line of defence against nuclear terrorism. As such ‘prevention’ can include
measures to protect radioactive materials against loss or theft, illegal possession
or smuggling. It can also mean measures to ensure that nuclear facilities and
nuclear transport activities are protected against sabotage and other malicious
acts. At all times the aim is to guard against any activity that could result in radi-
ation exposure to the public or the environment.

In terms of nuclear security, whilst still unambiguously the prerogative of the
state, the IAEA has initiated a Nuclear Security Series of Documents to provide
a coherent and integral framework for nuclear security, and also oversees a
number of international legal instruments relevant to enhancing nuclear security.
These include the following documents.

Convention on the Physical Protection of Nuclear
Material (CPPNM)

The CPPNM was signed on 3 March 1980 and exists as IAEA document
INFCIRC/274 (2007). The Convention is the only international legally binding
undertaking in the area of physical protection of nuclear material. It establishes
measures related to the prevention, detection and punishment of offences relat-
ing to nuclear material. In July 2005 a strengthened Convention was drafted.
The amended Convention makes it legally binding on states to protect nuclear
facilities and material in peaceful domestic use and storage as well as material in
transit. It also provides for expanded cooperation between and among states
regarding rapid measures to locate and recover stolen or smuggled nuclear
material, to mitigate any consequences of sabotage and to prevent and combat
related offences. However, the strengthened Convention has yet to come into
force as it still awaits the required ratification by two-thirds of the states parties
of the Convention.

International Physical Protection Advisory Service (IPPAS)

With the help of IPPAS missions, the IAEA assists member states to strengthen
and enhance the effectiveness of their physical protection of nuclear materials
and facilities. IPPAS missions are voluntarily requested by member states and
can be conducted on a nationwide basis or be facility specific. During the IPPAS
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mission, the state’s physical protection system is reviewed and compared with
the international guidelines, namely INFCIRC/225/Rev.4 (2007) and interna-
tionally recognised best practice. Based on this review, recommendations for
improvements are provided in a report to the member state, including recom-
mendations for follow-up activities and assistance. Following the recommenda-
tions from IPPAS missions, actual upgrades of physical protection systems have
been initiated in several member states.

International Nuclear Security Advisory Service (INSServ)

An integral part of INSServ is the evaluation of a state’s capabilities to combat
illicit trafficking in nuclear and other radioactive materials. To assist in this
regard, the TAEA conducts periodic evaluation missions to assess the cap-
abilities at a state’s borders to detect and respond to illicit trafficking in nuclear
and other radioactive materials. Education and training are fundamental to the
IAEA’s activities in this area and a three-tier training strategy has been imple-
mented. The strategy involves regional awareness seminars in the combating of
illicit trafficking, regionally focused training on methodologies and practices to
detect nuclear and other radioactive materials in illicit trafficking and finally
specific training in using detection equipment. Again, participation in this initi-
ative is voluntary on the part of any state.

Hllicit Trafficking Database (ITDB)

In the field of detection of illicit trafficking, the IAEA offers evaluation and
advisory services, education and training, new and improved methodologies, and
technical advice and support to a requesting member state. In a limited number
of cases, and to a limited extent, the I[AEA will actually provide states with
equipment for the detection of smuggled radioactive substances at its borders.
This is usually achieved through the development of nuclear security and tech-
nical cooperation programmes. The IAEA has already established a small
Nuclear Security Equipment Laboratory (NSEL) at its Vienna headquarters and
work is ongoing on the implementation of the Co-ordinated Research Project
(CRP) — ‘Improvement of Technical Measures to Detect and Respond to Illicit
Trafficking of Nuclear and other Radioactive Materials’.

The IAEA has also developed an Illicit Trafficking Database (ITDB), which
as of 31 December 2005 had signed up 89 participating member states, and con-
tained records of some 827 confirmed incidents reported by the participating
states. On a number of occasions the Database has also received notifications
from non-participating states. Of the 827 confirmed incidents, 226 involved
nuclear materials, 510 involved other radioactive materials (mainly sources), 25
involved both nuclear and other radioactive materials, 56 involved radioactively
contaminated materials and ten involved other materials. In 2003-2005, the
number of incidents reported was higher than in previous years. This increase is
not actually seen as indicative of a global increase in illicit nuclear trafficking,
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but more as a reflection of the improved reporting measures now in place as a
result of the ITDB. Analysis of the incidents reported in 2003—2005 has shown
that the majority actually showed no evidence of criminal activity.

Nuclear materials and the ‘dirty bomb’

The remaining issue to address in this chapter is the use of nuclear materials in a
‘dirty bomb’. Activities surrounding contamination with polonium-210 in the UK
in late 2006 highlight how a small amount of nuclear material can easily cause
widespread public health issues and attract worldwide publicity. As already
described, materials such as caesium-137, cobalt-60 or even polonium-210 are
not covered by international nuclear safeguards treaties and controls rely on a
state’s own internal legislation. The purpose of this section is to describe how
materials from the nuclear fuel cycle may fit into the realm of the dirty bomb.

A dirty bomb would involve the detonation of a device resulting in the dis-
persion of the radioactive material involved into the environment, thus causing
widespread disruption to the civilian population along with the inherent risks of
exposure to radioactive materials. The main problem to be solved by the maker
of a dirty bomb is how to effect the best possible dispersal of the material.
Similar issues would have to be confronted by terrorists intent on causing dis-
ruption through the use of chemical or biological agents. It can be foreseen that
even the dispersal of a small amount of relatively low grade radioactive material
could have wide ranging consequences for a modern society, even if the medical
risks of exposure were deemed to be very low.

Much has been written about Gulf War syndrome and the possible links of
exposure to the depleted uranium in conventional armaments during the Gulf
War. Such effects are very difficult to quantify and the possible effects will
always leave doubt in the minds of those affected. Similarly, some restrictions
imposed following the Chernobyl reactor accident in 1986 are still in place in
some locations in the UK, again highlighting how a small amount of contamina-
tion can have far reaching consequences.

In several respects many of the materials currently employed in the civil
nuclear fuel cycle are not immediately attractive to a would-be terrorist. First,
they are well controlled under international and national inspection and security
regimes, and second many of them are actually not all that radioactive. It is
really only after material has been irradiated in a nuclear reactor that it becomes
attractive for the purposes of a dirty bomb. What should perhaps be of most
concern in terms of dirty bombs is nuclear waste and its possible acquisition by
terrorist groups. In many cases the material has high specific activity for a given
volume and may in some cases be in a powder form that would make it suitable
for easy dispersion.

In conclusion it must be said that the acquisition of nuclear materials or
nuclear waste for use in a dirty bomb would be the difficult option for a terrorist
to take. Acquisition of other nuclear materials, most probably in some form of
radioactive source material, must be seen as a far easier option.
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Conclusions

In the current political climate of concerns over global warming and demands
for ‘greener’ sources of energy (which have gone full circle), it is inevitable that
a renaissance in the use of nuclear energy will be seen in the twenty-first
century, including its use in many countries with hitherto no nuclear power pro-
gramme. Such a spread of nuclear technology will only serve to heighten inter-
national concerns over the control of nuclear materials and nuclear technology.
It is likely that any new designs for nuclear reactors will have to prove their
‘proliferation resistance’ before being accepted for widespread use.

Over the past 15 years the international safeguards regime has adapted to
meet challenges presented by the evolving political climate and is now in a
strong position to move forward and implement its strengthened and refocused
safeguards system. The IAEA system is now concentrated at the state rather than
the facility level and is much more flexible than in the past, allowing for
resources to be concentrated on areas of most concern. The focus in the years
immediately ahead must be to encourage universal implementation of the Addi-
tional Protocol. Concerns will undoubtedly persist as to the possible existence of
clandestine nuclear weapons programmes in rogue states, but it must be recog-
nised that the IAEA safeguards system is now extremely well placed to meet
these challenges going forward.

Export controls will continue to be an important aspect of the non-
proliferation regime. The recent uncovering of the A.Q. Khan network has high-
lighted inadequacies in the current systems. It has also shown that there is a need
for greater monitoring of global nuclear-related trade and for improved coopera-
tion and the sharing of information.

The TAEA, while remaining the cornerstone of the world nuclear safeguards
regime, must also be seen as having a positive role to play in the prevention of
nuclear terrorism. This may not be in terms of effecting change within the larger
and more developed states of the world where security is seen as a solely
national prerogative and intrusive international regulation is not welcomed.
However, the IAEA can be seen as having a positive role to play in developing,
implementing and assessing systems in smaller developing countries, particu-
larly those in the early stages of embracing nuclear technology.

Note
1 ElBaradei (2002).
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8 Arms control, game theory and
the twenty-first century

D. Marc Kilgour

Introduction

Although its roots can be traced much further back, arms control did not become
a major issue in international politics until the 1960s. But in the aftermath of the
Cuban Missile Crisis, when it seemed that nuclear war had been narrowly
averted, arms control became a very appealing idea. Arms control proposals that
the superpowers could agree on started to appear, supporting organisations and
structures became established, and inspection procedures developed. Cynics did
not fail to note, however, that almost equal effort went into figuring out how to
circumvent arms control, or undermine it. As later developments in the Cold
War made clear, the success or failure of arms control is determined by the
decisions of the participants, and these decisions reflect their values and motiva-
tions. Precisely because of these features, the academic study of arms control
came to rely on game theory.

But by the turn of the millennium the Cold War was over, and commentators
were proclaiming the death of arms control. Some hard-won arms control agree-
ments, like the Treaty on Conventional Forces in Europe (CFE Treaty) became
meaningless, simply falling by the wayside. Others, like the Treaty on the Non-
Proliferation of Nuclear Weapons (NPT), were still seen as important, but were
surrounded by doubts, as states parties either ignored their treaty obligations or
carried them out half-heartedly. The era that replaced the Cold War has given
prominence to different issues and new risks, and it now seems to us that the
problems of the twenty-first century, such as terrorism and global environmental
change, are at least as threatening as the Cold War ever was. Is arms control still
relevant? Can game theory make it more so?

In the first part of this chapter, I will review the application of game theory to
arms control and related issues during the Cold War, and to summarise a few of
the lessons learned from these studies. Then some new international security
problems will be discussed, and the extent to which arms control applies to them
will be assessed. Finally, some new directions for future research will be charted
out. I will focus on whether arms control ideas can be adapted to help solve new
problems, and consider whether the discoveries of the past can be adapted to
help us face the future.
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History: game-theoretic analysis of arms control, 1965-95

In the 1960s, it became clear that game theory is the natural tool for the study of
arms control decisions. The non-cooperative branch of game theory can be
defined as a set of principles and procedures for the modelling and analysis of
interacting decisions by rational decision makers; the term ‘rational” means that
decisions serve the decision maker’s own interests as much as possible. The
recognition that game theory could be applied to such a politically important
matter as arms control gave rise to much research, some of which even led to
important advances in game theory itself. Another significant outcome was, of
course, the accumulation of evidence that some practical arms control questions
had game-theoretic answers.

The ‘golden era’ of game-theoretic research on arms control is summarised
by Avenhaus et al. (1996, 2002)."! Roughly, there were three phases, each char-
acterised by research on a particular issue that is associated with a particular
treaty or set of treaties. In the first phase (1960s), the focus was the Partial Test
Ban Treaty (PTBT), which motivated several prominent game theorists to study
strategic behaviour under incomplete information.? In the second phase (1970s),
the difficulties faced by the IAEA as it implemented its principle of material
accounting in inspections under the NPT led Rudolf Avenhaus and his col-
leagues to find ways to link statistics and game theory.’ The fact that treaties like
CFE and Intermediate Nuclear Forces (INF) treaty had multiple parties or mul-
tiple sites was recognised to affect significantly the strategies of parties to an
arms control agreement, and motivated research in the concluding phase (1980s
and 1990s) of this golden era.*

Some of the themes that arose during these studies will be mentioned below
in connection with the problems of the twenty-first century. First, Avenhaus
et al. (1991a) gave special attention to timeliness, the idea that it is important not
just to detect violations but to detect them as early as possible. Second, statisti-
cal analyses led naturally to a focus on inspection effectiveness, which in this
context meant finding inspection strategies that support the strongest possible
conclusions (in a statistical sense). Third, the effects of different operating pro-
cedures (inspection protocols) were identified, especially with the principle of
inspector leadership (Avenhaus et al. 1991b).

The class of arms-control game models was recently generalised to the class
of inspection games in the Encyclopedia of Game Theory and Applications.’
This distinct category consists of game models that take a broad view of the
inspection process, and include not only arms control but also accounting and
auditing, environmental control and law enforcement. This viewpoint facilitates
the organisation of knowledge not only about behaviour in inspection systems,
but also about how the systems themselves can be structured so as to shape
behaviour as desired. It also encourages a more comprehensive view of the
inspection process which, it is argued below, is sorely needed. Inspection games
are natural models for enforcement of rules (laws, regulations or proscriptions
on behaviour) by right of inspection. As such, they are almost always essential
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to the maintenance of institutions, and even more often to the initiation of new
institutions or the adjustment of old ones. The too-little-appreciated relevance of
inspection games is the main conclusion of this chapter.

Inspection: motivations and behaviour

We illustrate how game theory is relevant to the understanding of inspection
using two very simple game models. The first considers a basic problem of arms
control as usually implemented, namely how to allocate a limited number of
inspections over inspectable objects, called ‘sites’. We will assume that there are
two decision makers, Inspector and Inspectee, and that both are rational. We will
further assume that Inspectee prefers to violate, but only if the violation is not
detected. Since there is an allocation problem for inspections, there must be
more sites than inspections.

Consider the simple two-person non-cooperative game shown in the upper
part of Table 8.1. One player, Inspector, must choose to inspect either site 1 or
site 2; the other player, Inspectee, can violate at either site, both or neither. This
game captures some crucial aspects of arms control — how inspections should
rationally be allocated and, more generally, whether violations can rationally be
deterred. Note that our assumptions that Inspectee prefers an undetected viola-
tion to the status quo, and the status quo to a detected violation imply that it is
possible to deter violation — if the risk of detection is high enough. We assume
that Inspector prefers to detect violations, and receives a bonus, relative to the
status quo, for doing so. Another feature of this model is that undetected viola-
tions at the two sites can have different values to the players, though both must
have positive value for Inspectee and negative value for Inspector. Table 8.1
includes the assumption that inspection is perfect in the sense that any violation
at an inspected site will be detected for certain.

To add more detail, some symbols are needed. Let the value (utility) of the
detection outcome be —P to Inspectee and B to Inspector. Suppose that the value

Table 8.1 Site Selection Game (2, 1)

Inspectee Inspector
Search 1 Search 2
Comply Status quo Status quo
Violate 1 Detection Undetected violation at 1
Violate 2 Undetected violation at 2 Detection
Violate Both Detection Detection
e, 0 e, 0
-P,B v, te, —w,
v,te, —w, -P,B
-P, B -P, B

Source: Adapted from Kilgour (1992).
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Prob {inspect 1}

0 Dy
Net detection loss

Figure 8.1 Deterring violations in Site Selection Game (2, 1).

of an undetected violation at site / is v; to Inspectee and —w; to Inspector, and
that Inspectee receives a ‘positive publicity’ bonus of e whenever there is a
clean inspection. Note that if there is a detected violation, the penalty to
Inspectee and the bonus to Inspector do not depend on the site where the viola-
tion occurred.® The problem can be reduced to the 4 X 2 bimatrix game shown in
the lower part of Table 8.1; in each cell, the payoff (utility) to Inspectee is
shown first, then the payoff to Inspector.

One important aspect of the solution of this game, which is discussed in
Kilgour (1992), is shown in Figure 8.1. Define Inspectee’s net detection cost to
be D=P + e.” Violations can be deterred if, and only if, the value of D exceeds
the critical value D,, which is D, = V v,v,. If D > 0, Inspector’s probability of
inspecting site 1 need only lie between the two bounds shown in the figure to
make Inspectee prefer to comply, rather than to violate and risk detection.® But if
the value of D falls below the threshold D,, violations cannot be deterred,
although a judicious choice of inspection probabilities can minimise Inspector’s
losses. More generally, analysis of models larger than the one of Table 8.1 sug-
gests optimal allocations of inspections, but also answers the important ‘treaty
design’ question: how severe a punishment is required to deter violation?

As is clear from Table 8.1, the Site Selection Game incorporates the assump-
tion that Inspector will inspect a site — in this case, one of the two sites.” This
model of inspection is in fact quite specific to arms control, because in arms
control an inspector, typically a national or international inspection agency, is
committed to inspect. This is not to say that inspections are costless; rather,
Inspector’s costs for inspections are sunk in the sense that they have already
been paid, and are incorporated into Inspector’s values. But if Inspector repre-
sents, say, an agency enforcing an environmental regulation, the situation is
very different.'” When inspections have a direct cost that must be paid by the
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Table 8.2 Basic Inspection Game

Inspectee Inspector

Accept Inspect
Comply Status quo Status quo
Violate Undetected violation Detection

0,0 e,—

v, =W —P,B—c

inspector, then whether to inspect, or more generally the amount of inspection,
is an important decision by the inspector itself. When budgets are limited, the
cost of carrying out one more inspection may be significant. To show that
costly inspections are bound to have significant consequences, we consider the
Basic Inspection Game model shown in Table 8.2.

The Basic Inspection Game is very general. It is even simpler than the Site
Selection Game of Table 8.1 because there is only one ‘site’, where Inspectee
chooses to comply or violate. Meanwhile, Inspector chooses whether to inspect
or not, referred to here as ‘accept’. There is a new symbol, ¢, representing the
amount Inspector must pay in order to inspect. In other words, the cost of
inspection is an immediate issue for Inspector, who must decide whether to pay
it in hopes of ‘catching’ a violation, or avoid it in hopes of not missing one.

It is clear from the literature that many authors have been aware of the prop-
erties of the Basic Inspection Game, but the feature of game-theoretically
optimal behaviour illustrated in Figure 8.2 may never have been discussed

—_

Prob {violate}

e

(=}
<

Inspection cost

Figure 8.2 Violation probability in Basic Inspection Game.
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explicitly before. It can be seen as rather alarming, in that violation is impossible
to deter completely whenever inspection cost is positive. Even if you keep the
cost of inspection down, and no matter how small the incentive to violate,
Inspectee will violate sometimes. If the cost of inspection is very high, Inspectee
will violate all the time; in fact, Inspector will prefer to accept even when it is
certain that Inspectee is not in compliance. A strategic explanation of why posit-
ive costs imply that it is never possible to deter violation is that the situation in
which Inspector inspects so often that Inspectee prefers never to violate cannot
be stable. For if the inspection frequency were to be reduced slightly, costs
would be reduced without inducing any violations. Thus, inspection cost
matters, and Inspector’s motivation to reduce costs means that we inevitably
face a certain frequency of violation.!!

Including inspection costs means that the issue of inspection effectiveness is
overtaken by the issue of inspection efficiency. A measure of the success of an
inspection system is the extent to which violation is deterred or minimised, rela-
tive to the cost of inspection. In the simple game of Table 8.2, this measure is
the frequency of compliance divided by the frequency of inspection, which is
easily seen to drop to zero as the inspection cost ¢, approaches the threshold
value w+B.

In summary, efficiency — defined as violation costs avoided versus inspection
effort expended — is usually an issue in enforcement. It doesn’t really apply in
arms control, when inspection costs can usually be regarded as sunk. There are
other contexts in which inspection costs are negligible, such as inspection by
automatic monitoring equipment, and costless inspection is much easier to make
effective (Kilgour 1994). But costly inspections are inevitably a part of most
inspection processes, so efficiency is an objective that designers will have to
face, and that we will return to later. But first, we explore why enforcement will
become increasingly important in addressing twenty-first century problems.

The problems of the twenty-first century

The twenty-first century certainly has its share of problems. Two that seem
particularly important in our era are global environmental change and terrorism.
These two problems will be the focus here, partly because, as will be argued
below, efficient inspection procedures are essential to address them. This is not
to suggest that these are the only problems, or that inspection is irrelevant to the
others, but only that these two problems provide clear illustrations of the import-
ance of inspection in the immediate future.

In fact, inspection is an essential component of any effort to establish new
institutions — self-sustaining systems or patterns of behaviour — which we will
surely have to do to ensure success. To change our situation, of course, new
rules that we create, or new laws that we pass, must be enforced, and enforce-
ment requires that behaviour be monitored, assessed and — if found to be viola-
tion of the rules — punished. Of course, this implies that all of the obvious issues
about authority, evidence and judicial decision making have to be faced. But
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here we are concerned only with inspection, without which most new rules will
not be effective. Moreover, the required inspection is likely to be costly and, as
noted above, costly inspection is more difficult to make successful.

To address climate change, for example, dramatic long-term reductions in
greenhouse gas emissions are required, and probably cannot be achieved without
a worldwide cap-and-trade system, as in the Kyoto Protocol. Emitters, which
may be industries or countries, are assigned an emissions quota, or cap. Actual
emissions are measured and made public, and every emitter’s performance is
measured relative to the appropriate cap. Emitters whose emissions fall below
their cap can sell the unused ‘cap room’ in some public market; emitters whose
emissions are too great must purchase cap room from others. There is evidence
that this cap-and-trade system works; for example, it has reduced sulphur
dioxide (SO,) emissions in the USA. But ‘the SO, market isn’t remotely laissez-
faire: regulators demand a steady decrease of emissions over time, and transac-
tions are regulated down to small details and vigorously enforced’ (Bell 2005).

The principal cap under the Kyoto Protocol would be on carbon dioxide
(CO,) emissions. To work, of course, a cap would entail a threat of punishment
that would motivate the more extreme emitters to trade. A worldwide CO, cap-
and-trade system would require not just markets for trading quotas, but also reli-
able CO, watchdogs, who would need not only resources and equipment for
measurement and evidence gathering, but also procedures, rules and the ability
to punish. A complicating issue is that many countries that are prime candidates
for emission reductions seem to lack reputations for reliable and disinterested
law enforcement. So if our environment cannot be made liveable without
enforcement of emissions quotas, there is much work to be done to establish
appropriate behavioural norms. Such new norms will probably include a ‘pol-
luter pays’ principle — for example, including in the price of any activity causing
carbon emission to the atmosphere the cost of returning an equal or greater
amount to the earth.

Another major issue of our time is our vulnerability to terrorism, which can
be defined as politically motivated violence against non-combatants and their
property. Of course, our ability to enforce rules will be an enormous help in
reducing the risk of losses due to terrorism. Border security and passenger
screening are two obvious examples. But this presentation will focus on another
objective, one that has not had as much emphasis as it deserves. In an age of
terror, the need to maintain control of dangerous materials is particularly import-
ant. Materials that might explode or contaminate if misused are a particular
point of vulnerability in advanced societies; the terrorist does not need to import
secretly what is already at hand.

Examples of such risky materials abound in the chemical and biochemical
industries. At least in principle, no chemical weapons are being manufactured
anywhere in the world, but there is a huge civilian sector making and trading so-
called precursors, which are relatively easy to turn into weapons.'> For some
chemicals, industry has strong economic incentives to careful husbandry of
materials. But other chemicals may be so cheap that only with specific measures
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and great care can we deny access to terrorists. The fertiliser and diesel fuel
recipe is very well known. Moreover, it is possible, though far from certain, that
there are material control issues related to terrorist access to biological weapons.

Another area in which enforcement is vitally important is the safeguarding of
nuclear and other materials, which would pose grave public danger in the hands
of terrorists. In this chapter, the security of nuclear materials held by militaries
will not be addressed; instead, the focus will be on the nuclear power industry, a
potential source of radioactive materials ranging from the somewhat dangerous
to the unquestionably lethal. Nuclear waste, in fact, constitutes both an environ-
mental and a security risk. In the absence of techniques for permanent disposal,
it must be sealed and stored well away from the human environment for many
years to allow the radioactivity to attenuate. The security dimension of nuclear
waste includes not only its deliberate release, as an act of war and terrorism, but
also its inadvertent release, as a consequence of careless or incompetent storage
and handling.

A release of radioactive materials from a nuclear reactor could contaminate
a wide area, thereby giving rise to a second set of security risks associated with
the nuclear power industry. Security of power plants against acts of war or terror-
ism is crucial because a conventional bomb could turn a nuclear facility into a
radiation weapon. Theft of nuclear materials is a related problem, since even if
they are not used for bomb making — a difficult technical challenge — they may
lead to contamination in the vicinity of the facility or, if transport is available, far
from it. So far, much of the public seems rather blasé¢ about these risks, which is
surprising because — as Three Mile Island in 1979 and Chernobyl in 1986
demonstrated — people are very edgy about large-scale radioactive pollution.

Nuclear power is already a mature industry in many parts of the globe, so its
problems have a huge scope.!® Electricity is now generated in approximately 440
commercial nuclear power plants, which together account for about 16 per cent
of the earth’s electricity supply, and about 7 per cent of all energy consumed.
While some countries do not use nuclear power or are phasing it out, others rely
on it: in France, 78 per cent of electricity is generated at 58 nuclear plants; in the
USA, 20 per cent of electricity comes from over 100 nuclear plants; in Canada,
about 15 per cent of electricity comes from 18 facilities.

The first commercial nuclear power station opened in Cumbria, England, in
1956. Worldwide, about 550 nuclear plants came into operation prior to 2005,
and about 110 of them have already been phased out. Currently, 80 per cent of
operating power reactors (representing 80 per cent of total generating capacity)
are more than 15 years old. New nuclear power generation capacity is being
built, though at a much lower rate than 10 or 20 years ago. Perhaps the most
notable exception is India, which currently has 16 reactors and proposes at least
30 more, including seven already under construction.

For economic reasons, nuclear power generation is probably here to stay.
But, as argued above, nuclear power provides many opportunities for terrorism,
not just because it requires fissionable material that might be used for a nuclear
explosion or a radiation bomb, but also because widespread contamination
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would follow an explosion at a site where radioactive material is stored. Unless
it maintains tight control of its nuclear materials, a society that depends on
nuclear power is vulnerable to terrorism.

In fact, a substantial fraction of the cost of nuclear power is already attribut-
able to safety and security. Security of nuclear materials come from the follow-
ing three sources:

* national nuclear regulatory agencies, the ‘health and safety’ arms of national
governments, which are typically charged with ensuring the safety of cit-
izens, and with promoting the domestic nuclear industry;

* the International Atomic Energy Agency (IAEA), which has the right to
inspect and practise material accountancy on the domestic nuclear indus-
tries of all declared non-nuclear states party to the Treaty on the Non-Prolif-
eration of Nuclear Weapons (NPT);

» the nuclear power station operator itself, which has economic and business
incentives to maintain control of their own operations, and to keep track of
expensive materials.

Despite these sources of security, there are reasons for concern. The IAEA has
no authority to carry out material accountancy or any other form of inspection of
nuclear facilities and operations, within declared nuclear weapons states (except
by ad hoc arrangement) nor, of course, within states not party to the NPT.
Finally, there is a tension between a reactor operator’s need to make a profit and
the costs of avoiding security lapses that terrorists could exploit. Perhaps oper-
ators can be trusted to keep valuable materials secure, but this economic incen-
tive is obviously lacking for radioactive waste and decommissioned facilities.

Why not simply require all civilian nuclear power industries to maintain tight
control of power-generation facilities and dangerous materials? Of course, this
would work if it were done reliably, but who would impose this requirement,
and who would ensure compliance? As argued above, enforcement requires an
institution for inspection, evidence gathering and assessment, judgement, and
the threat of effective punishment. As suggested above, the economic incentives
and the risks are not balanced, and terrorists can be expected to seek out the
weakest link. True, countries in the developed world are typically very con-
cerned to regulate their nuclear industries carefully, and they may already do so,
but even these countries might value the extra security of an internationally
mandated inspection system.

In summary, to address climate change, the threat of terrorism and other
problems of the twenty-first century, will require a great deal of additional
inspection in many forms. This inspection will support efforts to modify institu-
tions in order to change behavioural norms, or simply to keep control of facili-
ties and material that could be vulnerable to abuse. The remainder of this chapter
is a brief summary of some of our knowledge of inspection processes, much of
which has is derived from studies that aimed to improve the effectiveness of
arms control.



234 D.M. Kilgour
Game theory, inspection and enforcement

We know surprisingly little about the strategic issues connected with the use of
the threat of inspection to enforce a behavioural rule. We would like to make
this inspection as efficient as possible, in the sense of (1) deterring violations of
the rule, (2) minimising violations that cannot be deterred and (3) keeping
inspection costs to a minimum. The analysis of simple models, such as the game
of Table 8.2, and much practical experience, suggests that there can be a tension
between the first two objectives and the third — if violations are inevitable, then
they may be reduced by more inspection, at higher cost of course.

The game models of Tables 8.1 and 8.2 make many simplifying assumptions,
one of which is perfect inspection. In the real world, inspections fall short of per-
fection in two ways, which can be taken to correspond to the Type I and Type II
errors of statistics — a violation site may be inspected, but no violation found, and
‘violation” may apparently be found at a site where there is compliance. The
second of these errors is strategically important because inspecting and inspected
sides have a common interest to avoid false alarms. In contrast, their interests
regarding other events of the game — violations and their detection — are assumed
(at least in such models) to be opposite; for example, the inspecting side prefers
to detect violations, whereas the inspected side prefers that they be missed.

To provide some indication of the kind of studies that will throw light on the
situation, and in particular give us some clues about how to structure inspection
systems efficiently, we will now review and reinterpret an earlier study (Kilgour
1997) of whether, and when, an inspector will rationally make use of a costly,
imperfect inspection. To indicate the change in focus, we call the side that might
carry out an inspection the Agency, and the side that might be inspected the
Subject. Of course, most of the simplifying assumptions in the game model of
Table 8.2 remain. For example, there is only one way to violate, and there is no
time dimension, so only one specific compliance or violation decision is under
study. The analysis assumes that players know their payoffs, which may be true
only later when actual choices become public knowledge.

In this set of models, Subject is a decision maker who has an obligation to
obey a rule that it would prefer to break, but risks punishment if it does so. In all
models, subject chooses Comply or Violate. In the simplest models, Agency’s
choice is whether to Accuse Subject or Accept Subject’s behaviour (or claimed
compliance). The resulting four outcomes are shown on the left-hand side of
Table 8.3. The notation coincides with the game models of Tables 8.1 and 8.2 as
much as possible; but note the new symbols here, —F and —F,, that represent
Subject’s and Agency’s costs for a False Accusation.'

The models in Table 8.3 address Agency’s decision to invoke a costly, imper-
fect inspection process, or not. Whether there is an inspection or not, one of the
four outcomes of Table 8.3 must occur. If there was an inspection, the costs are
¢s to Subject and ¢, to Agency, so Subject’s payoff (utility) is reduced by ¢y and
Agency’s by ¢, whenever an inspection occurs. If there is an inspection, Agency
receives a signal which is either Green, indicating likely compliance, or Red,



Arms control and game theory 235

Table 8.3 Possible outcomes of costly inspection enforcement games

Outcome Symbol  Subject Agency Utilities with ~ Utilities
S) (AG) no inspection  with inspection

Accepted (C,4p) Comply Accept 0, 0) (—cg, —C,)
compliance

False (C,4s) Comply Accuse (-Fg, —F),) (-Fs—Cg,—F,—C)
accusation

Successful (V,4p) Violate Accept (v,—w) v,—cg,—w—c,)
violation

Apprehension (V, As) Violate Accuse (-P, B) (=P —c5,—B—c,)

indicating likely violation. If Subject has complied, the inspection process trans-
mits Red, i.e. makes an error, with probability o. If Subject has violated, the
inspection process transmits Green, i.e. makes an error of a different type, with
probability B. The error probabilities, o and B, are assumed small but not zero.

The extensive-form game models in Figures 8.3 and 8.4 represent several
ways in which this enforcement system could be operated. They should be read
downward; decisions are indicated by larger solid dots, end points by smaller
solid dots and random events, or chance nodes, by open circles. A dotted line
indicates that a player lacks the information to distinguish certain decision
nodes, which in the usual terminology is that the decision nodes form an
information set. In Model A, for instance, Agency (AG) does not know the
choice already made by Subject (S) — Comply (C) or Violate (V) — at the time it
must decide to Accept (Ap) or Accuse (As). The inspection process always
results in Green (G) or Red (R), with probabilities reflecting whether there was
compliance or violation has occurred. Payoffs (utilities) for the two players are
listed below each terminal node, Subject’s first, then Agency’s. Other features of
the game models will be described below.

The models of Figures 8.3 and 8.4 indicate some ways that have been sug-
gested for an Agency to make use of a costly, imperfect inspection process with
the objectives of enforcing a rule or regulation. Each one will be summarised
in turn.

Model A: No inspection. Agency does not use the inspection system; its
choice of Accept or Accuse is simply a guess based on its own, and Subject’s
payoffs. This model is included as a baseline — to be worth using, an inspection
system should significantly improve on Model A.

Model B: Automatic. In this model (technically a one-person game, since
Agency never has to make a choice), Agency automatically Accepts after a
Green signal, and Accuses after a Red signal. Whether and how Agency could
make this commitment is not addressed here; Model B is included to focus on
what its consequences would be.

Model C: Inspect and decide. There is always an inspection, and then Agency
must decide whether to Accept or Accuse. Note that Agency’s decision can be
different depending on the signal it receives but (as the dotted lines indicate) it
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(0,0) (=Fs, =F4) (v, =) (=F B) (=Cs —=Ca) (Vv —Cs, =W —Cy)
Model A: No inspection (=F4—c¢s, =F4—cy) (—P —cs, B—cy)
Model B: Automatic

(—cs —cn) (=Cs —=Ca) (v—Cg, =W —Cp) (V—Cs, —W—Cp)
(=Fs —Cs, =Fa—=Ca) (—Fa —Cs, =Fa —Ca) (=P —cs, B —C4) (=P —cs, B —Cp)
Model C: Inspect and decide

Figure 8.3 Three models of enforcement by inspection.

has not other information. Model C is the natural way to capitalise on inspection
capability — always inspect, and then decide what to do based on as much
information as possible.

Model D: Wittman Enforcement. This model is based on a suggestion
of Wittman (1989). Agency first decides whether to Inspect, or simply to Accept
or Accuse without inspection. If there is an inspection, Agency is committed to
choose Accept if a Green signal is received, and Accuse if Red. A simple-minded
analysis suggests the potential advantage of this approach — in Model D, many of
the end points do not include the cost of inspection. This approach will be useful
if it achieves a high level of compliance with a reduced reliance on inspection.

Model E: Rule of evidence. This model is based on a suggestion of Kilgour
et al. (1992), based on analogy with principles of law — inspect first, and then,
if there is evidence of a crime, Accuse if the evidence is ‘sufficient’. In this
simple context, Agency is committed to Accept if the inspection process returns
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(=Cs, —Cp) (v—cg w—cp) (=¢s,—Ca) (=P —cs, B—cy)
(=Fs—Cs, —Fa —Cp) (=P —cs, B—cy) (=Fs—Cs —Fa—Ca) (v—Cs, w—Cp)
Model D: Wittman enforcement Model E: Rule of evidence
AG

(—cs—ca) (v—cg, w—cp)
(=Fs—cs,—Fa—ca) (=P —cs, B—cy)
Model F: Policy precommitment

Figure 8.4 Three more models of enforcement by inspection.

a Green signal, whereas Agency must decide whether to Accept or Accuse if the
signal is Red. It is obvious that this system is safe if the Green signal is ‘safe’;
i.e. if it is (almost) never received after a Violation. In the notation introduced
above, J must be small.

Model F: Policy precommitment. This model is based on a study by Aven-
haus et al. (1991b), and can be traced to an idea of Maschler (1966). Agency has
a random device, which it uses to decide whether to Accept, Accuse or Inspect;
after Inspection, it Accepts if a Green signal is received, and Accuses after a Red
signal. In the first move in this game model, Agency sets the probability distrib-
ution that will govern the two Accept-Accuse-Inspect chance nodes. As previ-
ously, the model does not address how Agency could make a particular
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Py P, Pa
100%
80% 93%
59%
Fs Fs Fs
0% 0% 0%
0 >V 0 >V 0 >V
A: No inspection B: Automatic C: Inspect and decide
Py Py P,
93% 100%
Fs Fs| Fs
0% 0% 0%
>V 0 > Vv 0 > Vv
D: Wittman enforcement E: Rule of evidence F: Policy precommitment

Figure 8.5 Compliance measures for models of enforcement by inspection.

announced probability distribution credible, it simply focuses on the con-
sequences of such an announcement, and asks whether this model could effect-
ively minimise violation.

One point of comparison among inspection models is the extent to which
they induce compliance.'” Even this is not a simple measure, but it can be well
illustrated using an example. Figure 8.5 shows compliance frequencies as a
function of Subject’s gain for an undetected violation, v, Subject’s loss for a
detected violation, P, and the false accusation cost to Subject, Fi.

The example is defined by Agency’s payoff parameters, namely Agency’s
False Accusation Cost is F, = 1.0, Agency’s Undetected Violation Loss is
w = 9.0 and Agency’s Detected Violation Bonus is B = —4.0. (The fact that this
‘bonus’ is negative means that Agency is highly motivated to deter all violations
— its greatest utility comes from the status quo outcome, where there is com-
pliance and acceptance.) The inspection system is characterised by a Type |
error probability of oo = 0.3, a Type II error probability f = 0.2, and an Inspec-
tion Cost to Agency of ¢, = 0.1. The results shown in Table 8.5 do not depend
on the specific value of Inspection Cost to Subject, cg.

The six separate diagrams in Figure 8.5 show that the Enforcement by
Inspection models in Figures 8.3 and 8.4 are very different in their abilities to
induce compliance. The upward sloping line appearing in most of the figures is a
characteristic of the inspection system — its slope is an increasing function of B
that approaches zero as 3 approaches zero; its intercept is an increasing function
of both o and 3 that approaches zero as o approaches zero. Note that, at least
according to the compliance criterion, there is a region where the inspection
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system should not be used, namely below the sloping line and above the hori-
zontal line at height F. Also, the only model that uses inspection and requires
no precommitment, model C, is not very good at inducing compliance. The two
models that score the best on this criterion, B and F, have the greatest precom-
mitment requirement.

Of course, the ability to induce compliance is not the only criterion on which
the models of enforcement by inspection can be judged. Another approach
would be to compare these systems on grounds of costs; it was suggested above
that models D and F would score well on this criterion, and generally they do.
But to make a comparison on grounds of costs requires more assumptions, since
the cost of additional inspections must be weighed against the cost of the viola-
tions that they may deter. For this reason, no such comparison is attempted here.
Finally, these models cannot be compared on the third criterion suggested
above, minimisation of violations that cannot be deterred, because they include
only one way to violate, so there is no way to minimise in these models.

Conclusions

The theme of this chapter has been that many ideas about arms control, includ-
ing some that were originally obtained by applying game theory, are still rele-
vant to the twenty-first century. It was argued that enforcement by inspection is
an inevitable issue if norms and standards of behaviour are to be modified, and
human behaviour, and the norms which shape it, cannot remain the same if we
are to address climate change. It is becoming very clear that limiting, and coping
with, anthropogenic climate change will be the defining problem of the twenty-
first century.

Another important problem of the twenty-first century is the need to reduce
vulnerability to terrorism. The major issue, it was suggested, is simply making
society less vulnerable to the terror tactic by maintaining tighter controls. In the
context of critical materials, for example, the objective should be to make it as
difficult as possible for terrorists to obtain from within a society the means to do
harm. The nuclear power industry was discussed in detail, but the conclusions
apply equally to counterterror measures in the chemical industry, and possibly to
other controls such as travel and the purchase of sensitive materials. In all these
cases, there are regulations to be enforced, and inspection must be part of the
process.

Despite many simplifying assumptions, a few conclusions can be drawn from
the idealised studies of enforcement by inspection, or the threat of inspection,
described above. One is that costs are crucial — not only the amounts, but the party
to whom they fall. Bearing the costs of inspection and enforcement, it was argued,
produces behavioural incentives that tend to lead to less effective or less efficient
enforcement. Similarly, there is plenty of evidence that the particular enforcement
protocol, including the operating procedures of an inspector, has an important
influence on the success of any enforcement process. But the main conclusion is
that more analysis is needed, and a few specific research questions are suggested.
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The twenty-first century will insist on certain social changes. It is not clear
how these changes can be brought about most effectively, but enforcement is
inevitably part of that process. Arms control may remain important, but lessons
that were originally learned in the context of arms control will be crucial. It is
natural to hope that, at the end of the twenty-first century, our descendents will
have more opportunities for health and happiness than we do. If that is to be the
case, we must teach ourselves to live with some restrictions. The aim of this
chapter is to explore one important means to that end.

Notes

1 These works contain original references to the research described in the remainder of

this paragraph.

Some of their work has been reprinted as Aumann and Maschler (1995).

The major reference for this work is Avenhaus (1986).

Some of this material appears in Avenhaus and Canty (1996).

The article is cited above as Avenhaus et al. (2002).

For simplicity, we assume that P >0, v,> 0 and v, >0 for /=1 and 2, and e =2 0. The

value of B might be positive (if Inspector sees a positive value in detection) or negat-

ive (if Inspector aims to deter all violation). In any case, B and e are interpreted to be
small in absolute value. Except possibly for B, all payoff symbols non-negative
numbers; in fact, only e could equal zero.

7 Net detection cost represents Inspectee’s net loss for violating and being detected, rel-
ative to the status quo. Note that it does not depend on the site of the violation.

8 The strategy of violating at both sites is never chosen because another strategy,
namely compliance, always gives a preferred result. Technically, the strategy Violate
Both is strictly dominated.

9 The Violate Both strategy would not be dominated if this assumption were to be
dropped.

10 Kilgour (1994) is a study of the implications of costless inspection for enforcement.

11 This property has been noted by many, including Russell (1990), Tsebelis (1990),
Kilgour and Brams (1992) and Kilgour ef al. (1992).

12 For example, trhiodiglycol (TDG), an ‘organic specialty chemical’ with many civilian
industrial uses, is also a ‘dual-use’ chemical. As demonstrated during the Iran—Iraq
war, it is easy to convert TDG to mustard gas. The feasibility of worldwide monitor-
ing of TDG was explored in Lundin (1991).

13 The data on nuclear power plants quoted below are from Wikipedia (2007) and
National Energy Institute (2007).

14 For simplicity, the clean inspection bonus e has been fixed at zero henceforth.
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